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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OK-12

CnocoOGHOCTh paboTaTh C PA3IMYHBIMA HCTOYHUKAMH HWH(OPMAIIHH,

nH(})OpPMAITMOHHBIMH

pecypcamMy M TEXHOJIOTHSIMH, IPUMEHSATh OCHOBHBIE METObI, CIIOCOOBI M CPEJICTBA MOMYUYCHUS, XPAaHCHHS,
MMOMCKa, CUCTEMaTH3alnK, 00pabOTKHU U Tiepeiaun nHpopMaIuu

[1K-2 CnocoOHOCTh MPUMEHATh TEXHUYECKHE M MPOrpaMMHO-aNIapaTHble CPeCTBa 0OPAOOTKH U 3aIUTHI
uHpOpMaLUU

[TK-5 CriocoOHOCTh OCYHIECTBIATh YCTAHOBKY, HACTPOMKY M SKCILTyaTallMi0 KOMIIOHEHTOB TEXHUYECKHX
cucTeM obecrieueHus: 0€30MacHOCTH HHPOPMAITUH U TIOAJEPKKY UX PabOTOCTIOCOOHOTO COCTOSHHS

1.2 Bunp! u 3a1aun mpo¢eCcCUOHATBLHOMN NeITETBHOCTH 110 UCITUTUIHHE:

- HAYYHO-UCCJICAOBATCIILCKAA

cOop, Wu3y4YeHHE, CcHUcTeMaTu3anus ¢ OOOOIIeHHEe HayYHO-TEXHHUYECKOW HH(POpMaIUH,
OTEYECTBEHHOTO U 3apyO0eXKHOTo OmbITa IO TpobiieMaM HH(POPMAITMOHHO-aHATIUTHYECKOM
paboThI M 00eciedeHHs 3aUThl HHPOPMaIUN

aHaIN3 MIPUKIIATHBIX pooiemM UH(OPMAITMOHHO-aHATUTHIECKOTO U
MH(POPMALMOHHO-TICUXOJIOTMYECKOTO  00eCleueHus]  MPAaBOOXPAHUTEILHONW  JeSITEIbHOCTH,
3anUThl HH(pOpMaLKU 1 obecrieyeHust 6e30MacHOCTH MH()OPMAIIMOHHBIX TEXHOIOTUN
pa3paboTka 3aJaHui, TUIAHOB, MPOTPAMM TPOBEICHHS MPHUKIATHBIX HAYYHBIX HCCIICIOBAHUHA H
TEXHUYECKHUX Pa3paboToOK

MPOBEICHUE SKCIICPUMEHTOB I10 33IaHHBIM METOIHKAM

BBHITIOJTHCHHE MIPUKIIAIHBIX HAYYHBIX UCCIICIOBAHMIA, TOJJTOTOBKA OTYETOB, JOKIIAI0B

- OpraHU3alMOHHO-YIIpaBIeHYECKas

OpraHU3aI[MOHHO-TIPAaBOBOE  OOecIieueHHe JAEATENbHOCTH IO TIOJNyYeHHIO, HaKOIUICHHIO,
00paboTKe, aHaju3y, UCIOJIB30BaHUIO HH(OpMAIMM M 3aluTe OOBEKTOB HH(OpMaTH3aluy,
MH(OPMAITMOHHBIX TEXHOJIOTHIA U PECYPCOB

pa3paboTka U KOHTPOJIb 3((PEKTUBHOCTH OCYIIECTBICHUS CUCTEMBI Mep N0 (HOPMHUPOBAHUIO U
WCIIOJIB30BaHUI0 MH(OPMAIIMOHHBIX PECYpCOB, CHCTeM obecrieueHus WHGOPMAIIMOHHON
0€30MacHOCTH

- opraHuzanysi pabOThl MaNbIX TIPYNI W KOJUIEKTUBOB MCIIOJHHUTENEH, C(HOPMHUPOBAHHBIX IS

peuicHr KOHKPETHBIX HpO(I)eCCI/IOHaJIBHLIX 3aJga4

- JKCIUTyaTallMOHHAs
- YCTaHOBKA, HACTpOWKa, OHKCIUIyaTallds W MOJJepkaHHe B pPabOTOCIOCOOHOM COCTOSHUU

KOMIIOHEHTOB TEXHUYECKHUX CUCTEM obecrieueHus 0e301acHOCTH nHpopmaIuu

- y4aCcTu€ B IPOBCACHHU CIICHUATIBHBIX IIPOBEPOK U I/ICCJ'IGIIOBaHI/If/'I, arTecranuun O6’beKTOB,

MOMEIIEHUI, TEXHUYECKUX CPEACTB, CHCTEM, CEPTH(PHUKAIIMOHHBIX HCIBITAHUH MPOTpaMMHBIX
CPEICTB Ha MPeIMET COOTBETCTBHS TPEOOBAHUSAM 3aIUTHI HH(GOPMAITUT

- aJIMUHUCTPUPOBAHUE TOACUCTEM oOecrieyeHUss HH(POPMALIMOHHOM O€30MacCHOCTH Ha 00bEKTE

1.3 B pesynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaromIUXCsl TOJKHBI ObITH COPMUPOBAHBI CIIETYIOIINE
KOMITETEHIUH:

O0001IeHHBIC TPYIOBBIE

KO,I[ 1 HAUMCHOBAHUC

(hyHKUMY / TPYAOBBIC komriereHimu @I'OC BO,
(GbyHKUMY / TPYyAOBBIC MU HEOOXOIUMOM ISt 3HaHUs U yMEHHs, HEOOXOAUMBIE A1 POPMUPOBAHUS
npodeccroHaIbHbIE (hopMHpOBaHUS TPYAOBOTO TPYAOBOTO ACHCTBHSA / KOMIIETCHLIUU
JeicTBus (Ipy HaITU9IUU WK Ipo(ecCHOHATBHOTO
npodcranaapra) JnefcTBUS

OK-12 CriocoOHOCTE
padoTarh ¢ Pa3ITUUYHBIMHU

3HaeT ¥ IMOHUMAET:




MCTOYHUKAMHU HH(pOPMAIINH,
UH(OPMAITHOHHBIMU
pecypcamu u
TEXHOJIOTHSMH, IPUMEHSTh
OCHOBHBIE METOIbI,
CH0COOBI U CPENICTBA
MOTYYCHUS], XPaHCHHS,
TIOMCKA, CUCTEMATH3aLlUH,

0COOCHHOCTH M COCTaB HAay4YHO-METOJOJIOTHUICCKOIO
Oasuca peuICHUA 3a1a4 3allIUThI I/IH(I)OpMaI_II/II/I Ha OCHOBC

pOrpaMMHO-aIapaTHbIX CPEICTB, TPUHLUIIEI
o0ecreyeHusl 3aUThl HHPOPMAILIUH.

VYmeer (criocobeH MpoAEeMOHCTPUPOBATH):

UCIIOJIb30BaTh COBPEMCHHBIE TIO/IXOIBI K

HpOFpaMMHO-aHHapaTHOﬁ 3aluTe I/IH(i)OpMaI_II/II/I

00paboTKH U Tiepeaadu Braneer:

nHpOPMaITUH
COBpPEMEHHBIMU METOJIaMH 3aIIUTHI
MPOTPaMMHO-AIIAPATHBIX CPEJICTB

[NK-2 Cnoco6HOCTH 3HACT ¥ MOHUMAET:

NPUMCHSATH TCXHUYCCKUC U (0cHOBBI ~ pabOTBl €  MPOTPaMMHO  amlapaTHBIMH

IMpoOrpaMMHO-alIapaTHbIC CpeacTBaMH 3aIUThI

cpencTsa 00paboTku 1 VMmeeT (crioco6eH mpoaeMOHCTPUPOBATH):

3aLIUTH! HH(OpMALIH CaMOCTOSITENIHHO ~ OCYIICCTBIATh  IOWCK  HAyYHOMH
JIUTEpaTypbl 110 HUCCIEAOBATENbCKOM W  MPUKIIATIHON
JeSITEITBHOCTH
Bunaneer:

HaBBIKM 110 YCTAaHOBKE, HACTPOWKE W OOCIYXKHBaHUIO
MPOTPaMMHBIX, IPOTPAMMHO-AMIMAPATHRIX U TEXHUYECKUX
cpencts 31U

[TIK-5 CnocoOHOCTh
OCYIIECTBIIATh YCTAHOBKY,
HACTPOUKY U IKCILTyaTaIHIo
KOMIIOHEHTOB TEXHHUECKUX
cUCTEeM 00OeCIIeCUeHUS
Oe3onacHoOCTH HH(DOpMAIHU
U TIOIICPIKKY UX
paboTocmocoOHOTO
COCTOSIHUS

3HAeT ¥ MIOHUMACT:

COBpEMEHHBIE  CpeACTBa  pa3paboOTKu U
MPOrpaMMHOTO  OOecredeHns Ha  SI3bIKax
YPOBHS

aHaJin3a
BBICOKOI'O

YMeer (criocoOeH IPOIeMOHCTPHUPOBATH ):

COCTaBJIsITb, TCCTHUPOBATH, OTIAXUBATL U O(l)OpMJ'IHTB
MMporpaMMhbl Ha A3bIKaX BBICOKOT'O YPOBHA

Bnageer:

po(eCcCHOHATLHOW TEPMUHOIOTHU

1.4 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBsI3eH JAWUCIMIIINH, OGCCHG‘-II/IBaIOH_II/IX OCBOCHHC KOMHeTeHL[I/II\/Ili

OK-12 CnocoOHocTb
WH(OPMAIMOHHBIMU PECypcaMH M TEXHOJOTUSMH, NPHUMEHSATh OCHOBHBIC METOJIBI,
CHOCOOBI M CpENCTBA TMONYYCHHSI, XpAaHEHUS, MOMCKA, CUCTEMATHU3aluU, 00pabOTKH W
nepeaayn HHPOpMaIuu

pabotath ¢

Ppa3siIMIHbIMU

UCTOYHHKAMHU  WH(OpPMALIUH,

No
n/n

HanmenoBanme
JMCIATUINH,
OTIPEIICIISTFOTITIX
MEKTUCITUTUTHHAPHEIE
CBSI3HU

®dopma 0OydeHHS

Ounas
(cemecTtp)

112(3(4]|5]6

10

—

ATtTecTanys v ayauT
00BLEKTOB
nH()OopMaTH3aITIH

+ |+

ba3sl naHHBIX

W36panHbIe BONPOCHI
MHPOPMALIIOHHON
0e30macHOCTH

Undopmaruka




5 |KomnerorepHas +
JKCIEPTH3A

6 | KommprorepHsie cetn + |+ [+ |+

7 |Mertonuka oOy4yeHus +
UHPOPMATHKE U
MHPOPMALIIOHHON
0e30macHOCTH
8|OcHoBEI + |+ |+
IpOrpaMMHUPOBAHUS B
KOPIIOPAaTHBHBIX
MHPOPMALIOHHBIX
cucTeMax

9| Teopus cuctem u +
CUCTCMHBIH aHaHN3

10 |Texangeckast 3ammra + | +
uHopMaru

[TK-2 CiocoOHOCTh MPUMEHATh TEXHUYECKHE W NMPOTPAMMHO-aMapaTHbIE CPECcTBa 00p
Y 3aIUTH HTHGOPMAITUH

Ne HaumenoBanue dopma oOyyeHus
/o JHCIUATLINH,
OTIPENETIAIONINX
MEXIUCIUIUIMHAPHBIE
CBSI3H

Ounas
(cemectp)

4151617

1 [ABTOMaTH3aIIH + | +
JIeSITCIIBHOCTH
NpEaIpUATUI

2 |IIpaxTuka no +
MOJTY4YEHUIO
HEPBUYHBIX
po(heCCHOHATTLHBIX
YMEHUH, B TOM 4HCIIe
NEPBUYHBIX YMEHHUU U
HaBBIKOB
Hay4YHO-HMCCIeJ0BaTeN
BCKOH JIESITETTLHOCTH

3 [Texnuueckas 3amura | + | +
UHpOpMaLIH

4| S3p1ku + | +
IIPOrpaMMHUPOBaHUS

IIK-5 CrnocoOHOCTh OCYIIECTBISATh YCTAHOBKY, HACTPOMKY M  JKCILIyaTaluio
KOMIIOHCHTOB TEXHHYECKUX CHCTeM oOecredeHuss Oe30macHOCTH WHGOpMAIUU |
MOJACPKKY UX pabOTOCTIOCOOHOTO COCTOSTHHS

Ne HaumeHnoBanue ®dopma
n/n JTUCLUILINH, o0y4eHHs
OIIPECACIIAONINX Ouynas
MCXKIUCHUITIIMHAPHBIC (CeMCCTp)
CBA3U 3 6 7 8
1 |KpumunanucTka u +
KPUMUHAJIMCTAYECKAsI
TEXHUKA




2 |IIpaxTuka no +
MOJTY4YEHUIO
HEPBUYHBIX
poheCCHOHATTLHBIX
YMEHUH, B TOM 4HCIIe
NEPBUYHBIX YMEHHUU U
HaBBIKOB
Hay4YHO-HMCCIeJ0BaTeN
BCKOH JIESITETTLHOCTH

3 |OnexTponuka u +
CXEMOTEXHHUKA

2. Mecto aucuumiimabl B cTpykrype OIl cnenmanurera:

Hucuunnuna «IIporpammHo-anmnapaTHasi 3amuTa WHGOPMAIMKW) OTHOCHUTCS K 0a30BOM yacTH y4yeOHOro
miaHa OIl mo wampamnenuto moxarotoBku 10.05.05 - be3zomacHOoCTh WHMOPMAIIMOHHBIX TEXHOJIOTHUH B

MPaBOOXPAHHUTENbHOM chepe.

JuctummHa «IIporpaMMHo-anmaparHas 3amuTa HHGOpMalum) U3ydaeTcs B 6, 7 ceMecTpax.

3.00beM u conepxaHue JUCUUILIUHBI
3.1.00peM quctmiutuHsl: 10 3.e.
Oumnag: 10 3.e.

Bun yueGHOM paboThI (Bcgglf;io]s)
OO0mas Tpyn0éMKOCTb 1M CHUILTTHHBI 360
KonTaktHas pabora 132
Jlexuu (Jlexiun) 50
Jlaboparopnsie (J1ab. pab.) 82
CamocrositenbHas pabota (CP) 156
OK3aMeH 72

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | ®opMBbI TEKYIIETO
TEMBI paszena/TeMsbl pabortsl, yac. KOHTPOJIS
Jlex |JIa6 | CP
U | .
pao.
O|l0|O
6 cemecTp

1 [Ipenmer u 3amaun Hoxmang
MporpaMMHo-annap | , P
aTHOM 3aIUThI
nHpopmauu.

2 Cucremsl JlabGopatopHas

4 14 |12
UIeHTU(DUKAITIN pabora

3 JlocTyn K TaHHBIM JlabGopatopHas
CO CTOPOHBI 2 |4 |14 pabora
nporecca.

4 IIporpamMMHoO-anmap JlaGoparopHas
aTHBIE KOMIUIEKCHI 6 | 10| 10 pabora
3aIUTHI
uHpOpMaLIUH.




5 DNEeKTPOHHBIN JlaGoparopHas

UACHTUPUKATOP 6 |12 |14 pabora
ruToken.

6 Cucrema JlabGopatopHas
OMoMeTpUYECKOM 6 | 12114 pabora;
uAeHTU(PUKALNH TectupoBanue
BioLink.

7 MeTonas! 3aIuThI JlabGopatopHas
MIPOTPaMMHOTO pabora
o0ecriedyeHus ot 44|10
HECaHKIIMOHUPOBaH
HOTO
UCIOJb30BaHUSI.

8 Mertons! u cpencTsa JlaGoparopHas
OrpaHUYEHUS > 2 |14 pabota
JIocTyna K
koMmrnoHeHtam OBM

7 cemecTp

9 [TonsiTue ob6paTHOTO 4 110! 14 JlabGopatopHas
MIPOCKTUPOBAHMUS. pabora

10 ATaku Ha MOYJH JlabGopatopHas
MIPOBEPKHU pabora
KOPPEKTHOCTH 4 (14| 14
KJIFOUYEBOU
nHpopmaruu

11 3amuTa nporpamm 4 |14 JlabGopatopHas
OT U3YYCHHUSI. pabora

12 3ammra oT JlabGopatopHas
pa3pyuIaroImx pabora;
MPOTPAMMHBIX 6 I 14 [IpakTuyeckoe
BO3JIEHUCTBUH. 10 3aJaHue IS

MPaKTUYECKOM
MOJTOTOBKH

Tema 1. [Ipenmer u 3a1a4n MPOrpaMMHO-aANMNAPATHOM 3aUThl HHGopMmauuu. (OK-12)
Jlekumus.

[IpenmMeT u 3aga4u nmporpaMMHoO-anmapaTHON 3auuTsl HHGopmanuu. Kiaccudukanys MEeTo0B U CPeliCTB
MIPOrpaMMHO-AIaPaTHON 3aIUThl HH(OPMAIUH.

JlaGopaTopHbie padoThbI.
He npenycmorpeno
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1.Ilepeuncanre 3a1a4u IpOrpaMMHO-aNIAPaTHON 3alIUThI HH(OPMALIUH.
2. HpOHBBG}II/ITe Knaccmbmcaumo MCTOOOB U CPCACTB nporpaMMHo—anHapaTHoﬁ 3alIUThI HHq)OpMaHH

Tema 2. Cucrembl uaentTupurkanun (I1K-5)
Jlekuus.

[IporpamMmMHo-anmnaparHas uneHtudukanus cyorekra. [lonsitue nporokona uaeHtuduxanuu. Opranuszanus
XpaHEHHUS KITIOYECH.

JlaGopaTopHbie padoThbI.

Hacrpoiika cucteMbl HACHTU(PHUKAIMY B ONIEPAlHOHHON cucTeMe. Opranu3aius XpaHeHUs KITIoUei.
3ajanus AJ151 CAMOCTOSITEJIbHOM PadoThlI.

1. Ilepeuncnure BUABIUACHTU(DUKAIMS CyObEKTa Ha OCHOBE ITPOrpPaMMHO-AINAPATHBIX PELICHUH.



2. Uro MOXET CIy>)KUThb B KauecTBe ayTeHTH(]ukaropa. [IpoaHanusupyiite cuibHble ciabble CTOPOHBI
[IPEJIOKEHHBIX PELICHUMN.

3.Ilepeuncnure JOCTOMHCTBA M HEAOCTAaTKH MaposibHOW ayTeHTUuKamuu. OIEHUTe CTOWKOCTb
IIPEJIOKEHHBIX ITapOJICH.

Tema 3. locTyn K JaHHBIM €0 cTOpPOHBbI pouecca. (ITK-2)
Jlekumus.

[Tpouecchl n manuble. CriocoOb! (ukcanuu ¢akra goctyna. Hane)kHOCTh CHCTEM OrpaHUYCHHS JOCTYIIA.
3ammra ¢aitinoB oT MogudUKAITIN. IIEKTPOHHAS TTOATHCH.

JlaGopaTopHbie padoThbI.
3amura (aitioB OT MOTUpUKAIMU. DIEKTPOHHAS TOIIHCh.
3aganus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
1. TocTyn K KaKUM JaHHBIM CO CTOPOHBI IIPOIIECCA MOXKET BBI3BIBATh TPEBOTY.
2. Cnoco06s! ukcaruu dakra noctyna. Bo3MokHbIe BaprHaHThI 00X0/1a pEruCTPaIiK T0CTyTa.

3. Peanusyiite OCHOBHBIE cHOCOObI 3amuThl (hailioB or Momudukauuu. IIpoananu3upynTe CTOMKOCTDH
IIPEJIOKEHHBIX PELICHUN

Tema 4. IIporpaMMHoO-annapaTHble KOMILIEKCHI 321U Thl HHGopmauuu. (ITK-2)
Jlekumus.

[Iporpammuo-anmaparubie  komruiekcbl. [lemn. Knaccudukamusa. Tumel. Hasnauenue. Cepruduxarusi.
Ycranogka [10. Cpencrsa ynpasienus. YcTaHoBKa kireHTa. CriocoObl ayTeHTHU(UKAIIMH TI0JIB30BaTENs TIPH
BXO/IE B ONEpalMOHHYIO cHucTeMy. BpemeHHass OnmokupoBka kommbioTepa. Co3maHue muppoBaHHOTO
karaimora. PacmmdpossiBanne  ¢aiima. Pabora ¢ kxoHpuacHIManbHBIMH  pecypcamu. CmeHa
ayTeHTU(UKaTopa aAMHHHCTparopa. TectupoBanue mnamMsaTu. KoppeKkTupoBka Ia0JOHOB KOHTPOJIS
L[EJTOCTHOCTH

JlaboparopHbie padoThbI.

ITAK Kpunron-3amok. DnekTpoHHBIH 3aMoK Coboib. YcTanoBka komnoneHToB C3U ot HC/I
SecretNet. [lludposanue daitnoB Ha ocHoBe C3U SecretNet.Cucrema 3amuTbl ”HHOPMAIIMHA OT
HECAaHKIIMOHUPOBAaHHOTO noctymna SecretNet 5.0 aBTOHOMHBIN BapHaHT.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. ITepeunciute BO3MOXHOCTH MPOrPaMMHO-aIaPaTHBIX KOMITJIEKCOB 3aIIUTH HHGOPMAIIUH.
2. HpCI[JIO)KI/ITC pGIJ_IeHI/Ie JJIA HOCTpOeHI/IH annapaTHHx 1501051 HpOF paMMHBIX KOMITIOHCHT 3allliuThl JaHHBIX.

3. Peammsyiite Ha ocHoBe I[TAK momcucremsl 3amuThl, MPEAyCMOTPEHHBIE CTaHAAPTaAMH OE30MaCHOCTH.
OO6ocHyiiTe ToCcTHKEHUE HEOOXOIUMBIX TMOKa3aTeNe u3 cTaHaapTa 0€30MacCHOCTH.

Tema S. duexTponnsblii naenTuduxarop ruToken. (ITK-5)

Jlexknus.
bezonacuocts B ruToken u ciektp ero Bozmoxuocteil. [lpumenenue u 0630p apxutekrypsl ruToken. Kax
yctpoeH ruToken. Pa3paborka mpunoxenui mias ruToken. McmonmszoBanue ruToken kak mepcoHanbHOE
CPEICTBO ayTeHTU(DUKAIIMH M XpaHEHUS CepTU(PUKATOB. BUABI MEKTPOHHBIX KIIOYEH W MPUHIUIBI HX
pabotel. Bxon B cuctemy ¢ ucnonb3oBanuem ruToken.

JlaboparopHbie padoThbI.
Pabota ¢ yrunuroii ammuauctpupoBanus ruToken.Pabota ¢ penakropom namsitu ruToken. Pabota ¢
Opay3epom ceptudukaroB ruToken. Bxoa B cuctemy ¢ ucnonszoBanuem ruToken. 3anura koMmbproTepa u
nanHbIX ¢ momoinsto ruToken. RuToken u PGP.RuToken-mudposanue o anroputmy 'OCT. Pa3paboTka
MIPOTrpaMMHOTO TIPOAYKTa J1jist paboTsl ¢ D11

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. Ilpeanoxwure npouenypy ucrnoiab3oBanus ruToken kak mepcOHANIBHOTO CPEACTBA Ay TEHTU(HUKALINY,
mudpoBaHUs U XpaHEHUs CePTH(PUKATOB.
2. Ocy1iecTBUTE BXOJ B ONIEPALIMOHHYIO CUCTEMY C UCToib30oBaHueM ruToken.
3. [Ipemyioxkute Kak MOXKHO UCTONIb3oBaTh ruToken kak OmMHO U3 CPEACTB CEPTUPUKANMOHHOTO IICHTPA.
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Tema 6. Cucrema omomerpudeckoii marentupukanuu BioLink. (ITK-2)
Jlekumus.

bruomerpuueckue cucreMsl. UneHTHOUKAIHS IO JAKTHIOCKOIIMYECKOMY y30pY, JIILY, PamLy>KHOU 000II0UKe
I1a3a, CTPOCHUIO PYKH WM Tajblla, TOJOCY, MOXOJKE, KJIaBHATyYpHOMY MOAYEpKy W T.JA. Komriekr
paspaboruuka. Pabora ¢ SDK. Tunosie 3a1a4u OMOMETPUIECKUX CUCTEM.

JlabopaTropHbie padoThbI.

Cucrema BioLink U-Match 3.5. HacTpotika cuctemsl naeHTU(UKAITIN U ydeTa pabovyero BpeMeHH!
BioTime. PazpaboTka mporpaMMHOTo oO0ecrieueHust ISl TOTyICHHS] OMOMETPUIECKHUX JaHHBIX
TIOJTH30BaTEIISI.

3ananus AJ51 CAMOCTOSITeILHOI padoThI.
1. Pa3paboraiite cucteMy uaeHTU(GUKAIKS TI0 KIIABUATYPHOMY TIOTIEPKY.

2. B yeM HemocTaTku HIAEHTU(UKAUHN (TAKTUIOCKOIMYECKUI y30p, JIMIO, PagykHOH 000JI0uKe I7a3a,
CTPOEHUIO PYKH WM Majblia, Foj0Cy, OXOAKE, KIIaBUaTyPHOMY ITOTYEPKY H T.1.).

Tema 7. MeToabl 3alIIUTHI IPOTPAMMHOI0 00ecre4YeHus1 0T HeCAHKIMOHUPOBAHHOIO HCIIOJIb30BAHMS.
(IIK-2)
Jlexknus.

Meroapl 3alUTBl  MPOTPAMMHOTO O0ECIEUYEeHUS OT HECAHKIMOHWPOBAHHOTO HCIOJIb30BAaHMS IS
UACHTUDUKAIIMA U ayTeHTU(UKAIMK TIOJNb30Bareieil. MeToapl 3amuThl MPOrpaMMHOTO O0O0ECTIeUeHUs
OCHOBHBIX CIIOCOOOB 3ammThl pacrpoctpanenus I10. YciaoBHo-OecmaTHOe MPOrpaMMHOE OOecTieueHue.
Vcnonb30BaHue 3IEKTPOHHBIX Kirouei aist 3amuthl [10.Yrpo3a HapymeHus: GyHKIMOHATBHOCTH MOIYJIS
3aILUTBHIL.

JlaboparopHbie padoThbI.

Co3znmanne yCIIoBHO-0€CIUIATHOTO TPOTrPaMMHOTO oOecTiedeHusl (Tpraj, yacTudHas paboToCrIoCOOHOCTB).
3agaHus AJ51 CAMOCTOSITEILHOI padoThI.

1. 3amura JaHHBIX OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

2. OcHOBHEIE MNOAXOAbI K 3allIUTC JaHHBIX OT HCCAHKIUOHUPOBAHHOI'O AOCTYyIIA.

3. 3amuTa nporpamMm OT HECAaHKLIMOHHUPOBAHHOTO KOMHUPOBAHUS.

Tema 8. MeToabl U cpeicTBA OrPpaHMYeHHs JocTyna K komnoHentam IBM (OK-12)
Jlekumus.

Orpannuenue noctyma K  komroHeHTaM OBM. Knaccudukanus meTtomoB 3ammThl MH(DOpMAIUU OT
HECaHKIIMOHUPOBAHHOTO KOMUPOBaHUA.OCHOBHBIE MMOIXO/IbI K 3aIIMTE TaHHBIX OT HECAHKIIMOHUPOBAHHOTO
noctyna. Illudposanue. KoHTponb gocTyma u pasrpaHudeHue noctyna. Mepapxwueckuid JOCTyn K
nH(pOpPMAITMOHHBIM pecypcam. 3aluTa ceTeBoro pecypcea. [IporokonupoBanue gocTyma K ¢aitiam.

JlaGopaTopHbie padoThbI.
3aH_[I/ITa OT HCCAHKIIMOHUPOBAHHOI'O KOITMPOBAHUA
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. HpOI/I3BeI[I/ITe 3aIUTY JAaHHBIX OT HCCAHKIITMOHUPOBAHHOI'O JOCTYIIA.
2. OcHOBHbBIE MTOJXO/IbI K 3aIlIMTE JaHHBIX OT HECAHKIIMOHUPOBAHHOTO AOCTYyTMa

Tema 9. IlonsaTne o0paTHoro npoekruposanus. (OK-12)
Jlekumus.

OcCHOBHBIE METO/BI OOpaTHOTO MpoeKTHpoBaHMs. OTIagKa MPOTrpaMM, AU3aCCEMOTHMPOBAHUE MPOTPAMM.
MonwuTtopsl coobiTuii. Knaccudukarus cpeacts ooparaoro mpoektupoBanus [10.

JlaGopaTopHbie padoThbI.
Juzaccem6aep. OTnaguuk.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1.Ilpoananu3upyiite OCHOBHBIE 33]1a4uM, PEIIA€Mbl OTIATUHUKAMHU.
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2.Ilepeuncante OCHOBHBIE METOBI IN3aCCEMOIMPOBAHUE ITPOTPAMM.
3.IlokaxxuTe OCHOBHBIE MOHUTOPHI COOBITHIA

Tema 10. ATaku Ha MOIYJIM IPOBEPKH KOPPEKTHOCTH KJI04YeBoil uHGopmauuu (I1IK-5)
Jlekumus.

VYrpo3a packpeITus KiatoueBod nHopmanuu. 3afgaya oOHApPYKEHHs] B KOJE MPOTrpaMMbl MOAYJS 3aIMTHI.
3a/aya UCCIeOBAHUS MOJTYJIS 3aIIUThI, IPUHIIUIIOB €0 1eHCTBUS.

JlaGopaTopHbie padoThbI.
OOHapy>xeHre MOIYJIS 3aIIUTHI (OTIa/IKa, TU3acCEMOIMPOBaHUE).
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1.06HapyxeHue B KoJie IPOrpaMMbl MOJYJISI 3aIIUTHI.
2. UccnenoBanusi MOMYJIS 3alIATHI, TPUHIIUIIOB €r0 JEHCTBUS.
3. Knaccuduxkanus cpencts odparnoro npoekruposanus [10.

Tema 11. 3ammra nporpamm ot usy4denus. (OK-12)
Jlexknus.

OO1mIre MPUHITUIIBL 3aIUTHl OT U3yUYeHUs. 3alluTa OT OTIAJKH. 3aluTa OT JU3acCeMONMPOBaHus. 3aluTa
OT TPACCUPOBKU IO MPEPHIBAHUSM

JlaboparopHbie padoThbI.
He npenycmotrpeno
3anaHus AJ151 CAMOCTOSITEILHOI padoThI.
1. 3amura nporpaMm OT U3YUYEHHUS.
2. 3aumTa JaHHBIX OT HECAHKIIMOHUPOBAHHOTO JTOCTYTIA.
3. 3ammTa ¢aiaoB OT U3MECHECHHS.
4. HanexxHOCTh CUCTEM OIpaHUYEHUS JOCTYTIA.

Tema 12. 3amuTa 0T paspymialmux nporpaMmMHsbIx Bo3aeiicruii. (ITK-2)
Jlexknus.

JleCTpyKTUBHBIE TPOTpaMMbl KakK OCOOBI KJjacc pa3pylIalolidX I[POrPAMMHBIX — BO3/IEHCTBHIA.
HeoOxonumble M J1OCTaTOYHbIE YCIOBHS TPEayNpeKIACHUs paspyliaromero BozzeicTtBus. I[lonsTue
M30JIMPOBAHHOM IIPOIrPAMMHOM CPEBbL.

JlaGopaTopHbie padoThbI.
brnokupoBanue BUpYyCOB-KOMIIaHLOHOB
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. 3amuTa OT pa3pymaroIuX NIporpaMMHBIX BO3IEHCTBHM.
2. KommiproTepHbIE BUPYCHI KaK 0COOBIN KJIAaCC pa3pylIArOIIMX MPOTPAMMHBIX BO3ICHCTBHIA.
3. HeoOxoaumple U JOCTATOYHBIE YCIOBUS HEOMYIICHHUS Pa3pyIIAIOIEro BO3ICHCTBUS.
4. 3onupoBaHu€e MPOrpaMMHOM CpeJIbI

4. KoHTpO/Ib 3HAHUI 00yYAKOIIMXCS U THIIOBbIE OLIEHOYHbIE CPeACTBA
4.1. Pactipenenenue 6amios:

6 cemecTp
* mocemaeMocTs — 10 0auIoB
*  TeKyLMH KOHTpoIb — 46 OaioB
*  KOHTpPOJIbHBIE Cpe3bl — 2 cpe3a: 8§ 6amioB, 6 6aTOB
* npemuanbHble 6amiel — 20 6amIoB
* OTBeT Ha ’Kk3aMeHe: He Oosnee 30 OamioB



Pacrnipenenenne 6aioB 1mo 3aJaHusIM:

TC
MbI

Ha3Banwne TeMbl
/ BUI yueOHOI
paboThI

Dopmbl
TEKYIIETO
KOHTPOJIS

/ cpe3sl

Max.
KOJI-BO
OaiuIoB

MeTtoauka pOBEICHUS 3aHATHS U OIICHKU

IIpenmer u
3a1adn
MporpaMMHO-aI
napaTHoin
3aIIUTHI
nHpOopMarim.

Jloxman

Joknman  cTydgeHTa  mpeArnojiaraeT  OpraHu3alMild  COBMECTHOM
IUCKYCCHW aBTOpa, IPETOAaBaTelii W  CTYACHTOB IO BOIpPOCaM,
CBS3aHHBIX C OIpPEACIICHHBIM pPa3eiioM, MpoOieMe M CIoco0e
peamm3armu T.1. [locne mokmama Bce WIEHBI TPYIIBI aKTHBHO
YYaCTBYIOT B OOCYXICHHH, IO0ABIAIOT  WHGOPMAIHUIO, 33Iaf0T
BONIPOCHI U IETAIOT 3aMeYaHMsl TOKIaTIHKY.

OCHOBHEBIE Ka4ecTBa JOKJIaaa IOJJIEKAIIETO OIEHKE:

3 Oamra — 4eTko cOPMYIUPOBAHBI IPOOJIEMBI, COOTBETCTBYIOIIAS
TeMe JOKJIafla; TOJHOTa PAaCKpBHITHUS MaTepuana TEeMbl JOKJIaaa; B
OCHOBHOM YacTH JIOTHYHO, CBSI3HO M TIOJIHO PACCMOTPEHBI PEIIeHUS
MpoONeMBl; JAeTIeHHE MPEe3eHTalli Ha BBEIEHUE, OCHOBHYIO YacTh H
3aKITIOYCHHE; 3aKITI0U€HIE COAECPIKUT BBHIBOJIBI, IOTHYHO BHITEKAIOIINE
W3  COHNEp)KaHHWS  OCHOBHOM  YacTW; HET  3aMEYaHuil 1o
MPEe3eHTAIlIOHHOMY MaTepHainy; MPaBIJIBHO HCIIONB3YIOTCS U
MPUBEICHBl aBTOPUTETHBICE HCTOYHHKH WH(OpMAIWHU; BBITOTHEHA
3a/laya 3aMHTEPECOBAHHOCTH CIyIIaTeledl B Tpymme, aKTUBHASA
TUCKYCCHSI CPEIH CTYACHTOB NP 00CYKIESHUH TOKIIAa.

2 Oamma — 9eTko CHOPMYIHPOBAHBEI MPOOIEMBI, COOTBETCTBYIOIIAS
TeMe JOKJaaa; JAOCTAaTOYHO PacKphiTa TeMa JOKJIana; B OCHOBHOM
YacTU TIOJHO PACCMOTPEHBI pEIICHUs TMPOOIEMBI; JIeJIeHUE
Mpe3eHTallii  Ha BBEACHHWE, OCHOBHYI0O YacTh M 3aKIIIOYCHHE;
3aKIIIOYCHNE CONEPXKUT BBIBOABL, JIOTUYHO BBITEKAOIINE W3
COIepKAHHS OCHOBHOM Y4acTH; ecTh 3aMEYaHHS o
Mpe3eHTAIIHOHHOMY MaTepuay; BBITIOJTHEHA 3a/mada
3aMHTEPECOBAHHOCTH CIyIIaTeJiell B TpyMIe, aKTUBHAS IUCKYCCHS
CpeIy CTYAEHTOB NP OOCYKIEHUH TOKIaa.

16aJ11 - yeTKo cHOPMYIUPOBAHBI TPOOIEMBI, COOTBETCTBYIOIIAs TEME
JOKJIaJia; JOCTATOYHO PACKPBITa TeMa JIOKJIaJa; HEAOCTAaTOYHO TOJTHO
PacCMOTpPEHBI pEmIeHUs] TpoOJIeMbl;  JIeJIeHHe Mpe3eHTAlluk  Ha
BBEJICHNE, OCHOBHYIO YacTh M 3aKIIOYEHHE; €CTh 3aMEYaHus II0
Mpe3eHTAllMOHHOMY ~ MaTepuaiy; ciabo  BBINIOJHEHa  3ajgada
3aMHTEPECOBAHHOCTH CIIyIIATENeH B TPYIIIE.

CucreMsbl
uaeHTU(GUKAIUN

Jlaboparo
pHast
pabora

JlaGoparopHble paOOTHI BBHIMONMHSIOTCA 1O TEKYIIEMY pa3feny HIu
TEMBI IUCLUIIIHHEL.

8 OamnoB — mabopatopHasi paboTa BBINOJIHEHA B TOJNHOM OO0BEME,
CTYACHT CBOOOJHO BJlajgeeT MaTepHalioM, AEMOHCTPHUPYET IIyOOKue,
CHCTEMaTU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAaECT Ha BOMPOCHI,
UCTIONB3Ys NPOQEeCCHOHATBHYIO TEPMUHOIOTHUIO.

5 Oanna — naboparopHas paboTa BBIOJIHEHA, HO MMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHSI, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTIPOCHI.

2 Oamia - mabopatopHasi paboTa B IIEJIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  paboTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaLUEH Mo
TeMe, TIPH OTBETE UCIIOJB3YET 3arO0TOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
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Hoctyn k
JaHHBIM CO
CTOPOHBI
npolecca.

Jlaboparo
pHast
pabora

JlaGoparopHble paOOTHI BBHIMONMHSIOTCA 1O TEKYIIEMY pasfeny HIu
TEMBI IUCLUIIIHHEL.

8 OamnoB — mabopatopHasi paboTa BBINIOJIHEHA B TONHOM OO0BEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAECT Ha BOMPOCHI,
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHUIO.

5 Oanna — naboparopHas paboTa BBIOJIHEHA, HO MMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTPOCHI.

2 Oamia - mabopatopHasi paOoTa B IIETIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

ITporpammHo-an
napaTHble
KOMIIEKCHI
3aIIUTHI
nHpOopMarim.

JlaGoparo
pHasi
pabdora(k
OHTPOJIbH
blii cpe3)

JlaboparopHbie pabOThHI BBIMONHSIOTCS TI0 TEKYIIEMY pasieny MU
TEMBI JIUCIVITIVHEL.

8 OatoB — maboparopHas paboTa BBITIOJIHGHA B ITOJIHOM OOBEME,
CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaE€T Ha BOIPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

5 bamra — mabopaTtopHas paboTa BBITIOJIHCHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBITIOJIHEHWS, CTYICHT BIAJEeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAET Ha 3aJJaHHbIC BOTPOCHI.

2 Oamma - mpaboparopHas paboTa B II€JIOM BBEITIOJHEHA, OJHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, TIPU OTBETE UCIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.

ONEeKTPOHHBIN
UACHTUPHUKATOP
ruToken.

Jlaboparo
pHast
pabora

JlaGoparopHble paOOTHI BBIMOJMHSIOTCA 1O TEKyIIEMY pasfeny HIu
TEMBI IUCLUIIIHHEL.

8 OamnoB — mabopatopHasi paboTa BBINOJIHEHA B TOJHOM OOBEME,
CTYACHT CBOOOJHO BJlajaeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAECT Ha BOMPOCHI,
UCTIONB3Ys NPOQEeCCHOHATBHYIO TEPMUHOIOTHUIO.

5 Oanna — naboparopHas paboTa BBIOJIHEHA, HO UMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTIPOCHI.

2 Oamra - mabopatopHasi paOoTa B IIETIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHGOpPMALUEH MO
TeMe, TIPH OTBETE UCIIONB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

Cucrema
OMOMETPHUIECKO
H
UICHTU(UKAITAH

BioLink.

Jlabopato
pHas
pabora

JlaboparopHbie pabOThI BBIONHSIOTCS TIO TEKYIIEMY pasieny MU
TEMBI JIUCIVITIIVHEL.

3 OamroB — mabopatopHas paboTa BBITONHEHA B IOITHOM 0OBEME,
CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaEeT Ha BOMPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

2 Oamra — mabopaTopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAET Ha 3aJJaHHbIC BOTPOCHI.

1 Gamra - maboparopHas paboTa B IICIIOM BBINIOJHEHA, OMHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHI  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT MHGOpMAINUEH I10
TeMe, TIPU OTBETE UCIIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.
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TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

OrenHka TecTa 1o TEeKyIeMy pasaesy Uil TeMe AUCHUTUIHHBL

6 Oamna — cTymeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TECTe.

2 GaJia - CTYIEHT NPaBUIIbHO OTBedaeT Ha 25-50% BOIpPOCOB B TecTe.

MeTtonas!
3aI[UTEI

POTPAMMHOTO
o0ecIIeueHns OT
HECAHKIIMOHHUPO

BaHHOT'O

HCIIOJIb30BaHUA.

Jlaboparo
pHast
pabora

JlaGoparopHbie paOOTHI BBHIMONMHSIOTCA 1O TEKyIIEMY pa3feny HIu
TEMBI IUCLUIIIHHEL.

8 OamnoB — mabopatopHasi paboTa BBINOJIHEHA B TONHOM OO0BEME,
CTYACHT CBOOOJHO BJlajgeeT MaTepHalioM, AEMOHCTPHUPYET IIyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAaECT Ha BOMPOCHI,
UCTIONB3Y NPO(EeCCHOHATBHYIO TEPMUHOIOTHUIO.

5 Oanna — naboparopHas paboTa BBIOJIHEHA, HO MMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTIPOCHI.

2 Oamia - mabopatopHasi paOoTa B IIETIOM BBINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaLUEH Mo
TeMe, TIPH OTBETE UCIIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMU Ha 3a7jaBaeMbl€ BOIIPOCHI.

Mertons! u
CpencTBa

OrpaHUYCHUA

JOCTYTIa K

KOMIIOHCHTaM

9BM

Jlaboparo
pHast
pabora

JlaGoparopHble paOOTHI BBHIMONMHSIOTCA 1O TEKYIIEMY pasfeny HIu
TEMBI AUCLUIIIHHEL.

8 OamnoB — mabopatopHasi paboTa BBINIOJIHEHA B TONHOM OO0BEME,
CTYACHT CBOOOJHO BJajaeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTHU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAECT Ha BOMPOCHI,
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHUIO.

5 Oanna — naboparopHas paboTa BBIOJIHEHA, HO MMEET HEKOTOpHIC
HETOYHOCTH BBINOJIHEHHS, CTYAGHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTPOCHI.

2 Oamra - mabopatopHasi paOoTa B IIETIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIIONB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

ITocemaeMocThb

10

10 6aTOB — CTOIPOIIEHTHOE TIOCEIICHHUE 3aHATHI CTYICHTOM

7-9 GainoB — MOCemaeMOCTh CTyAeHTa cocTasisieT He MeHee 80 %
3aHATUN

4-6 GamIoB — MOCEMIaeMOCTh CTyIeHTa cocTaBisgeT He MeHee 50 %
3aHATUI

1-3 Gamma — mocemaeMoCTh CTy[AEHTa COCTaBiseT He MeHee 25 %
3aHATUN

10.

[IpemuansHbie OaIbl

20

JlononHuTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITH HAYHCIICHBI:

- 3a TPOEKT, BBHINOJHEHHBIH TO 3aka3dy paboromarenss W
peann3oBaHHBIN Ha mpakTHKe — 20 6aJoB;

- TIOCTOSIHHAsI aKTHBHOCTH BO BpEMsl NMPaKTHYECKUX 3aHATHH — 10
0aIoB;

- TIOJTHOCTBIO MOATOTOBJICHHAS K MyONHMKAllUM CTaThsi 110 TEMaTuke B
paMKax qucuuIuinHel — 10 6asos;

- y4acTHe C JOKJIaJoM BO BCEPOCCHMCKOM OMUMIIMAJE MO TEMAaTHKE
n3yyaemoi qucuuiuinie — 20 6asios;

- y4JacTve B BBICTaBKE IO TEMAaTUKE M3y4yaeMOW TUCIMITIUHBI — 20
0aIoB;

- myOnmuKamMs CTaTbdl IO TEMaTHKE H3y4yaeMoil TUCHUIUIMHBL B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHUICKON
koH(epeHyHn / xxypHane u3 nepeuns BAK—10/15/20
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11.

OTBeT Ha PK3aMCHE

30

OneHka «yIOBIETBOPUTENBHO»- CTYAEHT HMEET JOCTaTOYHBIN
MUHHMAJIBHBIH 00bEM 3HAHMH 1O TUCHUIUIMHE; CTYACHTOM YCBOEHA
OCHOBHAas JIMTEpaTypa, PEKOMEHIOBaHHas Y4eOHOH NpOrpaMMoN;
CTYIEHT YMEET OPUEHTHPOBATHCS B OCHOBHBIX TEOPHUAX, KOHIETIINAX
Y HalpaBJIEHUAX 110 JUCLUIUIMHE U JaBaTh UM OLIEHKY; CTyACHT yMEeT
JienaTh BBIBOJBI 0€3 CYIIeCTBEHHBIX OLUIMOOK;

OrneHka «XOpoIIo» — *I0CTaTOYHO MOJHBIE U CHCTEMAaTU3HMpPOBAHHBIE
3HAaHUA N0 AWCLUUIUIMHE;* YMEHHE OpPHEHTHUPOBATbCd B OCHOBHOM
TEOPHSIX, KOHIEMIUSAX W HaNpaBlCHUSIX AUCUUILUIMHBI U AaBaTb UM
KPUTHYECKYIO OIIEHKY; HCIONb30BAHUE HAy4YHOM TEPMHMHOJIOTHUH,
JIMHTBUCTUYECKH M JIOTHYECKH MPAaBUIBHOE H3JIOKEHHE OTBETAa Ha
BONPOCHI, yYMEHHE JejaTh OOOCHOBaHHbBIC BBIBOIBI, BIAZCHUE
WHCTPYMEHTApHUEM [0 AWCLUUIUIMHE, YMEHHE €ro HCIOJIb30BaTh B
MOCTAaHOBKE M PEHIEHWH HayYHBIX M NpOQECcCHOHATBbHBIX 3al1ay;
YCBOEHHE  OCHOBHOM W  JIOTIOJHUTENBHON JUTEPATyPBI,
PEKOMEHIOBaHHOM  y4eOHOH  mporpaMModl 1O  AWCLUILUIMHE;
caMoCTOsITeTIbHAsE paboTa Ha MPaKTHUYECKUX 3aHATHIX, ydyacTHe B
IPYIIIOBBIX OOCYKICHHUSAX, BEICOKHUH YPOBEHBb KYJIBTYPhl UCTIOTHEHHS
3aJaHdi; CpEeIHUH ypOBEHb CQOPMUPOBAHHOCTU 3asBICHHBIX B
paboueii mporpaMMe KOMIETEHIHH.

- OleHKa «OTIMYHO» — CHUCTEMaTH3UPOBAaHHBIE U TN M TIOJHBIE
3HAHHUA 110 BCEM pas3zienam

JTUCLMIINHBI, a TakXKe II0 OCHOBHBIM BOINpOCAaM, BBIXOASIIUM 3a
npenensl yueOHOW MporpaMMbl; TOYHOE HCIIONB30BaHUE HayqHOH
TEPMHUHOJIOTUM  CHCTEMaTHMYeCKH TpPaMOTHOE U JIOTUYECKHU
MPaBUWIBHOE U3JIOKEHHE OTBETA Ha BOIPOCHI; Oe3yMpevyHOe BIaJCHUE
WHCTPYMEHTapHEM y4eOHOH AWCLUIUIMHBI, YMEHUE ero 3QQeKTUBHO
WCIONB30BaTh B TIOCTAHOBKE HAy4YHBIX W TIPAKTUYECKUX 3a]ay;
BBIpQ)KEHHAs CIIOCOOHOCTh CaMOCTOSITENIFHO M TBOPYECKH pEeLIaTh
CIIOXHBIE TMpOOJIEeMbl W HECTAaHAApPTHBIE CHUTYallH; IIOJIHOE U
IyOOKOe YCBOGHHE OCHOBHOH U JIOTIOJIHUTEIBHOH JIMTEparyphl,
PEKOMEHAOBaHHOM Y4eOHOH MPOTrpaMMOi MO IMCLUUILIUHE; YMEHHE
OPUEHTHPOBATECA B TEOPUAX, KOHLEMIMIX U  HaNpaBICHMSIX
TUCLMIIIMHBL W JaBaTh UM KPUTHYECKYIO OLIEHKY, HCIIONIb3Yys
Hay4yHbIC  JOCTIIKCHHS  JPYTHX  JMCUMIUIMH,  TBOpYCCKas
camMocTosiTeNIbHAass paboTa; aKTUBHOE YydYacTHEe B TPYIIOBBIX
00CYXICHHUSX.
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12.

WnpuBuayansHble 3a1aHU,
C TMIOMOILBIO0 KOTOPBIX
MOXHO HaOpaTb
JOTIOJTHUATENbHBIE OaNIbl Ha
JK3aMEHe

10

Jloknag  cTyaeHTa TpeanoyiaraeT  OpraHu3alui0  COBMECTHOM
TUCKYCCUM aBTOpa, IPENOAaBaTeNls U  CTYAEHTOB IO BOIpPOCaM,
CBSI3aHHBIX C OIpPEICNCHHBIM pa3ienoM, NpobieMe WM crocode
peamm3anuu T.1. [locne nokmaga Bce WIEHBI TPYINIBl aKTHBHO
YyYacTBYIOT B 0OCYXIEHHH, HOOaBISAIOT  HMH(POPMALUIO, 3aJaI0T
BOIPOCHI U AETAIOT 3aMeYaHUs TOKIATIHKY.

OcCHOBHBIE KadecTBa JOKJIaAa IMOJIEKAIIETO OLIEHKE:

10 6anoB — 4eTko cHOPMYTUPOBAHBI MPOOIEMBI, COOTBETCTBYIOLIAs
TeMe [OKJIaAa; IMOJHOTa PACKpPBITUS Marepuana Tembl JOKIaja; B
OCHOBHOM 4acTH JIOTMYHO, CBSI3HO M TOJIHO PacCMOTPEHBI PELIEHUs
npoOIeMsl; JeleHue IPe3eHTal Ha BBEACHUE, OCHOBHYIO YacTh H
3aKJIIOYEHNE; 3aKII0UEHUE COAEPIKUT BBIBOJIBL, IOTUYHO BHITEKAIOIINE
W3  CONEp)KaHUS  OCHOBHOM  4YacTH; HET  3aMeuaHuil 1o
MIPE3EHTAlIOHHOMY Marepuainy; MPAaBWJIBHO HCIIONB3YIOTCS U
MPUBEACHBl ABTOPUTETHBIE HCTOYHMKM HH()OpMAalWy; BBITOJIHEHA
3ajlaya 3aMHTEPECOBAHHOCTH CIylIaTeledl B TIpymne, akTUBHAs
JMCKYCCHSI CpeIn CTYACHTOB IPH 00CYKACHUH JOKIIaa.

8 0OamnoB — 4eTko chopMyIMpOBaHbI MPOOIEMBI, COOTBETCTBYIOLIAS
TeMe J0KJajaa; AOCTAaTOYHO pacKpbiTa TeMa J0KJIana; B OCHOBHOM
YacTH TOJIHO PACCMOTPEHBI PELICHUS TPOOJIEMBI; JIeJIeHue
Mpe3eHTalluM  Ha BBEACHHE, OCHOBHYIO 4YacTh M 3aKJIIOYECHHUE;
3aKJIIOYEHHE  COIEPKHUT  BBIBOABI, JIOTUYHO BBITEKAOIIUE U3
CoZiepKaHUs OCHOBHOM JacTH; €CTh 3aMeYaHus o
MIPE3EHTAlIMOHHOMY MaTepuay; BBITTOJTHEHA 3aja4a
3aMHTEPECOBAHHOCTH CIyIIaTeledl B Tpymie, akTUBHAsA IJUCKYCCHUSA
CpeAr CTYACHTOB NP 00CYKACHUH JOKIaaa.

6 0aJIoB - YeTKO cPOPMYITHPOBAHBI MPOOJIEMBI, COOTBETCTBYIOLIAS
TeMe JIOKJIaJa; JOCTAaTOYHO pacKpblTa TeMa JOKJIaAa; HEIOCTaTOYHO
MOJTHO PACCMOTPEHBI pelieHus NpoOIeMBbl; eleHUe MPEe3CHTAH Ha
BBEJCHHE, OCHOBHYIO YacThb M 3aKJIOYEHHE; €CTh 3aMEYaHus II0
MPEe3CHTAllHOHHOMY  MaTepuaiy; ciabo  BBIIONHEHa  3ajada
3aMHTEPECOBAHHOCTH CIIyIIATENIEN B TPYIIIIE.

13.

Hroro 3a cemecTp

100

nocemaemMocts — 10 0ajuioB

TEKyIIUH KOHTPOJIb — 42 Oaia
KOHTPOJBHBIE Cpe3bl — 2 cpe3a: 10 6amios, 8 6anos

npemMuaabHbie 0amisl — 20 6ayIoB

7 cemecTp

OTBET Ha dK3ameHe: He Oosiee 30 0aiuioB

Pacripenenenre 6aioB 1mo 3aJaHusIM:

TC
MbI

Ha3zpanue tembl | Dopmbl

/ BUJl y4eOHOH | TeKyIlero
paboThI KOHTPOJISI

/ cpe3sl

Max.
KOJI-BO
(%:08)():]

MeTtoauka poOBEICHUS 3aHATHS U OIICHKU
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ITonsarue
oOparHoTro
MPOCKTUPOBAaHU
s

Jlaboparo
pHast
pabora

20

JlaGoparopHble paOOTHI BBHIMONMHSIOTCA 1O TEKYIIEMY pasfeny HIu
TEMBI IUCLUIIIHHEL.

15 6anmnoB — naGoparopHast paboTa BBINOJIHEHA B MOJHOM O0BEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAECT Ha BOMPOCHI,
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHUIO.

9 Ganna — naboparopHas paboTa BBIOJIHEHA, HO MMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTPOCHI.

4 Gamra - mabopatopHasi paOoTa B IIEJIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Araxku Ha
MOIYITH
MIPOBEPKH
KOPPEKTHOCTH
KJTIOUEBOM
uHopMaru

JlaGoparo
pHasi
pabdora(k
OHTPOJIbH
blii cpe3)

10

JlaboparopHbie pabOThHI BBIMONHSIOTCS TI0 TEKYIIEMY pasieny MU
TEMBI JIUCIVITIVHEL.

10 6amroB — maboparopHas paboTa BBIIONHEHA B IOJHOM OOBEME,
CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaE€T Ha BOIPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

8 0autoB — ymaboparopHas paboTa BBITIONHEHA, HO HMEET HEKOTOPHIC
HETOYHOCTH BBITIOJIHEHWS, CTYICHT BIAJEeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAET Ha 3aJJaHHbIC BOTPOCHI.

4 Oamma - maboparopHas paboTa B II€JIOM BBITIOJHEHA, OJHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, TIPU OTBETE UCIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ]aBaeMbIe BOITPOCHI

3ammra
MporpamMmm OT
U3yYCHUSI.

Jlaboparo
pHast
pabora

20

JlaGoparopHble paOOTHI BBIMOJMHSIOTCA 1O TEKyIIEMY pasfeny HIu
TEMBI IUCLUIIIHHEL.

15 GanmnoB — naGoparopHasi paboTa BBIOJIHEHA B MOJHOM O0BEME,
CTYACHT CBOOOJHO BJlajaeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAECT Ha BOMPOCHI,
UCTIONB3Ys NPOQEeCCHOHATBHYIO TEPMUHOIOTHUIO.

9 Ganna — naboparopHas paboTa BBIOJIHEHA, HO MMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTIPOCHI.

4 Gamra - mabopatopHasi paOoTa B IIEJIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHGOpPMALUEH MO
TeMe, TIPH OTBETE UCIIONB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

3ammuTa oT
pa3pymIanmx
MIPOTPAMMHBIX
BO3JICHCTBHIA.

JlaGoparo
pHasi
pabdora(k
OHTPOJIbH
blii cpe3)

JlaboparopHbie pabOThI BBIONHSIOTCS TIO TEKYIIEMY pasieny MU
TEMBI JIUCIVITIIVHEL.

8 OatoB — maboparopHas paboTa BBITIOJIHGHA B ITOJIHOM OOBEME,
CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaEeT Ha BOMPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

5 6amnoB — naboparopHasi paboTa BBIITOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAET Ha 3aJJaHHbIC BOTPOCHI.

3 Gawra - maboparopHas paboTa B IICJIOM BBINOJHECHA, OMHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHI  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT MHGOpMAINUEH I10
TeMe, TIPU OTBETE UCIIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 33J]aBaeMbIC BOITPOCHI
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[IpakTnue
CKOE
3aJlaHue
IS
MIpaKTHueC
KoM
MOJTOTOBK
u

[IpakTudeckue 3a1aHusl BHIIOMHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
2 6aJIOB — IPAKTHYECKOE 3a/1aHHe
BBITIOJTHEHO B MTOJTHOM 00BbEME, CTYIEHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHUCTEMaTH3UPOBAaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMHHOJIOTHIO

1 Ganna — mpakTHYECKOE 3a/1aHUE
BBITIOJTHEHO, HO IMEET HEKOTOPbIE
HETOYHOCTH BBIITOJHEHUS, CTYAEHT
BJIa/I€ET NPEACTABIECHHBIM
MaTepHuaoM, OTBEYacT Ha 3aJaHHbIE
BOIIPOCHI

ITocemaeMocThb

10

10 GanyoB — CTONPOLIEHTHOE MOCEIICHUE 3aHATUH CTYICHTOM

7-9 OayoB — MOCEMaeMOCTh CTYJeHTa cocTaBisieT He meHee 80 %
3aHATUN

4-6 Ga;IOB — TMOCENMIaeMOCTh CTyIEHTa cocTaBiseT He MeHee 50 %
3aHATUN

1-3 Oamna — moceniaeMocTb CTYAEHTa COCTaBisieT He MeHee 25 %
3aHATUN

IIpemMuansHBIC OaITHI

20

JlomomHUTENbHBIE TTPEeMHUATbHBIE OAJITBI MOTYT OBITh HAYHCIICHBI:

- 32 TIPOEKT, BBHINOJNHEHHBIA 10 3aka3zy paboromarens W
peann30BaHHbIN Ha mpakTuke — 20 6auIoB;

- MOCTOSHHAsI aKTUBHOCTh BO BpeMs MpakTHUeCKuX 3aHsaATui — 10
0aJIIoB;

- TIOJTHOCTBIO TIOJITOTOBJICHHAS K ITyOJMMKAIIMH CTAThsl 1O TEMaTHKE B
paMKax JUCIUIUTHHEI — 10 6aios;

- y4acTHhe € JOKJIaJJOM BO BCEPOCCHUMCKOW OJIMMIIMAJIE MO TEMaTHKe
m3ydaemMoi mucruruinae — 20 6aios;

- yJacTe B BBICTaBKE IO TEMAaTHKE W3ydaeMOW TUCIHILTUHBI — 20
0aJIIoB;

- myONWKamusi CTaThMl 1O TEMAaTUKE W3y4aeMOW IUCIHILIAHBI B
COOpPHHMKE CTyACHUECKMX paboT / Marepuaigax BCEPOCCHICKOM
koH(pepeHiuy / xKypHaie u3 nepeuns BAK — 10/ 15/20
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OTBeT Ha PK3aMCHE

30

OneHka «yIOBIETBOPUTENBHO»- CTYAEHT HMEET JOCTaTOYHBIN
MUHHMAJIBHBIH 00bEM 3HAHMH 1O TUCHUIUIMHE; CTYACHTOM YCBOEHA
OCHOBHAas JIMTEpaTypa, PEKOMEHIOBaHHas Y4eOHOH NpOrpaMMoN;
CTYIEHT YMEET OPUEHTHPOBATHCS B OCHOBHBIX TEOPHUAX, KOHIETIINAX
Y HalpaBJIEHUAX 110 JUCLUIUIMHE U JaBaTh UM OLIEHKY; CTyACHT yMEeT
JienaTh BBIBOJBI 0€3 CYIIeCTBEHHBIX OLUIMOOK;

OrneHka «XOpoIIo» — *I0CTaTOYHO MOJHBIE U CHCTEMAaTU3HMpPOBAHHBIE
3HAaHUA N0 AWCLUUIUIMHE;* YMEHHE OpPHEHTHUPOBATbCd B OCHOBHOM
TEOPHSIX, KOHIEMIUSAX W HaNpaBlCHUSIX AUCUUILUIMHBI U AaBaTb UM
KPUTHYECKYIO OIIEHKY; HCIONb30BAHUE HAy4YHOM TEPMHMHOJIOTHUH,
JIMHTBUCTUYECKH M JIOTHYECKH MPAaBUIBHOE H3JIOKEHHE OTBETAa Ha
BONPOCHI, yYMEHHE JejaTh OOOCHOBaHHbBIC BBIBOIBI, BIAZCHUE
WHCTPYMEHTApHUEM [0 AWCLUUIUIMHE, YMEHHE €ro HCIOJIb30BaTh B
MOCTAaHOBKE M PEHIEHWH HayYHBIX M NpOQECcCHOHATBbHBIX 3al1ay;
YCBOEHHE  OCHOBHOM W  JIOTIOJHUTENBHON JUTEPATyPBI,
PEKOMEHIOBaHHOM  y4eOHOH  mporpaMModl 1O  AWCLUILUIMHE;
caMoCTOsITeTIbHAsE paboTa Ha MPaKTHUYECKUX 3aHATHIX, ydyacTHe B
IPYIIIOBBIX OOCYKICHHUSAX, BEICOKHUH YPOBEHBb KYJIBTYPhl UCTIOTHEHHS
3aJaHdi; CpEeIHUH ypOBEHb CQOPMUPOBAHHOCTU 3asBICHHBIX B
paboueii mporpaMMe KOMIETEHIHH.

- OleHKa «OTIMYHO» — CHUCTEMaTH3UPOBAaHHBIE U TN M TIOJHBIE
3HAHHUA 110 BCEM pas3zienam

JTUCLMIINHBI, a TakXKe II0 OCHOBHBIM BOINpOCAaM, BBIXOASIIUM 3a
npenensl yueOHOW MporpaMMbl; TOYHOE HCIIONB30BaHUE HayqHOH
TEPMHUHOJIOTUM  CHCTEMaTHMYeCKH TpPaMOTHOE U JIOTUYECKHU
MPaBUWIBHOE U3JIOKEHHE OTBETA Ha BOIPOCHI; Oe3yMpevyHOe BIaJCHUE
WHCTPYMEHTapHEM y4eOHOH AWCLUIUIMHBI, YMEHUE ero 3QQeKTUBHO
WCIONB30BaTh B TIOCTAHOBKE HAy4YHBIX W TIPAKTUYECKUX 3a]ay;
BBIpQ)KEHHAs CIIOCOOHOCTh CaMOCTOSITENIFHO M TBOPYECKH pEeLIaTh
CIIOXHBIE TMpOOJIEeMbl W HECTAaHAApPTHBIE CHUTYallH; IIOJIHOE U
IyOOKOe YCBOGHHE OCHOBHOH U JIOTIOJIHUTEIBHOH JIMTEparyphl,
PEKOMEHAOBaHHOM Y4eOHOH MPOTrpaMMOi MO IMCLUUILIUHE; YMEHHE
OPUEHTHPOBATECA B TEOPUAX, KOHLEMIMIX U  HaNpaBICHMSIX
TUCLMIIIMHBL W JaBaTh UM KPUTHYECKYIO OLIEHKY, HCIIONIb3Yys
Hay4yHbIC  JOCTIIKCHHS  JPYTHX  JMCUMIUIMH,  TBOpYCCKas
camMocTosiTeNIbHAass paboTa; aKTUBHOE YydYacTHEe B TPYIIOBBIX
00CYXICHHUSX.
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20

8. |WumuBumyanbHbIE 3aJaHUs, 10
C IOMOMUIBIO0 KOTOPBIX
MOXHO HaOpaTb
JIOIIOJIHUTENbHEIC OalIbl Ha
JK3aMCHE

Jloknag  cTyaeHTa TpeanoyiaraeT  OpraHu3alui0  COBMECTHOM
TUCKYCCUM aBTOpa, IPENOAaBaTeNls U  CTYAEHTOB IO BOIpPOCaM,
CBSI3aHHBIX C OIpPEICNCHHBIM pa3ienoM, NpobieMe WM crocode
peamm3anuu T.1. [locne nokmaga Bce WIEHBI TPYINIBl aKTHBHO
YyYacTBYIOT B 0OCYXIEHHH, HOOaBISAIOT  HMH(POPMALUIO, 3aJaI0T
BOIPOCHI U AETAIOT 3aMeYaHUs TOKIATIHKY.

OcCHOBHBIE KadecTBa JOKJIaAa IMOJIEKAIIETO OLIEHKE:

10 6anoB — 4eTko cHOPMYTUPOBAHBI MPOOIEMBI, COOTBETCTBYIOLIAs
TeMe [OKJIaAa; IMOJHOTa PACKpPBITUS Marepuana Tembl JOKIaja; B
OCHOBHOM 4acTH JIOTMYHO, CBSI3HO M TOJIHO PacCMOTPEHBI PELIEHUs
npoOIeMsl; JeleHue IPe3eHTal Ha BBEACHUE, OCHOBHYIO YacTh H
3aKJIIOYEHNE; 3aKII0UEHUE COAEPIKUT BBIBOJIBL, IOTUYHO BHITEKAIOIINE
W3  CONEp)KaHUS  OCHOBHOM  4YacTH; HET  3aMeuaHuil 1o
MIPE3EHTAlIOHHOMY Marepuainy; MPAaBWJIBHO HCIIONB3YIOTCS U
MPUBEACHBl ABTOPUTETHBIE HCTOYHMKM HH()OpMAalWy; BBITOJIHEHA
3ajlaya 3aMHTEPECOBAHHOCTH CIylIaTeledl B TIpymne, akTUBHAs
JMCKYCCHSI CpeIn CTYACHTOB IPH 00CYKACHUH JOKIIaa.

8 0OamnoB — 4eTko chopMyIMpOBaHbI MPOOIEMBI, COOTBETCTBYIOLIAS
TeMe J0KJajaa; AOCTAaTOYHO pacKpbiTa TeMa J0KJIana; B OCHOBHOM
YacTH TOJIHO PACCMOTPEHBI PELICHUS TPOOJIEMBI; JIeJIeHue
Mpe3eHTalluM  Ha BBEACHHE, OCHOBHYIO 4YacTh M 3aKJIIOYECHHUE;
3aKJIIOYEHHE  COIEPKHUT  BBIBOABI, JIOTUYHO BBITEKAOIIUE U3
CoZiepKaHUs OCHOBHOM JacTH; €CTh 3aMeYaHus o
MIPE3EHTAlIMOHHOMY MaTepuay; BBITTOJTHEHA 3aja4a
3aMHTEPECOBAHHOCTH CIyIIaTeledl B Tpymie, akTUBHAsA IJUCKYCCHUSA
CpeAr CTYACHTOB NP 00CYKACHUH JOKIaaa.

6 0aJIoB - YeTKO cPOPMYITHPOBAHBI MPOOJIEMBI, COOTBETCTBYIOLIAS
TeMe JIOKJIaJa; JOCTAaTOYHO pacKpblTa TeMa JOKJIaAa; HEIOCTaTOYHO
MOJTHO PACCMOTPEHBI pelieHus NpoOIeMBbl; eleHUe MPEe3CHTAH Ha
BBEJCHHE, OCHOBHYIO YacThb M 3aKJIOYEHHE; €CTh 3aMEYaHus II0
MPEe3CHTAllHOHHOMY  MaTepuaiy; ciabo  BBIIONHEHa  3ajada
3aMHTEPECOBAHHOCTH CIIyIIATENIEN B TPYIIIIE.

9. Hroro 3a cemectp 100

HrtoroBass omeHka mo »Sk3aMeHy BbicTaBisiercs B 100-OammpHON 1Kajge W B TPATUIIMOHHOMN

yeTelpexOauibHOM  mikane. IlepeBon

100-6amapHOM  PEUTHHTOBOW OIEHKH 10 JUCHUIUIMHE B

TPAAULIMOHHYIO YEThIPEXOaJUIbHYIO OCYLIECTBIISIETCS CIEIYIOIINM 00pazoMm:

100-6ayuipHasA cucTeMa TpanuimonHas cucteMa
85 - 100 6anmoB OTnugyHO
70 - 84 6anmoB Xoporto
50 - 69 Gannos YIOBIETBOPUTEIBHO
Menee 50 HeynosnerBopurenbHo

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS

Joxnan

Tema 1. IIpenmer u 3ama4u mporpaMMHO-aNMapaTHON 3alIUThl HHGOPMAIIHH.

Tembl 1OKIaA0B.
1. CpencrBa 3ammThl HHOOPMAITIH

2. AnmapatHsle CpeAcTBa 3aIUThl HHPOPMAITUH



3. 3agaum anmapaTHOTO 00ECIeUeHUs 3aUTh HHGOPMAIUH

4. Buzpl anmapaTHbIX CPEICTB 3aLIUThI HH(OpMALIUN

5. [IporpaMMHBIe CpeicTBa 3aIUTHl HHDOPMAITIT

6. Cpencrpa apxuBanuu HHGOpMAIH

7. AHTUBUPYCHBIE POTPAMMBI

8. Kpunrorpadudeckue cpeacrsa

9. Unentudukarus u ayreHTADUKAIUS TTOJIb30BATEIIs

10. 3amuTa nnpopmanuu B KC 0T HeCaHKIIMOHUPOBAHHOTO JIOCTYTIA

11. JIpyrue mporpaMMHBIE CpECTBa 3alUTH HHGOPMAIUH
JlaGoparopHasi paéora

Tema 2. Cuctembl uaeHTUDHUKAITIN
JlaGoparopHas paboTa. 3anuTa KOMIbIOTEpa U JaHHBIX ¢ moMolsio ruToken
Teopernueckas 4acTh
3ananue 1. YcraHOBKa IpOrpaMMHOIO ITPOAYKTA.
3ananue 2. Bxox B Windows ¢ momorrero ruToken
3ananue 3. Mcnonb3oBuue ruToken u Rohos Logon Key B cetn
Yrunura nig Yopasienus USB kimrouamu
VYtunura - Rohos Remote Config
MSI naker Jj1s1 yCTAaHOBKHU B CETH
3ananue 4. Hactpoiika ruToken B Rohos Logon Key
3aganue 5. Hactpoiika JOMOJHUTENIbHBIX O
3ananue 6. HacTpoiika nonb3oBarenei
3aganue 7. Hactpoiika 3JIeKTPOHHOTO KIT0Ua.
Bompock! u mpakTudeckue 3aaHus
Cnucoxk nureparypbl
Teopernueckas 4acTh.

Teneps nmonymsipabIi naeHTHGUKaTOp ruToken MokHO McToNb30BaTh B mporpammax Rohos Logon Key kak
enuaHBIA Kitrou mu1st Bxoma B Windows 1 3amuThl qanHbiX. [Iporpamma Rohos Logon Key nmomHonieHHO
paboraet B Windows Vista, a Takxe mojiep>KuBaeT aBTOPU3AIUIO HA yIaJICHHBIA paOOIril CTOM C
noMmorsio ruToken.



Rohos Logon Key — 310 nporpamma, B3auMoJieicTBYIOIIast ¢ pa3InYHbIMU Usb-TokeHaMH, GIim-KapTaMmuo
cMmapr-kapramu u usb-duemkamu. OcHOBHAs

(GYHKIMS TpOrpaMMbl — HACTPOMKa BXO/1a B CUCTEMY MyTEM MACHTU(DUKAIINH [T0JIb30BaTEN MO
AIIEKTPOHHOMY KJTIOUY.

Pazpaborunk: Tesline-Service

CaiiT nporpammbsl: www.rohos.ru

Kareropus mporpammer: YenoBHo OecriaTtHast (McnbITaTenbHbIN cpok) UHTEpdeiic: Pycckuit
Bepcus: 2.5

Pazmep daitna: 1934.688 k6

Cucrema: Windows 98/ME/2000/XP

3aganue 1. YcTaHOBKA MPOTPaMMHOTIO MPOIYKTa.

[Tpu ycTaHOBKH NMPOrpaMMHBII MPOAYKT JAcT 0 cebe KpaTKyro HH(opMalHio, moTpedyeT corameHue ¢
JMIIEH3UEH U IPEJOCTABUT BHIOODP MyTH YCTAHOBKH.

ITocne 3amycka nporpamma OTKPOET OKHO.

3ananue 2. Bxon B Windows ¢ momoisio ruToken.

[Tporpamma Rohos Logon Key ycranaBiauBaeT HaAeKHYIO IByX()aKTOPHYIO ayTeHTHU(DHUKAINIO, KOTIa
noctyr B Windows MOXKHO TIOJTy4HTh, TOJIbKO oOmanas USB TokeHOM, U 3Has HEKOTOPHIN TTapoiIh
(PIN-xom). Bce uTo momkeH caenarhb moib30BaTelib - moakaoduTh rtuToken k USB-mopty u HaOpats
PIN-xoz.

Rohos Logon Key equHcTBEeHHas TporpamMa, KoTopast moTHoieHHo paboraet B Windows Vista, a Taxxke
MOJIICP>)KUBACT aBTOPU3AIIMIO HA YIaJICHHBIH pabounii ctoi ¢ momoikio ruToken.

[TpeumymecTa ucnonb3oanus ruToken B Rohos Logon:

* [TonHonennas noanepkka Windows Vista Bimtodast: JlocTym Ha yaaneHHbIH pabounii cTo,
aBTOMaTHYECKasi CMEHa MapoJist 1o TpedoBaHnio AiMuHUCTparopa, padbora B Windows Active Directory,
nozanepxkka UAC - momydenue naposs aaMuHuctparopa ¢ ruToken B auasnore 3ampoca MoJIHOMOYHA.
V3nare noapoOHee: Rohos Credential Provider.

* ABapuiiHBIN BX0J - momMoraet BoiTd B Windows mipu yrepe nim nojgomke ruToken.

* PIN kon no ymomuanuio - ecnu ycraHoBuTh PIN kox 1111, Torna mporpamma Rohos Logon Key He Oyner
€ro 3aIpalifBaTh y MOJIb30BaTEs.

* Bo3MOXHOCTB HCIIONB30BaHUs HECKONMBKUX ruToken /uis Bxoa Ha OMH KOMIIBIOTEP, U HA000POT OJTHOTO
Opelika 1711 HECKOJIBKUX KOMITBIOTEPOB.

* Rohos Logon Key 3anumaer 4k6 Ha rutoken u cOBMECTUM C IpyTUMH NPOrpaMMaMHt, UCTIONb3YIOIUMHI
ruToken.

3anmanue 3. Mcnonb3oBuue ruToken u Rohos Logon Key B cetn

Rohos Logon Key nomnepxxuBaet padoty B pamkax cetu Windows Active Directory. CepBepHast Bepcust
Rohos Logon Key mo3BossieT nierko HactpauBarh nporpammy 1 USB kimrou eToken Ha MHOXKeCTBE
KOMITbIOTEpaXxX yAaJIeHHO.

CepBepHast BepcHs BIIOYaeT B ceOsl 1B yTUIHTHI:

* Vrunura ynpasieHus token - UCIONb3yeTcst 111 HACTPOWKHY Beex token aiis ayTeHTHUKAUKU Ha pabovInx
CTaHIUAX B ceTHu (co3maHue/ynanenue npodaiaoB Ha token, co3manue pe3epBHON KOMHH, ycTaHOBKa PIN
kozna, HacTpoiika eToken Ha ynaneHHbIi pabouunii cTOM).

* Ytunuta Rohos Remote Admin - mo3Bomnsier MensaTh HacTpoiiku Rohos Logon Key Ha ynanenHoM
KOMIIbIOTEpE, MOJAKIIOYEeHHOM K Active Directory. I1o3BonsieT H3MEHATH ClIeAyIOIINE HACTPOHKU:
paszpelreHue Bxona Tobko o eToken, neiicTBue mocie u3Binedenus token, Ookuposka token s
MOJIB30BATEIIEH U JIp.

* MSI nakeT yCTaHOBKHM IPOTrPaMMBbl.

Yrunura nis Yopasienus USB kimrouamu
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C nmomouIbio 3TON YTUIUTEI AJIMUHUCTPATOP CETH MOXKET Ha CBOeM pabodeM MecTe HacTpouTh HOBbIM USB
KITIOY TSl aBTOPU3AIIMU Ha JIF000# KOMIIBIOTEP B CETH | BBIAATH €ro mosb3oBarento. [Iporpamma Rohos
nojiep>kuBaet apropusanuio B Windows Domain, Active Directory u ynaneHnHsiit pabouunii cTod.

OyHKIUU:
» Hactpoiika USB Kiroua jy1st ayreHTH(UKAIM HA 3aJaHHOM KOMIIBIOTEPE B CETH;
* PenakrupoBanue logon npodaiinos;

 Co3laHue yHUBEpCalbHbBIX MPO(]aiioB JIJIs aBTOpU3ALMU Ha JIFOOOM KOMIBbIOTEPE B CETH B KAYECTBE
AJIMUHUCTpATOpA.

» Konmuporanue npodaiinoB mexay USB kimrouamu;
* YcranoBka IIMH kopja kiroua ;

» Co3ganue pe3epBHOi koruu copepxumoro USB kmroua (login mpodaiinoB) 1 BOCCTaHOBIIEHUE
npo¢aitioB U3 KOIHH.

» Hactpoiika USB flash drive myist aBTopu3anmm K ynaaeHHOMY pabodeMy CTOTY . DTO MO3BOJISAET HE
YCTaHABJIMBATh MPOTPaMMY Ha KayKIbIil KOMITBIOTED B CETH.

Jlnist mpaBUIIbHOM pabOoTHI POTrpamMMbl, Heo0XoanMo HacTpouTh USB K04 B COOTBETCTBUU C
HACTPOWKAMHU CETEBOTO OKPYKEHHS. ITO MOXKHO CJIEeNIaTh C TIOMOIIBIO TUAJIOTa PEIaKTUPOBAHUS TPOoGaioB
Ha USB ximoue:

* Eciin aBTOpUM3aIyst mojib30BaTelisi MPOU3BOAUTCS B JIOMEH, HETTOCPEACTBEHHO Ha KIIMEHTCKOW MaIlIHE MITH
4yepe3 TepMHUHAIBHBIN cepBep:

ITosre Domain momxkHO OBITE: "\\Ha3BaHKe HOMEHA";
e Eciu ABTOpU3al M IMOJIB30BATCIIA MPOU3BOANUTCS TOJIBKO Ha TepMHHaHBHBIﬁ CCPBCp:
[Tore Domain 10/mKHO OBITH: "UMS KOMIIBIOTEpA TEPMUHAIBHOTO cepBepa’;

* Eciiu mone Domain mycToe, 3T0 03Ha4aeT, YTO JaHHBIA MpoQaiii NPUMEHUM Ha JTI000M KOMIBIOTEpE JUIs
T000TO TUTIA aBTOPU3AIIHH.

VYrunura - Rohos Remote Config

[To3Bomnsier AqmMuHUCTpaTOpy M3MEeHATh HacTpoiku “Rohos Logon Key” Ha ynanéHHOM KOMITBIOTEPE
MOJIKJIFOUEHHOM K ActiveDirectory.

IIpeumymiecrna:
» CriMcoK KOMITBIOTEPOB Ha KOTOPhIX ycTaHOBIeH Rohos Logon Key.

* [To3BOJIsIET MEHATH yAAJICHHO BCe HACTPoiiku mporpammsl Rohos Logon Ha komnbrorepe B Windows
Active Directory;

* [To3Bossiet ynanenHo HactpauBarh USB xitroy;

* Vnanennas ycranoBka Rohos Logon Key Ha kommbroTep B cetu ¢ momoinbio MSI uHCTamsropa.
MSI naket [y1sl yCTaHOBKH B CETH

J1y1st OBICTPOI YCTAaHOBKH MPOTPAMMbI B KOMITBIOTEPHOM CETH MpeyiaraeTcs UCmoiab3oBaTh MSI maker.
[Tpu 3amycke makeTa ¢ MOMOILBIO MSsiexec.exe MOXKHO 3a7[aBaTh OMIMH POTPaMMBbI:

* LOGON_MODE=2 (aromMaTu4yecKku BHIOMpaeTCs, €ClId He 3aJaH0 ) YKa3aTh PEKUM aBTOPHA3IUU
(logon):1 - Oxno [TpusercTBust Rohos (GINA moayns, rohos_ui.dll)2 - Oxuo IIpuserctBus Windows XP +
Rohos

* 3 - OxHo aBropuzanuu Windows (msgina.dll)(Ilepex nucmonp3oBanreM 3TOro mapaMmerpa mpoduTanTe
OMHCaHUE PEKUMOB)

LOGON_CAPTION="Bxox B Windows "

(default ="Bxon B Windows")

3aroJIOBOK OKHA aBTOPU3AIUH (KPYITHBIM IIPUPTOM)
LOGON_TEXT=""

(default ="")
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TEKCT, KOTOPBI Oy/IeT BUJICH BCEM B OKHE aBTOPU3AIIUH.

DISABLE LOG=1

(default =0)

OtkimrounTts 3amuch LOG ¢aiiinos B mporpamMme.

USB _KEY LOGIN ONLY=1

(default =0)

3anpeTuTh BCEM BXOAUTH B CUCTEMY I10 MAPOJII0, pa3pelIaeTcs UCI0Ib30BaTh ToJbko USB kitou!
(AaMuHUCTpATOP MOXKET MCTOIB30BaTh Safe mode a1 BXoja 1o maposito)

USB_ REMOVAL=1

(default =0)

3abnokupoBarh KOMITbIOTEp Mpu oTKIoueHn USB kittoga . (3Ta oniust mepeonpenenseT JOKAIbHYIO
HAacCTpPOMKY)

DISABLE SHUTDOWNDLG=1

(default =0)

He 3amensiTh cTaHIapTHBINA JUATOT BBIKIIOUEHUS! KOMITBIOTEPA.

DISABLE CENTER=1

(default =0)

3anpeTuTh OTKphIBaTh Rohos 1 MEHATH HACTPONKH.

REG_NUMBER=""

(default =0)

3aiarh pEeruCcTPaIMOHHBIN HOMEp (JIMIICH3MS)

LockUSBKey ="1"

biokupoBanue nocryna k USB Hocurensim.

"1" - GmokupoBath TONbKO USB KiTt04, KOTOPBIN HCIIOB3YETCS B IIPOTPaMMe.
"All" - 6moxupoars Bce USB Hocurenu.

"0" - OTKITIOUNTH OJIOKUPOBAHKE (110 YMOTYAHHIO).

3amanue 4. Hactpoiika ruToken B Rohos Logon Key.

B rmaBHOM OKHE mporpamMmsl OTKpPbITh OKHO "Onuun"

B 3TOM OKHE Kak THT YCTpOICTBa, KOTOpOE OyJeT UCTIONB30BAaHHO KaK KITFOY JUIS BXOJIA, CIEIyeT BHIOpaTh
ruToken (3Ta onmus MOXKeT OBITH YCTAHOBJIEHA TI0 YMOJTYaHUIO B mapaMmerpax MSI makera )

B 3TOM OKHE MOXKHO YCTaHOBUTH paziuuHbie onuuu Ayt USB kitroua.
[TompoOGHOCTH MOXKHO y3HATh B CIIPaBKe.

Hactpausars ruToken 71t BXoza B cucreMy HeoOxonumo B okHe "Hactpouts kitou"
3aganue 5. Hactpoiika JOMOJHUTEIbHBIX OIMIIHMA.

[Tporpamma npeaoCcTaBiIseT BO3MOKHOCTh HACTPOUTH THAIOTOBOE OKHO BXOJ1a B CHCTEMY. 3/1€Ch JOCTYITHA
HACTPOWKA KAPTUHOK Ha ICKTPOHHBIN K04, (POHOBBIM PUCYHOK dKpaHa, TEKCTOBOTO MPUBETCTBUS U
JIOTIOJIHUTEIIBHOTO COOOIIICHYS.

3aganue 6. Hactpolika moyib30BaTesen.

[IporpamMma mo3BoJIsieT HACTPOUTDH HE TOJIBKO THIT YUETHOM 3alMCH MOJB30BaTENsl, HO U €ro BpeMs
npeObIBaHus B cucteMe. HacTpoiika TouHOTro BpeMeHH JI0CTyIa U BpEMEHU Ha paboTy MoJib30BaTelis OyaeT
KpaifHe ToJIe3Ha TSl OPTaHU3aIliid CO CTPOTUM pabouuM IrpauKoM.

3aganue 7. HacTpoiika 3/1IeKTpOHHOTO KJIIOYa.

J1y1st TOTO, 9TO OB HACTPOUTH BHIOPAHHBIN KIJTFOU TTO]T TTOJIB30BaTeNs (KOTOPOTO MOKHO BBIOpaTh, HAXKaB Ha
cTpoKy «I3MEHUTBHY), HY’KHO BBIOpATh USb- KITFOY M3 CITUCKA MPe/IaraeéMbIX. 3aTeM BBECTH MapoJib Ha BXOI
B CHCTEMY.



B sTOM e okHe MOKHO ycTaHOBUTH HOBBIHM PIN ko 11st Kittoua, CHATH OJI0KHPOBKY ¢ OJIOKMPOBAHHOTO
KJII04a, 1 HACTPOUTH aBapHMHBIN BX0M. /[ BbIOOpa TOTO MM MHOTO JIEHCTBUSA CIEAyeT HaXKUMaTh Ha
BbIOesIeHHBIE CMHUM cTpokH (YcTaHoBuTh PIN kox, CHATH OJ0KHPOBKY, HACTPOUTH aBapUITHBII BXON).
biiokupoBKa CTaBUTCS Ha KIIXOY [10CJIE HEYAAYHBIX NOMBITOK BBOJA ITMHKO/A.

Jlnist Toro, uTo OBl HACTPOMKHM KJIF0Ya BCTYNWIIM B CHITY, HY’KHO HaXkaTh Ha KHONIKY «Hactpouts USB Kitou»

3aganue 8. Hactpoliika aBapuilHOTO BXO/a B CUCTEMY.

Bo n30exanuu motepu 10CTyna K KOMIBIOTEPY U3-3a MOTEPH KII0Ya MIIM €r0 HEMCIIPABHOCTH CIIEIyeT
HACTPOUTh aBapUHHBIA BXOJ B CUCTEMY, KOTOPBIN MTPEJIOKUT M0JIb30BATEIIO 3alI0JIHUTh OTBETHI HA
HECKOJIBKO BOIIPOCOB.

3aganue 9. CmeHa nmaposisi Ha BXOJl B CHCTEMY.

IIporpaMma Tak e 103BOJIIET CMEHUTH [1apOJIb Ha BXOA B cucTeMy. CTOUT 3aMETUTh, UTO MPU MONBITKH
CMEHBI naposis nporpamma norpedyer BBoga PIN kona kiroya. Tak e mporpamMmma MOXeT CO3/1aBaTh
CJIOYKHBIE TTAPOJIH, COCTOosAIIME U3 Habopa OykB U 1udp. 3a1a4a BOCIPOU3BEICHUS YETIOBEKOM TaKOTO
MIapOoJIsl CUIIBHO YCIJIOKHSETCS, UTO JACT TOMOIHUTEIbHYIO 3aIUTy OT HEXKEJIATEIbHOTO BXOa B CUCTEMY
3JI0yMBILUIEHHUKA.

Bomnpocs! u npaktuueckue 3aganus

1. MoXHO 11 c/IeNiaTh BXOJ] B CHCTEMY TOJIBKO I10 usb-kitoay?

2. Kak HacTpouTh BXOJl B CUCTEMY JIJIsl HECKOJIBKUX TOJIb30BaTEIIEH

3. Kak orpannuuTh Bpems paboThI moJib3oBares ¢ 9 yrpa 1o 6 Beuepa?

4. Kak HacCTpOUTb CUCTEMY, UTO ObI pabOTaTh MOJI KOHKPETHBIM IMOJIb30BaTENIEM MOXHO OBLJIO TOJIBKO MPU
HAJIUYUU BKIFOYEHHOTO KiTroya?

5. Kak co3aarh ClI0XHBIN MTapoJib HA BXOJ B CUCTEMY?

Crnincox nureparypsl

1. Rohos Logon Key. PykoBonctBo nonbs3oBarens (RohosWelcomeUserGuide.pdf)
2. Caiit pa3paboruuka [DnekTpoHHbIH pecypc] // kommnanus «Rohos»

3. pexuM aoctymna: www.rohos.ru

Tewma 3. JIocTyn K JaHHBIM CO CTOPOHBI ITpoIiecca.
JlaGoparopHas pabota. YrpaBiieHHe JOCTYIIOM K (haillIoBBIM pecypcam

Iens paboTer: OCBOCHUE HABBIKOB YIIPaBJICHUS JOCTYIIOM MOJIb30BaTeNeH K (aiaaM U TankaM ¢ 1eIbIo
3alUThl UH(OPMALIUU OT HECAHKLIMOHUPOBAHHOI'O JOCTYTa

Teopernueckas 4acTh

@ainoBbIe CUCTEMBI COBPEMEHHBIX OIEPALIMOHHBIX CUCTEM IIPU COOTBETCTBYIOILLEH HACTPOMKE

3P PeKTUBHO 00ecTIeunBalOT 0€30MaCHOCTh U HAJIS)KHOCTh XPAaHEHHUs JAHHBIX HA JUCKOBBIX HAKOIHTESX.
Jlnst onepanmoHHbix cucteM Windows ctannapTHoi siBisercs Qaiinosas cucrema NTFS.

VYeranaBnuBas U151 I0JIb30BaTENIEH ONPEEICHHbIE pa3pelleHns A (aiaoB U KaTrajaoros (Ianok),
aJIMUHUCTPATOPhl MOTYT 3AIUTUTh HH(POPMALIMIO OT HECAHKIIMOHUPOBAHHOTO ocTyna. Kax bl
10JIb30BAaTENb I0JIKEH MMETh OIPEeNICHHbIN Ha0Op pa3pelieHuid Ha JOCTYIl K KOHKPETHOMY OOBEKTY
(aiinoBoii cucremsl. Kpome Toro, oH MOKET OBITh BiaieblieM (haiiyia niu marnku, €Ciiu caM UX CO3/1aeT.
AJIMUHHUCTPATOP MOXKET HA3HAYUTH CEOsI BIIaICIIbIIEM JTF000T0 00beKTa (haiIoBOM CUCTEMBI, HO 0OpaTHast
nepeaaya BIaJeHUs OT aIMUHUCTPATOpa K I0JIb30BaTEII0 HEBO3MOXKHA.

HasnaueHue pa3penieHui Ipou3BOAUTCS JUIs 0JIb30BaTeNe WK rpynil. Tak Kak peKOMEHyeTCs
BBINOJIHATH HACTPOMKHU 0€30MaCHOCTH AJIS TPYIIL, TO HEOOXOIMMO, YTOOBI MOJIb30BaTEb ObLIT YWIEHOM XOTS
ObI O/THOM TPYIIIBI HA KOMITBIOTEPE MU B IOMEHE.

Pazpemiennst MOryT ObITh YCTAHOBIIEHBI AJIS1 PA3IMUHBIX 0OBEKTOB KOMIIBIOTEPHOM CUCTEMBI, OJHAKO B 3TOM
pabote OynyT paccMOTpeHbI pazpeleHus 11 GailsioB 1 nanok. J[pyrue 3agadn, HampuMep pasperieHus ams
IPUHTEPOB, PELIAIOTCS AHAJIOTUYHBIM 00pa3oM.
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YKkazaHus K IPOBEACHUIO J1a00OpaTOPHOI pabOThHI

Jst Ha3HAYEHMSI pa3pelieHui JuTsl paiiia Wiiv Manky aIMUHICTPATOP BEIOUPAET MaHHbIN (aiiil WK MarnkKy
Y TIPY HOKATHUU TTPABOM KHOMKK MBIIITH UCTIONB3yeT koMaHy CBoiicTBa (Properties) v B mOsSIBUBIIIEMCST OKHE
MepeXoIuT Ha BKIIAIKy be3omacHocTs (Security).

B 30ne M (Name) umeercs CMcoK rpyI U M0JIb30BaTENEN, KOTOPBIM YK€ Ha3HAUEHBl pa3peleHus s
JTaHHOTO (haiiyia WK Manku.

Jyis oOaBIeHHS MOJIb30BATENIs WIIH TPyl HaxkmuTe KHONIKY J{o6aButh (Add) unu Yoanutes (Remove).
[Tpu no6asnennu nosiButcs nuanor Beidop: Ilonb3oBarenn, Komnbroreps! wiu [pynmst
(SelectUsers,Computers,orGroups). JJo0aBuB Monb30BaTess UK IPYIITY Mbl YBUAUM 3TOT OOBEKT B 30HE
Vms 1 BBIIEIMB €r0, MOXKEM 33JaTh HEOOXOUMBIE pa3pelIeHHs C TIOMOIIbIO YCTAHOBKHU (hIIaKKOB
Paspermmts (Allow) umu 3anperuts (Deny) B 30He Pa3pemenus (Permissions).

CrangapTHbie pa3pemieHus ajs Gailios:

* [Tonnsnii noctym (Full Control);

» smenuts (Modify);

» Urenue u BeimosnHeHue (Read&Execute);
* Urenue (Read);

* 3amuce (Write).

CrangapTHbIe pa3pelieHus A7 MarokK:

* [Tonnsnii noctym (Full Control);

» smenuts (Modify);

» Urenue u BeimosnHeHue (Read&Execute);
* CIMCOK COZIEPKUMOTO TAIIKH

* Urenue (Read);

* 3annch (Write).

Pazpemenne UteHune mo3BosieT mpocMaTpuBarh Gaiiyibl ¥ TAKA U UX aTpUOyTHI.

Pazpemienne 3anuch mMo3BoJseT CO3/1aBaTh HOBBIE (DAIbI M MAIKU BHYTPH TAIoK, U3MEHATh aTpUOyTHI 1
IIPOCMATPUBATh BIIAJENIBLEB U PA3PEILCHMUS.

Pazpemenre Crincok coaepXKMMOTro Manky MO3BOJISIET MPOCMaTpUBaTh UMeHa (ailyioB U Marok.

Paspemenne Utenune v BBIMOIHEHUE JJIA MTAITOK [TO3BOJISET NEPEMEIIATHCS 110 CTPYKTYPE APYTUX NAOK U
CIIY>KUT I TOTO, 4YTOOBI pa3pelInTh MOJb30BaTE0 OTKPHIBATh MAMKY, Jake €CIM OH HE NMEET MpaB
JOCTYTIa K HEH, JIJIs TOMCKa APyTrux (aijoB WIH BIOKCHHBIX Marok. Pa3peniensl Bce 1elcTBHsI, MPaBoO Ha
KOTOpBIE AaroT paspemieHus Yrenne n CuCcoK COASPKUMOTO TAKK. DTO e paspenieHue s Gpaitio
MO3BOJISIET 3amycKarh (hailyibl IpOrpaMM U BBITIOJIHATH ACUCTBUS, IPABO HA KOTOPHIE AAET pa3peLIeHUe
Urenue.

Pazpemenrie Mi3MeHUTh MO3BOMISIET YAISATh NAnKH, (ailsibl U BBIOTHITH BCE ACHCTBHS, IPABO HAa KOTOPHIE
JAl0T pa3pelieHns 3anuch U YTeHue U BBIIIOJHEHHE.

Pazpemenne [ToanbIil 1oCTyN MO3BOISET U3MEHSTH Pa3peIIeHuUs, MEHATh BIaeNblia, YIAIATh (Gailibsl 1
IIAIIKM ¥ BBINIOJIHATH BCE AEMCTBUSI, HA KOTOPBIE AAlOT NPaBo Bce ocTaibHble paspenieHust NTFS.
Pazpemienust 1uis marnok pacupoCTPaHIIOTCs Ha UX COAEPKUMOE: TOAMANKA U (paitibl.

[Ipu Ha3HAYEHHUH TOJIL30BATEIIO UJIM TPYIIIE pa3pelieHus Ha JOCTYM K (ailily uiu manke pyKoBOACTBYIOTCS
TE€M YPOBHEM JI0CTYyIa, KOTOPBIN JOCTATOYEH Il TAaHHOM TPYMIIbl WX TOJIb30BATENS IIPH BBIIIOJTHEHUN UM
CBOMX pabo4YnX 00sI3aHHOCTEH.

PaccMoTpeHHbIe pa3peleHust OTHOCSTCS K I0Ib30BaTENSAM JJaHHOTO KOMIIBIOTEPA, COBEPIINBILINM BXOJ
JIOKQJIbHO HETIOCPEICTBEHHO Ha JAHHYIO MAIIMHY. Takue pa3pelieHus Ha3blBalOTCs pa3pelieHusIMU
¢baiinoBoii cucTeMBI.

Tax xak ¢aiinoBas cuctema Windows HazwsiBaetcst NTFS, To paspemenus (aitioBoit CUCTEMBI 17151
Windows na3zbpiBatot paszpemenusimu NTFS.



Pasperienwst 1151 moyib30BaTeNel, TOTYYUBIIAM JOCTYII K TIAIKe WU (ailily uepe3 CeThb, PEryIupyroTcs
OTAEILHO C MOMOIIBIO TaK HA3bIBAEMBIX pa3peIIeHU 00IIeTo JoCTyna. DTH pa3pelieHus
PacIpOCTPAHSIFOTCS TOJILKO HA MANKH, K KOTOPBIM MPEIOCTaBICH OOIIUI TOCTYII Yepe3 CeTh U ACUCTBYIOT
TOJILKO JTSI TTOJIb30BaTeNel, OOPAIAIONINXCS K TAKe Yepe3 CeTh. BO3MOXKHOCTH TOIB30BATENS 3aAaF0TCSI
pa3pelieHus MU, IPECTaBICHHBIMH HUXKE:

* [Tonnerit noctyn (Full Control);

* N3menuts (Change);

* Urenue (Read);

JloCTyTl K cpeZiIcTBaM HACTPOMKH Pa3pelIeHHi 00IIeTo T0CTyTa BRIMOIHIETCS Yepe3 CBOMCTBA TaIKH,
MPEIOCTABICHHON B OOIIHIA TOCTYTI.

Paspemennst o61iero moctyna sSBisSOTCS CPEACTBOM 0OecTieueHus 0€30MacHOCTH IAHHBIX MPU
KOJUIEKTUBHOM paboTe ¢ JOKyMEHTAMU U TIO3TOMY JIOJKHBI YCTaHABIMBATHCS OYEHb TIIATEIbHO U
o0ocHOBaHHO. [Ipu 3TOM aIMUHUCTPATOPY PEKOMEHTyeTCs IEHCTBOBATh CIEAYIOIIUM 00Pa30M.

o Jly1st KaXKI0TO pecypca 00IIero A0CTyIa ONpeAeIuTh, KAKUM TPYIIIaM MoJb30BaTeNieit HEOOXOAUM JOCTYT
K HEMY H KaKo# TpeOyeTcst ypoBEHb J0CTYTIa,

* Jlns ynponieHus: aAMUHUCTPUPOBAHUS HA3HAYANWTE pa3pelieHus Tpymnnam, a He OTACJIbHbIM
T0JIb30BATEIISIM;

* YcTaHaBIMBaTe MAKCUMAIBLHO CTPOTHUE pa3pelIeHus, KOTOPbIE, OAHAKO, JOJKHBI TO3BOJISTH
MOJIL30BATEIISIM COBEPIIaTh HEOOXOUMbBIE ICHCTBHS,

» OpranusyiTe pecypchl 00IIEro J0CTyIa TaKUM 00pa3oM, YTOOBI TAMKHU ¢ OIMHAKOBBIM YPOBHEM
TpeOoBaHuit 0€30MACHOCTH HAXOAWINCH B OHOM Mamnke. 3aTeM yCTaHOBUTE OOIIMI JOCTYH TOJIBKO K HEM,
BCE BJIO)KCHHBIE MMAIKH HACIECYIOT HACTPOUKH O0€30TIaCHOCTH;

e Jlnst manok o0111ero JocTyna NpUMEHSIHTe UHTYUTUBHO TIOHATHBIE MT0JIb30BATENIIM UMEHA, KOPPEKTHO
oTro0Opa)kaeMble BCEMH KIIMEHTCKMUMHU OTNePallMOHHBIMU CHCTEMaMU, UCTIONIb3YEMbIMH Ha IPEIIPUITHH.

* Ecnu B 0011ux mamnkax npearnoiaraeTcsi XpaHUTh IPOrpaMMBbI-TIPUIIOKEHHUS, TO 1es1eco00pa3Ho
MMOMECTUTD UX B OJIHY MAIKy — AMHOE MECTO XpaHEHUsI 1 OOHOBJICHUH s IPHIIOKEHUM;

Heckonbko 001IMX Manok, TOCTYIHBIX YWiIEHAM TPYIIbl A IMUHUCTPATOPHI, TaK HA3bIBAEMbIE€ CKPBITHIE
AJIMUHHUCTpATUBHBIE OOIITHE TIAITKU, CO3AI0TCS ONEPAIIMOHHON CHCTEMOM aBToMaTndecku. iMeHa 3tux
TIATOK 3aKaHYMBAFOTCS 3HAKOM $. DTO KOpHEBBIE KaTajlory Ka)JI0ro ToMa Ha )xecTkoM jaucke (C$,D$ u T.1.),
nanka Admin$ juist TocTyIa K CHCTEeMHOMY Katajory, namka Print$ mist moctyna x ¢aiinam apaifBepoB
MIPUHTEPOB.

Kpowme Toro, CKpbITyI0 Marky ¢ 00IKUM JOCTYIIOM MOXHO CO3/1aTh C LIENBI0 JOCTyMa K HeH TOJIBKO TeX
MOJIb30BaTeNel, KOTOpble OyAyT 3HATh UMS CKPBITOI MAaIKH.

[TomyunTs AOCTYN K OOIIKMM MaKaM JPYTUX KOMITbIOTEPOB MO>KHO MCIOJIb3Ysl KOMITOHEHTHI CeTeBoe
OKpyxeHue, Mol koMmrbioTep, Mactep 100aBiIeHHUS B CETEBOE OKPY>KEHUH U KOMaHTy BBIOTHUTH (Run).
Coenunenue c¢ oOmieit mankoit uepe3 CeTeBoe OKPYKEHHUE BHITIOIHACTCS TBOWHBIM IIETIKOM IO Pecypcy, K
KOTOPOMY HEOOXOAMMO MOTYYUTh TOCTYI. Ecnu o6mmumii pecypc OTCYTCTBYET B CIIMCKE TOCTYITHBIX,
BbIOEpUTE 3HAYOK J[00aBUTH HOBBIN AIIEMEHT B CETEBOE OKPYKEHUE U YKAKHUTE aJIpec MOAKII0YaeMOro

pecypca.
Coenunenue ¢ oOmel manko yepe3 KOMIOHEHT Mo# KOMITBIOTED BBITIONHSIETCS Yepe3 MeHIo CepBUC ATOTO
KOMITOHEHTa B MyHKTe [loAKII0YUTh CeTeBOM AUCK MPHU YKa3aHUM IyTH K o0meMy pecypcey. Ecnu
HE00XOIMMO MOJIb30BAThCS 3TUM COETUHEHHEM MOCTOSHHO, HYKHO 4TOOBI (praskok BoccTanaBnusats npu
BXOJI€ B cucTeMy ObLT ycTaHoBjeH. CoenHeHHe OyeT 1ocTymHO B pasaeie CereBbie qucke okHa Moi
KOMITBIOTED.

Jly1st coemuHeHus ¢ 001IIel Mankoi ¢ moMOIIbI0 KoMaH bl Beimomuuts mienkaute [lyck, 3arem BoeimoaHuTh
1 BBenuTe MmyTh K namnke B popmare UNC(\\umsi_ kommibroTepa\umsi_ OOIIIEH Mmarnkm).

PaccmoTrpuM, Kak mosb30BaThCs CPEACTBAMHU YCTAHOBKH Pa3pelIeHi (paitioBoOl CHCTEMBI U OOIIETO
J0CTyTa.

[Tocne BeIOOpa 00BEKTA, AJIT KOTOPOTO OY/IET BBHITTOIHITHCS HACTPOUKA pa3penieHnid (paiioBoii CUCTEMBI, B
JTMAJIOTOBOM OKHE CBOWCTB (haiiia Ui Manku HeoOX0IMMO BhIOpaTh BKJIAAKy be3omnacHOCTh, MOKa3aHHYIO
Ha pucyHke 4.3.
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B nanHOM citydae 1oka3zaHo, YTO AJis NanKu ABUATOP JUIsl TPyIIbl AJMUHUCTPATOPB! YCTaHOBIIEHBI
paspemenus yposHs [lonHelii noctym, a Juist rpynnst Bee paspelienns orpaHideHbl Ha ypoBHE UTeHue.
IIpu ycraHOBKe pa3spelleHH B CIIMCKE TPYIII MOXKHO 3aMETUTh UMEHA TAK Ha3bIBAEMbIX BCTPOCHHBIX
CUCTEMHBIX I'PYIII, HEBUIUMBIX IIPU UCIIOJIB30BAHUU OCHACTOK JUIS YIIPABIICHUS IPYIIIIAMU U
I10JIb30BATESAMU. DTHU IPYIIIBI HE UMEIOT OIIPEIEIICHHBIX WIEHCTB, KOTOPBIE MOYKHO HAa3HAYUTh WU
U3MEHHUTH, HO B HUX CUCTEMa BKIIFOUAET PA3JIUYHBIX I10Jb30BaTEJICH B PA3JIMYHOE BpEMs, B 3aBUCUMOCTH OT
TOTO, KAKMM 00pa30M IOJIb30BaTeNb MOTYYaeT JOCTYI K CUCTEME WM Pecypcam.

BerpoenHsle cucTeMHbIe TPYTIIbI ObIIH PACCMOTPEHBI BBIIIE B J1abopaTtopHOit pabote Ne3. B nanHoM
cllyyae UMeeTcsl B BUIy rpymma Bcee, B KOTOpyto Bo BpeMs CBO€i paboThl BXOJAT BCe, KTO MOIYYMI JOCTYTI K
KOMIIBIOTEPY UJIU JOMEHY.

PazperieHnst MOKHO He TOJIBKO YCTaHABIMBATh, HO 3alpeliarh. 3anpeT UMeeT OOJbIINI IPUOPUTET, UEM
paspelieHue. 3anpeT pa3penieHnii Kak MeToJ] KOHTPOJIsl pecypcoB Microsoft IpUMeHATh He PEKOMEHAYET, U
OH HCIOJIB3Y€ETCs, B OCHOBHOM, ISl TOIIOJHUTEIBHOW HACTPOMKH Pa3peIIEeHUI KOHKPETHBIM
II0JIb30BATEISIM, B OTIIMYHME OT Pa3peIIeHU JJI APYTUX MOJIb30BATENECH IPYTIIIbI.

PaccmoTrpennsbie pa3penieHrs Ha3bIBatOTCS CTAHIAPTHBIMU U TTO3BOJISIOT PEIIUTH OOJIBIIMHCTBO 33134,
CBSI3aHHBIX C PETYJIUPOBAHUEM YPOBHS JOCTYIIA TPYIII K pecypcam.

Knonka J{onmomHUTEIBHO CYKUAT J1 3aJjaHUs CIIENUANIbHBIX pa3penieHnil. Kaxmoe crangapTHoe
paspenieHne COCTOUT U3 HECKOJIBKHUX CIICIMANIbHBIX, HATPUMEP CTaHAAPTHOE Pa3pelieHre 3amnuch COCTOUT
13 IIECTH CTICIIMAIBHBIX pa3pelIeHui: co3nanue (aiios/3anuck faHHbIX, Co3maHne manok/m03anmch
JAHHBIX, 3aIMUCh aTPUOYTOB, 3aMUCh JOTIOTHUTEIBHBIX aTPUOYTOB, YTCHHE Pa3pelIeHNUN, CHHXPOHU3AIIHS.
CrenmanipbHBIC pa3penieHus MOKHO MCIIOJIb30BaTh JIsl 00J1€e TOHKOW HACTPOWKH B HECTAHIAPTHBIX
CUTYaIHsIX.

B okHe cnienranbHbIX pa3penieHni UMeroTcs 3aKinanku Aynut, Bnagenern. u DddexTuBHbIC pa3penieHus.
AyIHT - 3TO TIPOIIECC, MO3BOJISIOMIHNN (PUKCHPOBATH COOBITHS, MPOUCXOAIITNE B CUCTEME U UMEIOIINE
OTHOIIIEHUS K Oe3omacHocTr. Ha qanHOM BKIagKe IPOU3BOIUTCS BHIOOD MOJIB30BATENS WU TPYIIIIB, JJIs

KOTOPBIX JaHHas nanka (v Qaitr) Oyaet o0beKToM ayauTa. AyauT u3ydaeTcs B JabopaTtopHoit padbote No
6.

3aknaaka Brmagener obecreunBaeT Takoe CBOMCTBO O€30MAaCHOCTH, KaK MPaBO BIaJACHHUS 00HEKTOM
(haiioBOM cUCTEMBI. ATMUHUCTPATOP BCETIa MOXKET CTaTh BJIAJICTBIIEM JTI000TO 00beKTa (halIoBOM
CUCTEMBI, JIF000H MMOJIb30BaTelNb SBISETCS BIIAJCNbLIEM CO3aHHBIX UM OOBEKTOB U, €CIIU JIOKaJbHbIE WIH
JIOMEHHBIE MTOJUTUKN O€30MaCHOCTH pa3pelliaT, MoIb30BaTelb MOKET Ha3HAyaTh ce0sl BIIaJIeNIbLIEM APYTUX
(haiisIoB M TMarokK.

[Tonpo6GHOE paccMOTpeHHE BOMPOCOB BIIAJICHHS BBIXOAUT 32 PAMKH JIaHHOTO MOCOOUS, OJHAKO OTMETHM,
YTO MHOTHE onepanuu ¢ gaillaMu 1 nankamu, HampUMep CMEHa pa3pelleHuil, mudpoBaHue u
nemurdpoBaHUe MPUBSI3aHbI K (DAKTy BIAACHUS JAaHHBIM 0ObEKTOM.

Criucok ynpasnenus foctynom (ACL) xpanurces Ha qucke NTFS nist kaxknoro daiina wnm nanku. B Hem
MIEPEYMNCIICHBI MTOJIb30BATENIN U TPYIIIIBI, UISI KOTOPHIX YCTAHOBJICHBI pa3pelieHus s (aiiia win Mmanku, a
TaK)Ke CaMU Ha3HAuUCHHBIC Pa3peLICHUS.

Kaxxgomy mosib30BaTestio Uik rpyImme MOryT ObITh YCTaHOBIIEHBI MHO)KECTBEHHBIE pa3pelleHus Yepes
ydacTue B HECKOJIBKUX IpyIIax ¢ pa3HbIM HabOpoM paspenieHuii. B aTom ciiydae aeiictBytoT a3 pexTrBHbIC
pa3pelleHus — MoJib30BaTellb 001a/1aeT BCEMU Ha3HAYEHHBIMU €MY pa3pelleHUusIMU.

JlelicTBYeT MPHOPUTET pa3petieHuit sl (paidioB Ha/l pa3pelIeHUsIME [T TAoK ¥ IPHOPUTET 3arperieHHs
HaJ| pa3pelIeHuEM.

Pasperennsi, Ha3HaYEHHBIE POUTEILCKOM MAINKe, 0 YMOIYaHUIO HACTIEAYIOTCS BCEMH TOMANKAMH U
¢aitmamu, conepkammmMucs B nankax. OJHaKO €CTh BO3SMOXXHOCTh IPEOTBPATUTH HACIICIOBAHUE IS
0001 BIOKEHHOH MAINKU U B 9TOM CJIy4ae dTa Marka caMa CTAHOBUTCS POAUTEILCKOU ISl BIOKCHHBIX B
Hee TarnokK.

Ecnu manka npegocrapieHa s 00IIEero J0CTyMa, TO Ha Hee pacIpOCTPAHSIIOTCS pa3pelieHHs IBYX BUIOB:
* pa3penienus (HailIoBoOil CUCTEMBbI, YCTAaHOBICHHBIE JJIsl IOJIb30BaTENCH TaHHOTO KOMITBIOTEPA;

* pa3peleHus oOIIero J0CTyna, OObSIBICHHBIC IS TOJIB30BATENCH, MOMYYUBIINX JTOCTYI YepPe3 CETh.
OOBIYHO AJ1s ATOK OOIIEro A0CTYMa 33aJal0T pa3pelieH sl OJIHOTO TOCTYIIA, @ OTPAaHUYEHUS BBOJST
ycTtaHoBKkoi# pa3pemenuii NTFS[4,5].



B stom ciyuae perictByet oObenunenue pazpemennidt NTFS u paspemennii uis o0meit nanku, npu
KOTOPOM HanboJee CTporoe pasperieHrue MeeT IPUOPUTET Ha/l APYTHMH.
3amaHue K MpOBEIECHUIO TAOOPAaTOPHOI paboThI

1. Co3paiiTe marnky, B KOTOPYIO IIOMECTHTE TEKCTOBBIN (haiiy1 M MpUIIO’KEHHE B BUJIE (paityia ¢ pacimmpeHnem
exe. Hampumep, ogny u3 cranaaptHeix nporpamm Windows, Takyto kaknotepad.exe(bimokHOT).

2. YcTaHOBUTE JI4 ATOM MKW Pa3pelIeHus MOJHOTO AOCTYIIA I OAHOTO U3 MOJIb30BaTeNIeH IpymIIibl
aJIMMHUCTPATOPbI, U OTPAaHUYEHHBIE Pa3peleHus s TI0Ib30BaTENsl C OTPAHUYEHHOM YUETHOH 3alHChIO.

3. BeimonHUTE paznuyHbie 1UCTBUS C TANKOW U (aityiaMu Jisi 00X YUETHBIX 3alMCEeH U YCTAHOBUTE, KaK
NeHCTBYIOT OIpaHUYEHMS, CBA3aHHbIE C HA3HAYCHUEM YPOBHS JOCTYyTMa HUXKE, YEM TOIHBIN TOCTYII.

4. YcraHoBUTE OOIINIA TOCTYII K TMANKe ¥ MOAKIIOYUTECH K Hel Yepe3 CeTh C APYroro BUPTYaIbHOTO
KOMITBIOTEpA.

5. YcraHoBuUTE pa3perieHus 00IIero 10CTymna Tak, 4To0bl aIMUHUCTPATOP HE UMET OTPaHUYCHHH, a
MOJIb30BAaTEINb UMEJI OTPAaHUYEHHBINH YPOBEHb T0CTYIIA.

6. DKCnIepUMEHTaIBLHO YOenuTech B paBuiax oobeaunenus paspemenuit NTFS u paspemenuit oomiero
J0CTyTaA.

7. CocTaBbTE OTYET O MPOBEICHHBIX HKCIIEPUMEHTAX.

8. Pa3pabotaiite cTpareruio peryaupoBaHusi 0€30MacHOCTH MPU KOJJICKTUBHOM JOCTYTIE K OOIIMM Tarkam
JUI pa3IM4YHbIX TPYIII [10JIb30BaTeEH.

KoHTposnbpHBIE BONIPOCHI

1. Kakoe u3 cnenyroniux pazpeniennid NTFSig manok mo3BosiieT BaM yaaiiaTh Hanky?
* YreHue

* UTeHue U BBINOJIHEHUE

* lI3menenue

* AIMUHHCTPUPOBAHUE

2. Kaxkoe paspemenne NTFS nis ¢aiinos ciemayer ycTraHOBUTB A (aiiia, €Ciiu Bbl MO3BOJISIETE
MIOJIH30BATENSAM YAAIATH (aiisl, HO He TI03BOJIIETE CTAHOBUTHLCS BlIaAEbIIaMu (aiina?

3. Kakue 00BbEeKTHI 0 YMOTUAHUIO HACIEAYIOT pa3pelieHHsl, yCTaHOBICHHBIC I POIUTENIBCKOM Manku?

4. Kto MOXeT ycTaHaBIMBaTh Pa3pelIeHUs IS OTACIBHBIX TOJIb30BaTesel U rpynmn? (BIOEpHUTe BCe
MIPaBUJIbHBIE OTBETHI)

* UneHsl rpynibl AIMHUHUCTPATOPHI

* Unensl rpynnbl ONbITHBIE TTOJB30BATEIN

* [Tons3oBarenu, obnmagarone pazpemniearem [lomHblil toctyn
* Biianenbib! ¢aiinos u mamnox

5. Kaxkoi u3 creayronux BKIaJI0K TAATOTOBOTO OKHA CBOMCTB (haiiiia WIIM MaIKH CIIEAYeT BOCIOIb30BaThCS
JUISl yCTAHOBKY WM U3MeHeHu# pa3pemennii NTFS:

* JIonmoMHUTEIHHO

* Pazpemenus

* bezonmacHocTh

» O0mme

6. Eciiu BbI X0THTE, YTOOBI IIOJIB30BATENb WM TPYIINA HE UMella AOCTYyTa K ONPEIeICHHO Marnke Win
(aiinmy, caeayeT JIM 3alpeTUTh pa3penieHus sl 3TON Manky uin ¢aina?

Tema 4. [IporpaMMHO-annapaTHbie KOMILIEKCHI 3aIIUTHI HH(OPMAIUH.
JlaboparopHas pabora. DnekTpoHHBIH 3aMOoK Co00ITb
Teopernueckas 4acThb
3amganue 1. YcTraHOBUTH IpOrpaMMHOE obecriedeHne komriekca «Co0omby.
3ananue 2. HactpouTs 001ue napaMeTpbl KOMILIEKCA.
3aganue 3. 3aperucTpupoBaThCs B CUCTEME B KaueCcTBe AJMUHHUCTPATOPA.
3aganue 4. 3aperucTpupoBaTh B CIIUCKE MOJIb30BATENIE HOBOTO MOJIb30BATENS
KOMITJIEKCA.
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3ananue 5. CMEHUTH ayTeHTU(UKATOP aIMUHUCTpATOpa
3aganue 6. [IpoBectu TectrupoBanue namsitu NVRAM
3anuue 7. KoppektupoBka mabiaoHOB Uit KOHTPOJIS LIETOCTHOCTH.
3aganue 8. BbIMOJHUTH pacyeT STAJIOHHBIX 3HAYEHUM KOHTPOJIBHBIX CYMM.
3amanue 9. [IpocmoTpeTs 3anucu xypHaa.
3ananune 10. Yoamure 1O mia kommrekca «Co00ab»
Bomnpocs! u npaktuueckue 3agaHus
Crucok UCOIb30BAHHBIX HCTOYHHUKOB.
Teopernueckas 4acThb
DnexkTpoHHBINH 3aMOK «C000b» pa3paboTaH HAyYHO-UHKCHEPHBIM MTPEANPUATHEM
«VHOOPM3AILNWTA» u npenHa3HaueH isl PEJOTBPAIEHUS HECAHKIIMOHUPOBAHHOTO JTOCTYTa
MMOCTOPOHHUX JIUII K pecypcam 3allUIIaeMOro KOMITbIOTepa.
OnekrponHbii 3aMok "Cobomp" cepruduuupoBad PCh (ceprudukar Ne CD/027- 0792 ot 18.05.2005).
310 no3BosgeT mpuMeHATh "Co0ob" ISt 3aUTh HH()OPMAIIMK, COCTABIISAIONICH KOMMEPUYECKYIO WIIN
rOCyJapCTBEHHYIO TalHY.
Kpowme Toro, anexkrponnsiii 3aMok "Cobomns" cepruduiuposan ['octrexkomuccueit Poccun (ceprudukar No
907 ot 18.05.2004r.), 9TO MOATBEPKIAET COOTBETCTBUE ITOTO U3IEIHS TPEOOBAHUSIM PYKOBOJISIIIETO
nokyMmeHrta ['ocrexkomuccuu Poccun "ABTOMAaTU3MPOBAHHBIE CUCTEMBI. 3aIlUTa OT
HECaHKIIMOHUPOBAHHOTO J0cTyna K nHpopmanuu. Knaccudukaius aBToMaTu3upOBAHHBIX CUCTEM U
TpeOOBaHUS 110 3aIIUTE

nHpopMauuu" U MO3BOJISET UCIOIB30BATH €T0 MPH Pa3padOTKE CPEICTB 3AIUTHI JJIST aBTOMAaTU3UPOBAHHBIX
CHCTEM C KJIACCOM 3alUIIEHHOCTH 10 1B BKiIIOUMTENBHO.

OnekTpoHHBIN 3aMOK «Co00mb» cepTuduuuposan deaepaibHbIM areHTCTBOM ITPABUTEIBCTBEHHOHN CBSI3U U
unpopmanuu Poccun. Ceprudukarst DAIICU Ne CD/122- 0305 u Ne CD/022-0306 ot 10.02.2000
MO3BOJISIIOT IPUMEHSTh JAHHOE CPEJICTBO JJIS 3aIUTHl HH(POPMAIMH, COCTABIISIONIYI0 KOMMEPYECKYIO WIIH
rOCyJapCTBEHHYIO TalHY.

JeiictBue komriekca «Co0o0iab» COCTOUT B MPOBEPKE MOTHOMOYMH TOJIB30BaTeNsl Ha BXOA B cuctemy. [1pu
9TOM I0J1b30BATENb MOIYYAET JOCTYI K KOMIIBIOTEPY TOJIBKO IOCJIE PETUCTPALIUH €TO B CITUCKE
I10JIb30BaTeNEN KOMIUIEKca. Perncrpanus nonp3oBareneil 0CyecTBISIETCS] aIMUHUCTPATOPOM U COCTOUT B
MIPUCBOCHUH TIOJIb30BATEII0 MMEHH, IEPCOHATFHOTO UCHTU(HUKATOpa U Ha3HAUEHUH napoiisi. Perucrpanms
aJIMMHUCTPATOpa OCYLIECTBIIAETCS IIPU MHULMATIN3AUN KOMIUIEKCA.

Ecnu npenbsaBiensl He0OXoMuMble aTprOyThl — NEPCOHATIBHBIN UACHTU(UKATOP U MTapOIIb, OIH30BATEIh
II0JTy4aeT MpaBo Ha BXoA. [Ipu uxX OTCYyTCTBUM BXOJ B CUCTEMY JAHHOT'O MOJIb30BATENS 3aPEIIAcTCs.
CuctemHbIe TpeOOBaHUS.

Kommnekc «Co6omb» mpeHa3HaueH i UCIOIb30BaHUS Ha KOMITbIOTEpaX, OCHAIIEHHBIX MPOIECCOpaMu
cemetictBa INTEL X86 (v coBMECTHMBIME ¢ HUMH ), HAUUHASI C TIporieccopa 1486 u BhIIIIE.

[ToacucTembl KOHTPOJIS LIETOCTHOCTH U MOACUCTEMBI 3arpeTa 3arpy3Ku CO CheMHBIX HOCUTENeH
(GYHKIMOHUPYIOT 1O yrpasieHuem cienytonmx OC:

MS DOS Bepcuii 5.0-6.22;

OC cewmeiictBa Windows'9x (FAT12, FAT16 nnu FAT32); Windows NT Bepcwuii 3.51 u 4.0 ¢ daitnoBoit
cucremoit NTFS; Windows 2000 ¢ daiinosoii cucremoit NTFS;

OC Windows XP u Windows 2003 ¢ ¢aitnosoii cuctemoiit NTFS u NTFSS;

3aganue 1. YcTraHOBUTH IpOrpaMMHOE obecriedeHne komriekca « Cooomby.

[TporpammHoe obecrieueHre KOMIUIEKCa PEKOMEH/IYEeTCsl yCTaHABIMBATh 0 YCTAHOBKH B KOMIIBIOTEP €T0
TJIaThI.

Jlnist yCTaHOBKM IIPOTPAaMMHOTO 00€CTICYCHUS CIIEIYET:

1. [TomecTuTh YCTAaHOBOUHBIN KOMITaKT—UCK B ipuBo7 CD-ROM u 3amycTuTh Ha ricnioHeHue (haiii
Setup.exe.

Ha sxpane nmosiBUTCs1 cOOOLIEHNE O TOM, YTO B KOMITBIOTEPE OTCYTCTBYET IjIaTa Komruiekca. J{is
MPOAOJDKEHHUS] YCTAaHOBKH ClIeyeT HakaTh KiaBuily <Enter>.
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IIporpaMMa yCTaHOBKH BBIIIOJIHUT IIOATOTOBKY K YCTaHOBKE, ITOCJIE YETO HA SKPAHE MOSIBUTCS CTAPTOBBIN
JUAJI0T IIPOrPaMMBbl YCTaHOBKH.

2. lanee cnenyite MHCTPYKUUSAM JJIs IPOAOJIKEHUS] YCTAaHOBKHU.
3amanue 2. Hactpouth o0miue mapaMeTpbl KOMITIEKCA.
[Tepen Tem, kak Ha4aTh PabOTy C MPOTrPAMMHO-AIMIIAPATHBIM KOMILIEKCOM

«C0060mB» creayeT BBITIOJHUATD €0 MHULHAIK3aIuio. [IepBbIM 1marom 31ech OyaeT HacTpoika 00Imux
rapamMeTpoB.

1. BkirounTe nuTaHue KOMIbIOTEPA.

2. B mosiBuBIIeMcst okHe BwiOepure kiaBuIel WM B MEHIO KOMaHTy « HUIMATU3anus miaTeh U
Ha)XMUTE Ki1aBuily <Enter>.

[Tocne BbIOTHEHMSI 3TOM MPOLIEAYPHI HA SKPAaHE MOSIBUTCS TUAJIOT.

3. 1ns mapametpa «KoHTposb 11e710CTHOCTH (haifijIoB U CEKTOPOB» ycTaHOBHUTE 3HaYeHUE «[la». DTo Oynmet
03HayaTb, YTO KOHTPOJIb LIEJTIOCTHOCTH BKJIIOUEH.

[Tpu npucBoeHNN napamerpy 3HadeHHs «Ja» Ha SKpaHe MOSBUTCS OKHO VISl BBOJA ITYTH K KaTalloTy C
¢aiimamu mabI0HOB KOHTPOJIS IeTOCTHOCTH. [Ipn oOHapyKeHNHU 3aJaHHOTO KaTaJiora U HaXOSIIUXCS B
HEM He MOBPEKISHHBIX (ailyIoB MIa0JIOHOB KOHTPOJIS [IETOCTHOCTH IMapaMeTp MpUMET 3HaYeHHe «J{ay,
MHaue Ha dKpaHe MOSBUTCS COOOIIeHNE 00 OMMOKe U 3HAYCHHE MTapaMeTpa He U3MEHHUTCS.

«2.0%».

4. Tns mapametpa «Bepcust Kpuntorpaduueckoil CXeMbD» YCTAaHOBUTE 3HAUCHHE
5. Jlyst ocTaBIIMXCS MapaMeTpoB BEIOpATh 3HAYCHUSI.

6. Haxxmure knaBuiry <Esc> 151 cOXpaHEHMsI yCTaHOBIIEHHBIX IApaMETPOB.
3aganue 3. 3aperucTpupoBaThCs B CUCTEME B KaueCcTBe AJMUHHUCTPATOPA.

[Tocne BHIOIHEHUST HACTPOMKHU OOIIMX MAapaMEeTPOB CIAEAYIOIIUM IIarOM MO MHUIHAIU3AIUN KOMITIEKCa
SABJISIETCS. perucTpanus agMuHucTparopa. [lpu perucrtpanuu aiMUHUCTPATOPA €My Ha3HAYACTCS NApOJIb JJIs
BXOJIa B CUCTEMY M [IPUCBAaUBAETCs EPCOHATIBHBIN HICHTU(UKATOP.

Jly1st perucTpariy aIMUHUCTPATOpa CIAEAyeT:
1. BoiOpaTh B OKHE MOSIBUBIIIETOCS 3apoca BapuaHT «/{a» 1 HaXaTh KIaBUILY
<Enter>.

2. Beegure rapoJib aAMUHHUCTparopa u Haxxmute <Enter>. [locne nosiBneHus nuanora Juist TOATBEPKACHUS
BBCIUTEC TOT K€ MapOJIb U HAXKMUTC <Enter>.

Ecnu 06a 3Hauenus mapoJist COBIIAJIM U JJIMHA MapOoJIsd HC MCHBIIIC BaﬂaHHOﬁ MUHUMAaTbHOMN JJINHBI, HA
OKpaHC MOABUTCH 3a11pocC.

3. [11OTHO MPHUIIOKUTE K CUUTHIBATEINIO MIEPCOHANBHBIN UACHTH(PUKATOP, IPUCBAUBAEMBIN aIMUHUCTPATOPY
komIuiekca «Co0oby.

[Tpu nprCBOCHNHU MEPCOHANIBHOTO UACHTU(HUKATOPA B HETO 3alMCHIBACTCS CIykeOHast nHpopMaLusl.

4. Ilo oxoHUaHNHN WHUIHAJIN3all BBIKJIHOYUTEC KOMIIBIOTEP U MEPEBCAUTE KOMILJIICKC B PCKUM
OKCIUTyaTalluu.

3aganue 4. 3aperucTpupoBaTh B CIIMCKE MOJIb30BATEIC HOBOTO MOJIb30BATENS KOMIUIEKCA.

[Tpu peructpanyy HOBOTO MOJIH30BATENS B CIIUCKE MOJIb30BATENICH KOMILIEKCa €My ITPHCBAauBaIOTCS
clieyIoue arpuOyThl: UM, Ay TEHTU(UKATOP U MapOJIb JJIsl BXOAA B CUCTEMY, IEpPCOHAIBHBIH
unentudukarop iButton

CnyxebHas nHhopMaIus o MoJib30BaTelie COXPAHSIETCs B YHEPro3aBUCUMOM MaMsITH KOMILIEKCa —
CO3/1aeTCsl yueTHas 3alKCh MOJIb30BATEIS.

Jlnst perucTpaiu HOBOTO IOJIb30BATEIIS BBIITOIHSIOTCS CIAEAYOIINE JEHCTBUS:

1. BoiiTu B crcteMy, IpeIbsiBUB MApOIb U UACHTH(PHUKATOP aAMHUHHCTPATOPA.

2. B MeHI0 aIMMHUCTpATOpa aKTUBUPOBATh KOMaHAy « CIIMCOK MOJIb30BATEIECH.

3. Haxogsce B criMcke monb3oBaTelield, HaxaTh KiaBuiy <Insert>.

4. BBectn nms mok30Bates, coaepikaniee He 6onee 40 cumBonioB. Haxats knaBumry <Enter>.
5. Beeaure u noaATBEpAUTE MAPOIIb MOJI30BATEIIS.



6. [110THO MPUIIOKUTE K CYUTHIBATEINIO EPCOHATBHBIN UACHTU(UKATOP, TPUCBAMBAEMBIN TIOIH30BATEIIIO.

[Tocne ycnenHoro mprucBOEHUS MOIB30BaTENIO MEPCOHATBHOTO UICHTU(HUKATOPA U 3alIUCH CITYKEOHOM
nH(pOpPMAIIUHU O PETUCTPALIUY B YHEPrO3aBUCUMYIO MaMATh KOMIUIEKCa Ha SKpaHe MOsIBUTCS cO00IIeHue 00
YCHEIIHOM perucTpaium mojib30BaTes.

3amanue 5. CMEHUTH ayTeHTU(UKATOp aIMUHUCTPATOPA.

AnmunnctpaTop komiuiekca «Co0oib» MOXKET CMEHHT MapoJib JIJIs BXOJa B CUCTEMY U ayTeHTHU(PUKATOP.
AyTeHTHU(PUKATOP — CTPYKTYypa JaHHBIX, XPAHSIIASACSA B IEPCOHAIBHOM HJIEHTU(UKATOPE MOJIb30BATENS
(ayTenTHGUIHpYOITas HHGOPMAIIHS TIOJIL30BaTEIs ), KOTOpas HapaBHE C MApOJIEM MOJIb30BaTENs Y4aCTBYET
B IIpOLIEAYypE ayTeHTU(UKALIUH.

[Ipu cmeHe napouns U ayTeHTU(PHUKATOpa U3MEHSETCS COAEPKUMOE MePCOHAIBHOr0 UACHTH(UKaTOpa
aJIMMHHCTPATOPA.

J71s cMeHBI ayTeHTHU(UKATOpa CIeIyeT:

1. B MeHI0 aqMuHUCTpaTOpa BeIOepuTe KoMaHay «CMeHy ayTeHTH(HKATOpa» U HAXMUTE KiaBuiny <Enter>.

2. BBenute TeKyluii maposp aAMUHUACTpaTopa U HaxMuTe <Enter>.
3. I1110THO MPUIIOKUTE K CUMTHIBATEIIO EPCOHATIBHBIN UICHTU()UKATOP aAMUHUCTPATOPA.

Jlanee MpOMCXOAUT CONOCTABICHNE BBEICHHOTO Maposis ¢ HH(popMaIrien, XpaHsauiencs Ha
uaentudukarope. [Ipu nepBoit cMeHe ayTeHTH(UKATOpa HOBBIM ayTeHTU(UKATOP 3alHChIBACTCS B
NEPCOHATIBHBIN UICHTU(UKATOP aIMUHUCTPATOPA, IIPH ITOM CTapbIil ayTeHTU(UKATOP COXPaHSIETCs B
MaMsTH NEPCOHATIBHOTO UCHTU(HUKATOPA.

ITo oxoHUaHMM ITPOILETyPhl 3aIIMCH ayTEHTU(UKATOpaA HA HKPaHE MOSBUTCS COOOLICHHE.
3ananue 6. IIpoBectu TectupoBanue namMatu NVRAM.

Tect NVRAM nmamsitu npoBepsieT paboTOCIIOCOOHOCTh SHEPTOHE3aBUCUMOM TTaMsATH KOMIUIEKCa
«Co0Oonb». B xoe mpoBepKy OCYIIECTBIIAIOTCS MONBITKA JOCTYIIAa HA YTEHHUE U 3aIlIUCh JJISl KaXkKI0TO
cermenTa AByx 6aHkoB NVRAM mamsTi KOMITIEKCa.

Jla npoepku NVRAM namsitu:

1. BeiOparh B MEHIO aIMUHHUCTpATOpPa KOMaHy «/[narHoCTHKa T1aTh
2. BeiOpars komanay «Tect NVRAM namsiti» u Haxats <Enter>
[Tocne BBIMOTHEHMSI 3TOM KOMaH bl HAUHETCS MPOIeypa MPOBEPKHU.

3. IIpocMOTpUTE NOJTyYEHHBIE PE3YIIBTATHI.
3anuue 7. KoppektupoBka mabiaoHOB Uit KOHTPOJIS LIETOCTHOCTH.

Hcxonubie m1abinoHbl JuIsi KOHTPOJIS LEIOCTHOCTH co3aatoTcs npu ycranoBke I10 kommuiekca u
cofiepar repedeHb (PailyioB 1 CEKTOPOB KECTKUX JUCKOB, IO YMOTYAHUIO BKIIIOYAEMbIX B IIAOJOHBI.

[IporpamMma noaroroBku 1madiaoHoB Sneck.exe sSBIsIeTCsl KOMIIOHEHTOM, BXOJSIIMM B KOMILJIEKT
noctaBku «Cobounsy». JlanHas mporpamma mo3BosieT ONpeAeuTh CIIUCKU (aillioB M CEKTOPOB KECTKUX
JICKOB, II€JIOCTHOCTh KOTOPBIX TpeOyeTcss KOHTPOJIUPOBATh.

JU1si BBITTOJTHEHUSI KOPPEKTUPOBKH 1AOTOHOB CIEAYET BBITOIHUTH:

1. Haxxmure kHOTIKY «Ilyck» m akTuBHpy#Te B II1aBHOM MeHI0O Windows KOMaHTy

«IIporpammsl \ ITO amnst anexrponnoro 3amka «Coboib \[Iporpamma noarotoBku madaonoB st KL»»
2. BolnmonHuTe KOPPEKTUPOBKY IIa0JIOHOB JJIsl KOHTPOJIS LETOCTHOCTH:

B nuanore ¢aiinsl Beroepute «Dailnibl» mopsekaine KOHTPOIIo

B nuanore «CeKTopbI»BbHIOEPUTE CEKTOPHI )KECTKOTO TUCKA, LIETOCTHOCTh KOTOPBIX TpeOyeTcs
KOHTPOJUPOBATh

3. Haxxmure kHOnKy «COXpaHUTH», YTOOBI BHECEHHBIE N3MEHEHUS ObUIH COXPAHEHBI.

3ananue 8. BBIIOIHUTH pacueT 3TAJIOHHBIX 3HAYEHUIM KOHTPOJIBHBIX CYMM.

[Tocne koppeKTUPOBKU MIA0IOHOB 711 KOHTPOJISI LIEIOCTHOCTH HEOOXOAMMO 3aHOBO PACCUUTAThH ATAJIOHHBIE
3HAYEHUS KOHTPOJIbHBIX CYMM.

1. Ilepe3arpy3nure KOMIBIOTEP ¥ BOWJIUTE B CUCTEMY C IIPABaMU aAMUHUCTPATOPa KOMIUIEKCA

2. B MeHI0 agMUHHCTpaTOpa BbIOEpUTE KOMaHay «PacueT KOHTPOJIBHBIX CyMM».
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Haunercs PAaCUCT 3TAJIOHHBIX 3HAUCHU M KOHTPOJIBHBIX CYMM OGBGKTOB, 3aJaHHBbIX mrabIoHaMu JJIsA
KOHTPOJIA HCJIOCTHOCTHU.

3aganue 9. [IpocMOTpeTh 3aMUCH KypHaJa.

3anucu 0 COOBITUSX, PETUCTPUPYEMBIX KoMITIIEKCOM «C000Ib» BO BpeMsi CBOeH pabOThI, XpaHSITCS B
KypHAJIe PETUCTPAIIMH COOBITHIA, KOTOPBIM pa3MeNiaeTcs B CrielualbHON YHEPrOHE3aBUCUMON TTaMSITH
KOMILJIEKCA.

s mpocMoTpa KypHasia 3arnucem:

1. B MeHI0 aqMuHHUCTpaTOpa BEIOEpUTE KOMaHIy « KypHall perucTpanuu coObITHIDY
2. O3HAaKOMBTECH C COZICP)KAHUE KypHAJIa PETHCTPAIIMHA COOBITHIA

3. Haxxwmure uia <Esc> Bo3Bpara K MEHIO aAMUHHUCTPATOPA.

3ananue 10. Yoamure 1O mia kommrekca «Co0omaby.

1. HasxxmuTte Ha kHOTIKY [lyck u BeiOepute Hactpoiiku | [Tanens ynpaBneHus.

2. Bribepute «YcTaHOBKA M yIaJI€HUE TTPOTPAMMY).

3. B nosBuBmIemcs criiucke Beioepute «I10 miist anexkTpoHHOro 3aMka «CoO0Ib»H HAXKMUTE KHOIIKY
«J1lo0aBUTH/ YIaIUThHY.

4. TlogTBepauTe yaajaceHUe.
Bompocs! u npakTuueckue 3a1aHus

1. Co3naTh y4eTHYIO 3aIUCh MOJIB30BATENS, KOTOPOMY OYJIET pa3pelieH JOCTYI K KOMIIbIOTEPY Ha HEJEIIo,
MIOCIIE YETo yUeTHas 3aluch OyJeT 3a0I0KMpOBaHa.

2. [TocTaBUTH MOJIB30BATENIO NAPOJIb, CTCHEPUPOBAHHBIN KOMIUIEKCOM, OJIOKUPOBATH YYETHYIO 3alUCh TIPU
BTOPOM HEYIa4HOM BXOJIE.

. 3anpeTuTh paHee CO3JaHHOMY IOJIb30BATEII0 CMOTPEThH CBOIO CTATUCTHKY.
. [Ipon3BecTn cmMeHy Mapoiis aIMHUHHUCTPATOPA.

. BeInomHUTE TeCT cunThIBaTels iButton.

. CKOppEeKTUPOBATh CIIUCKU KOHTPOJIUPYEMBIX (haiiIoB.

. O4HCTUTH KypHAI PETUCTPALIMH COOBITHIA.

00 3 N L W

. [IpocmoTpeTs nHbOpMAIHIO O TPOrpaMMe MOATOTOBKH MIa0JI0HOB KOHTPOJIS LIETOCTHOCTH.
9. Bemonauts quaraoctuky miatsl [IAK «Coboiby.

10. YcranoBuTh yncio nonsITok TectupoBanus JICY Ha 3HaueHne «2».

CnHcoK UCOIb30BaHHBIX HCTOYHHUKOB.

1. DnexTponHsIii pecypc \\ Mapopm3ammTa — pexum noctymna: http:// www. infosec.ru. — 3ami. ¢ skpaHa;
2. PykoBOoZICTBO MO 3KCIuTyaranuu [IporpaMmMHo-anmnapaTHOro KOMIUIEKCA
«Co0bomb»: Mocksa, 2006;

3. DJIEKTPOHHBIN 3AMOK COBOJIb - PABPABOTKA HUIT THOOPM3AILIMTA - HoBble TeXHONOTHE

- JlenoBas mpecca_ DNEKTPOHHBIE Ta3eThl [ DIEKTPOHHBIN pecypc]- Pexxum goctyna:
http://www.buisnesspress.ru/newspaper/

4. DnexTpoHHBIH pecypc // 3ammra nuadopmanuu — peskum gocryna: http://www.zinfo.ru. — 3ari. ¢ skpaHa;
5. DnektponHsIil pecypc // More PC — pexum nocryna: http://www.morepc.ru. — 3ari. ¢ sKkpaHa.

Tema 5. DnexrponHsiid uaeHtTudukarop ruToken.
JlaGoparopnas pabota. Bxon B cuctemy ¢ ucrnonb3oBanuem ruToken
Teopernueckas 4acTh
3aganue 1. YcTaHOBKAa KOMIIOHEHTOB CUCTEMBI
3amanue 2. Coznanue nmpogus.
3ananue 3. BXoa ¢ MOMOIIBIO AIEKTPOHHOTO HICHTU(UKATOPA.
3aganue 4. Bxoa B cUCTEMy € UCIIOIB30BAaHUEM MApPOJIS.
3ananue 5. Mcnonb30BaHue JOMOTHUTENBHBIX ONOIMOTEK ayTeHTH(PUKALUT
Bompoch! u npakTuueckue 3aaaHus.
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Crnincox nureparypsl
Teopernueckas 4acTh

Cuctema Zlogin npenna3zHaueHa ist AByX(paKTOPHOU ayTeHTU(UKAIIMH TOJIb30BaTENeH CeTH ¢
MCTIOJIb30BaHUEM BJICKTPOHHBIX KIIFOUEH Wi cMapT-KapT. BMecTo maposst mosnb30Baresb JOKEH
IIPEIBABUTE CMapT-KapTy WK anekTpoHHbI USB-kitou u BBectu PIN-koz.

XapakTEepUCTUKU:
MuorodakTropHast ayTeHTU(PUKAIUS C TIOMOIIBIO AIEKTPOHHOTO Kiroua v PIN-koza;
Hcnonp3oBanue B Ka4eCTBE AEKTPOHHBIX HIACHTU(PUKATOPOB cMapT-KapT U USB-kroueii;

MuHMMHU3auUs «4eaoBedeckoro pakropa». Cucrema 0cBOOOXKIAET MOIB30BaTENEH OT HEOOXOAUMOCTH
3allOMUHATH JJIMHHBIC MTAPOJIU U IEPUOIUYECKH IPUIYMBIBATh HOBBIE MTAPOJIH MIPU UX CMEHE;

LlenTpanu3oBaHHOE YIIpaBIeHUE CHCTEMON uepe3 ciyxO0y karamora — Microsoft Active Directory umu
Novell NDS/eDirecory;

Bo3moxnocTs ucnonb3oBanust comectHo ¢ Novell Modular Authentication Service (NMAS), nnterpanus
¢ Novell Certificate Server u uHppacTpyKTypoi OTKpbITHIX Kitoueit PKI;

B03MOXHOCTB HCITOIB30BaHUS OTHOTO AIEKTPOHHOTO KITIOYA JIJISl TOCTYTIA K Pa3HbIM CETSIM H
TIPUIIOKEHUSIM.

3amanue 1. YcTaHOBKa KOMOOHEHTOB CUCTEMBI.
YcraHoBka A MUHHUCTpaTOpa

Jlnist Havyana yCTaHOBKY HEOOXOMMO 3aIyCTHTh (ailll yCTaHOBKH aJMHHUCTPUPOBaHMs. Mactep ycTaHOBKH
InstallShield mpoBeneT HeoOXoAMMBIEC TPEABAPUTEIIBHBIC OTIEPAIIMHA U OTOOPA3UT MPHUIIIACUTEIIEHOE OKHO.

Haxxmute xHonmky —Jlamee >l wu o3Hakombrech ¢ JIulleH3MOHHBIM commamenueM. Haxxvure

—/1al.

Ha cnenyromem srare mpeayiaraeTcst ykazarh KaTtajior Jisl YCTaHOBKH (haiiioB, HaxkaB KHOMKY "O0630p", win
BOCIOJIb30BaThCA Mankoi mo ymonuanuto. Haxmure "lanee >" nys Hayana yCTaHOBKH.

Jlo)xauTech OKOHUAHUS ITPOIiecca KOMMMPOBAHUS U TIepe3arpy3uTe KOMIbIOTEp, BbIOpaB myHKT "/la,
nepe3arpys3uTb KOMIbIOTep ceifuac” u Haxas "['oroBo".

YcranoBka Knnenra

Jlst Hayana yCTaHOBKH HEOOXOIMMO 3aITyCTUTh (haiil ycTaHOBKHU KineHTa. Mactep ycranoBku InstallShield
MIPOBEJIET HEOOXOUMBIE MTPEIBAPUTENbHBIEC ONIEpallud U O0TOOpa3UT MpUINIACUTENbHOE OKHO. Hakmure
kHonky —/lanee >| u o3HakombTech ¢ Jluten3nonnsM cormamenuemM. Eciau Bol cormacHsl ¢
npeaiaraeMbIMu yenoBusiMu, Haxxmute —/Jlal. Haxxmure "Jlanee >".

Ecnm ycranoBounast mporpamma ooHapy uT [10 a1 paboThl ¢ TEepMUHATIBHEIMU cepBepamu, Bam Oyner
MPEI0KEHO BHIOPATh HEOOXOAMMbIE KOMIOHEHTHI JIsl YCTAaHOBKH.

BriGepute Bce KOMITOHEHTHI YCTaHOBKHM M HaxkmuTe "Jlanee".

JloxauTech OKOHYaHUS MPoIlecca KOMMPOBAHMS U TTepe3arpy3uTe KOMIbIOTep, BRIOpaB myHKT "/la,
nepe3arpys3uTb KOMIbOTEp ceiiuac” u HaxaB "['oroBo".

3amanue 2. Coznanue nmpoguis.
Bcerassre USB-kimtou Rutoken B cBoOomHBIN HHTEpdEiic.

OTkpoiiTe MOIYJIb AIMUHUCTPUPOBAHUS: " YIIpaBiieHHEe KOMIIBIOTEpOM' U3 manku "AIMUHUCTpUpOBaHUE"
("Administrative Tools") B manenu ynpapieHus. 3aTeM HYKHO pacKpbITh y3ibl ""CykeOHbIe TporpaMMb!"”
("System Tools"), "AnmunuctpupoBanue npoaykroB SecurlT", "Zlogin" u Bei6epuTe kitod Rutoken.

Jlnst coznanus npoduiis Heo6xoauMo BeIOpaTh MyHKT "HoBeiid npoduins" B mento "Jlerictue" ("Action").

Ha nepBom 3Tane MacTepa 1o BblAa4e EKTPOHHOTO WACHTU(UKATOPA 03HAKOMBTECH C MPEICTOSIIUMHU
neiictBusiMu 1 HaxkmuTte "Jlanee >". Ha Bropom mare norpedyercs BEIOpaTh Hy>KHBIE YUETHBIE 3aIUCH JUIS
MOCIIETYIOIIEr0 BKIIOYECHUS aBTOPU3AMOHHON NHPOPMAITH O HUX B AJIEKTPOHHBIN UICHTU(UKATOP.
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ITocraswre ditaxok HarpoTuB OyHKTA "JIoKanpHAs ydeTHAs 3aluch’ U BHIOEPUTE CBOKO YUETHVIO 3aMUCh.
y y y y

Ha cnenyromem mare mactepa He0OXOIUMO BBECTH UMs IPOQHIIS — 1000€ MOHATHOE ISl OIb30BATENsA
Ha3BaHue podmwisd. Eciau B 0THOM 3J1€KTPOHHOM HIeHTH(HKATOpe OyIeT HaXOAUTHCS J1Ba U OoJiee
npoduiiei, To epe BXOIOM B CETh MOJIb30BATENI0 Oy/IeT BHIBEACH CIIMCOK UMEH Ipoduieii u Oyner
NIPEIOKEHO BHIOPATh OJJMH W3 HUX JJIS BXOAA B CETh.

B naHHOM OKHE MOKHO TIOCTABUTbH JOTIOJHUTEIbHBIE OINLIUU:

" lan#bli ipoduitb OyeT ucmonb3oBarhes B Windows 9x" — eciiu TuiaHUpyeTCs HCTIOIb30BaHUE TTPOMUIIST
JUIS BXO/Ia B CeTh Ha pabounx ctanmusx Windows 98/Me, ormeTsTe 3Ty onmuio. Eciu B mpoduiib Takke
BKJIIOUEHA yueTHas 3anuchk NDS, To umena nonb3oBareneit B NDS u nomeHe (JI0KaabHO) JTOJKHBI
coBnaaare. [Ipu aTom cuctema Zlogin OyzneT nponu3BOAUTH ABTOMAaTHYECKYI0 CHHXPOHHM3AIUIO MTApOJIei.
“Sanututh npoduas [TMH-koxom™ — mpuMeHsieTcs Ui Bxoaa B ceTh 6e3 BBoga PIN-kona. Jloctarouno
MOJKITIOYHTD AIEKTPOHHBIN naeHTuuKarop, u Zlogin KiaueHnr cpaszy npousBeieT ayTeHTH(PHUKALUIO B CETH
C UCIIOJIB30BAHUEM JTAHHOTO MPOMUIISL.

Ha cnenyromem mare Mactep 3aaiiTe MOJIMTUKY CMEHBI TTapojieii. Beioepure “Ilapons renepupyercst
cucteMoit Zlogin” (03HauaeT UCIOJIb30BaTh

«CHWJIbHBIC» Tapos 14-3HauHOM AJIMHBI, TeHEepUpyeMble aBToMaTHdecku. Cucrema Zlogin npu nepBoit
MOTIBITKE BXOJIa B CUCTEMY 3alIPOCHUT MapoJib y MOJIb30BaTENs U, €CJIA Maposib OKAXKETCS IPaBUIIbHBIM,
MIPOU3BEJIET €TO CMEHY ).

[TocraBere praxok “CMEHUTH MMapOJIb MPU CO3AAHUH MPOGUiIs” — cpasy Mo 3aBEPIICHUU MacTepa BbIaun
AIIEKTPOHHOTO HJIeHTU(UKATOpa chucTeMa MPOU3BEAET FeHEepaIuIo aposis U cMeHy ero B jomene (NDS)
MeTonoM «cOpocay (reset password). Takum oOpa3zom, 3arrpoc maposisi y MoJIb30BaTeNs MTPHU TIEPBOM MOIBITKE
BXOJ1a TPOU3BOAUTHCA HE OYy/IEeT.

Ha nocneanem mare mactepa yoenquTech B IPaBUILHOCTH BbIOOpA YUETHBIX 3alUCEN U MOTUTUK CMEHbI
napoJiei, mocie yero Haxmute "['oroBo" (pu co3manum nepBoro 3amuiieHHoro PIN-kogom mpoduis
notpeOyercst BBecTr PIN- ko1 JaHHOTO 3JIEKTPOHHOTO WIEHTHU(DHUKATOPA).

3ananue 3. BXoa ¢ MOMOIIBIO AIEKTPOHHOTO HICHTU(UKATOPA.
[ToncoenuuuTe 3MeKTpoHHBIN HaeHTU(UKaTOop U BBeauTe PIN-Kko/1 B TOSIBUBIIIEMCST OKHE.

Haxxmute knonky OK. Zlogin npou3sBeneT ayTeHTH(HUKAITUIO TTOJIH30BATENIS C UCITOJIB30BAHUEM YUETHBIX
3anucei, HaXoAsIuxcs B mpoduie.

BriGepuTte cBoii npod ik i BXoJa B CUCTEMY.

3amanue 4. Bxoa B cUCTEMY € UCIIOIB30BAaHUEM MAPOJISL.

Bxumrouunte T1K npu 3arpy3ke cucTemMbl HOSBUTCS OKHO TPUBETCTBUSI. BBenuTe MMs y4yeTHOM 3aucH,
apob.

[Tocne ycranoBku Zlogin Knuenra pabodast ctaHiys KOHGUTYpUPYETCS TAKUM 00pa3oM, 4TO TIPH BXOJIE C
AIIEKTPOHHBIM HIEHTU(UKATOPOM U MOCIEAYIOUIEM €T0 OTCOSAMHEHUN TPOUCXOIUT OJIOKUPOBKA KOHCOJIH.
Pabouyto cranmmio Takke MOKHO 3a0JIOKMPOBATh CTAHIAPTHBIMU CITIOCOOAMHU.

J11s pa30IOKUPOBKH KOHCOJIH TOJIE30BATEII0 CIIEYeT MOAKIIOUYUTh IEKTPOHHBIN HISHTU(PUKATODP U
BBecTH PIN-koz.

3amanue 5. Mcnonb30BaHue JONOTHUTEIBHBIX OMOIHOTEK ayTeHTU()UKAIIUH.

Zlogin mpeaoCcTaBIsIeT BO3MOKHOCTD TTOJIKIIFOUATh JIOTIOJIHUTENbHBIE OnOIroTekn Bxona B ceth (GINA) 6e3
MCIIOJIb30BaHUS 3JIEKTPOHHOTO UaeHTH(HKaTopa. Hanmpumep, B UX KadecTBE MOTYT BbICTyIaTh CTaHAApTHAs

MSGINA u3 coctaBa MS Windows nmit NWGINA ot knuenra qist cereid Novell NetWare.

J1y1st HaCTPOWKH TaHHOK BO3MOXKHOCTH HakMuTe Alt + Z B okHe “Bac nmpuBeTcTByeT onepairoHHast
cucrema Windows”.

BriOpannas 6mbauoTeka 3arpy3uTcs mociie HaxxaTust KHOnkH “Bruidop”. Teneps, npu HaxaTHH KOMOWHAITUN
knapuin Ctrl+Alt+Del mosiButcst okHO BeIOpaHHOM OnbnuoTeku. Ecii Heo0XoaumMo Kaxaplid pa3 3arpyxarh
ompeeeHHY0 OMOIMOTeKy, HE00X0IMMO TIPEIBAPUTEIHLHO HAKATh KHOIIKY
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—Coxpanuts BbIOOpI.

Bonpocs! 1 mpakTudeckue 3a1aHusl.

1. Kakue ¢gynkiun Boimonsset moxyits GINA.DLL?

2. Kaxkoii anroput™m mudpoBaHus UCHIONB3yeTCs B cepTudukarax Zlogin?
3. Co3natb HOBBIHN NPO(UIH ¢ UCTIONB30BaHUEM YUeTHOM 3armucu NDS

4. YcTaHOBUTE MTEPUOMIHOCTH CMEHBI maposieid B Domain Security
Policy

Crincok nureparypsl.

1. PykoBomcTBO agmunucTparopa Zlogin

2. http://www.securit.ru/ - caiit pazpaborunka (Kommnanust SecurlT)
Jlabopatopnas pabora. Pabora ¢ yTHIHTONH aAMUHUCTPUPOBAHMS
ruToken

Teopetnueckas 4acThb

3ananue 1. BeiOpars puaep ¢ noaxitoueHHbIM K Hemy ruToken
3aganue 2. YCTaHOBKA IpaB I0CTyIa AJIMUHUACTPATOPA.
3ananue 3. YcraHoBka npas noctyna Ilons3zoBarens.

3ananue 4. Pazonokuposanue PIN-koma ITons3oBarers.

3ananue 5. Cmena PIN-koxa.

3ananue 6. MsMenenue cuMBOJIbHOrO uMeHu ruToken

3amanue 7. Mannmanusanus namsatu ruToken

3ananue 8. [Tomyyenue napopmanmu o mporpamme u o ruToken
Bompock! u mpakTU4ecKue 3aaHus.

Cnucoxk nureparypbl

Teopernueckas 4acTh.

YTunura aAMHUHUCTPUPOBAHHS MTPEIHA3HAYCHA, B IEPBYIO OYEPE/Ib, IS UCTIOIb30BaAHHS
aIMUHUCTPATOPaMH CUCTEM 0€30TacHOCTH WJIA, HHAYe TOBOPS, oduriepamMmu 0€30MacHOCTH.

Y1unura agMUHUCTPUPOBAHUS MMO3BOJISIET BBITIOIHATD CIEIYIOIINE ONEPALNU:

[Tonmydenue nHpOpMAIIH O TOAKIIOYEHHBIX ToKeHaX Pasonokuposanue PIN-kona [Tons3oBarens
VYcranoBka HOBbIX PIN-konoB I[lonb3oBarens u Aamunuctparopa M3mMeHeHre CUMBOJIBHOTO UMEHN TOKEHA
Wnaunuanu3anys maMsaTH TOKCHa

Jly1s Toro 4TOOBI HaYaTh PaboTy C YTHIIUTOW aIMUHUCTPUPOBAHNS, HYXKHO 3aITyCTHTh MPUIIOKEHUE
rtAdmin.exe.

3ananue 1. BeiOpars puaep ¢ noakiIoueHHbIM K Hemy ruToken.

[Tepen 3amyckom rtAdmin.exe yoenurech B TOM, YTO B CHCTEME yCTaHOBIIEH npaiiBep ruToken. Ecnu Token
HE TIOJIKJIFOUEH, TIOJICOeIMHNTE eT0 K cBobomHomy USB-mopry.

Br16op puzepa ocymiecTBiseTcs U3 BBINAAAIOIIETO CHHICKa, COIEpKallero MMeHa puaepoB. Puaepsl, k
KOTOPBIM TOJIKJIFOYEHBI TOKEHBI, OTMEUEHBI B CIIMCKE MUKTOTpamMMoii. [t BbIOOpa puiepa HaKMUTE Ha
COOTBETCTBYIOLIUI 37IEMEHT CITUCKA.

3ananue 2. YcTaHOBKa IIpaB 10CTyIIa AJMUHHUCTpATOpa.

J11s1 BBITIOTHEHUS oTiepalinii pa30I0KupoBaHus TOKeHa, n3MeHeHus: PIN- kofa u nHUIIManu3anuy naMsaT
HY>KHO UMETh IIpaBa JocTyna AJIMUHUCTparopa. J[jis ycTaHOBKHM IpaB qocTyna AJIMUHUCTpaTopa
BhITIONTHsIETCS onepanus Login. [Tocne HaxkaTus B TIIaBHOM OKHE YTHJIMTHI Ha KHOTIKY [Login] Ha skpaHe
otoOpaxkaercs nuanor st BBona PIN-kona.

B nuanore tpeOyercs BbIOpaTh ypoBEHb MPaB JOCTYIA U3 Pa3BEPTHIBAIOIIETOCS CITUCKA (10 YMOIYaHHUIO -
AJIMUHHUCTPATOP) ¥ BBECTH

cootBercTBytommid PIN-kox - 87654321. HaGupaemsiii PIN-kox oroOpakaercs B Buie CHMBOJIOB '*'. Beero
MOXeET OBITh MpeanpuHATO 10 15 momeiTok BBoAa PIN- koxa.
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Ecnu mabpan PIN-kox AAMHHUCTpATOpa, TO JOCTYIHBI I BBIOJIIHEHHS Bce onepanuu ¢ ruToken, kpome
WU3MEHEHUS €r0 CUMBOJIBHOI'O UMEHH.

3ananue 3. YcraHoBka npas noctyna Ilons3zoBarens.

[Tocne mpenbsaBienus mnpas goctyna [lonb30BaTens CTaHOBITCS JOCTYIMHBI TOJIBKO (YHKIIUN U3MEHEHUS
PIN-kona I[lonb30oBaresns U CMMBOJIBLHOIO UMEHU TOKeHa. /{151 ycTaHOBKHU npaB aoctymna [lonb3oBarens
BhITIONTHsIETCS onepanus Login. [Tocne HaxkaTus B TIIaBHOM OKHE YTHIJIMTHI Ha KHOTIKY [Login] Ha skpaHe
otoOpaxkaercs nuanor st BBona PIN-kona.

B nuanore tpeOyercs BbIOpaTh ypoBeHb IpaB focTyna [loiap3oBaress U3 pa3BepThIBAIOIIETOCS CIIUCKA U

BBecTH cooTBeTcTBYIomU PIN-kom - 12345678, Habupaemsrii PIN-ko oTroOpakaeTcs B BUae CUMBOJIOB '*'.

Bcero moxeT Ob1Th ipennpuuaTo a0 15 monsitok BBoga PIN-koza.

Ecam nabpan PIN-kon [Tonb3oBarensi, TO HEOCTYIIHBI onepanuu pazonokupoBanust PIN-koma
[Tonp30BaTens U MHULIMATU3ALUN TaMSITH TOKEHA.

[Tocne 3aBepiieHus onepanuii ¢ TOKEHOM CJIeIyeT BBIIOIHUTH cOpoc TeKymux npas goctyna (Logout), ms
Yero Hy>KHO Ha)KaTh Ha COOTBETCTBYIOLIYIO KHOMKY. Ecniu Logout He BBINOTHEH, 110 3aBEPILIEHUU paOOTHI
YTHINTHI TEKYIIUMH OCTAIOTCSl HA3HAUEHHBIE MTpaBa TOCTYyIa.

3ananue 4. Pazonokuposanue PIN-kona [Tons3oBarerns.

PazonmoxupoBanue PIN-kona [Toms3oBarens ruToken BBITTONHSIETCS B TE€X CIydasiX, KOTIa OH ObLT
3a0JI0KUPOBAH MMOCIIE OMPEAETICHHOTO YUCIIa MOCIeI0BaTeIbHBIX HEYauHbIX MONBITOK BBOAA. J[J1s ero
Ppa30I0KUPOBAHMS HY)KHO Ha)KaTh HA KHOMKY [JIeYnTh| B T7TaBHOM OKHE YTHUJIUTHI.

[Tpu BEIMOTHEHUH ATOH OMepaIy CUETUYUK MOIBITOK 10CcTyna K cooTBeTcTBytomemMmy GCHV-00bexTy
BOCCTaHABJIMBAETCS B CBOE UCXOAHOE 3HAUEHUE, 33JaHHOE NPU MHUIMAJIN3ALUN TOKEHA.

J1J1s1 BEIIOJTHEHHMSI 3TOM OTepaliii HEOOXOAUMO, YTOOBI TEKYIIIMMHU OBLITH MpaBa A0CTyMma A IMUHHCTpATOPA.
3amanue 5. Cmena PIN-kona.

[To ymomuanuto qyst PIN-koga [Tonb3oBarens u PIN-koga AIMUHUCTpATOpa YCTAHOBJICHBI 3HAYEHUS
'12345678' n '87654321' cOOTBETCTBEHHO.

[Tpu pabote ¢ ruToken 3nauenust PIN-koma mo ymomganuio HEOOXOAMMO U3MEHUTh Ha COOCTBEHHBIC B
Heisix odecreueHus Oe30MacHOCTH.

YcranoBka HOBBIX 3HaUYeHMI PIN-k0m0B mpousBoanTcs nocie Haxarusi Ha KHonky [PIN-koxa]| B maBHOM
OKHE yTHJIUTHI.

Ecnu crosT mpaBa noctyna AIMUHUCTPATOpPa, TO JOCTYIHBI BCe Ipymnibl ycTaHOBKH PIN-komoB.

Ecnu crosT mpaBa noctyna [lons3oBarens, To JOCTyHA TOJIbKO rpynna ycraHoBKU PIN-koga
[Tonb3oBarens.

VYcranoska PIN-kona [Tonb3oBaresns u AAMUHHACTpATOpa TPOU3BOAUTCS MO OTACIBHOCTH. [[151 yCTaHOBKHU
KQKJIOTO M3 HUX HEOOXOMMO Ha)KaTh KHOMKY | YCTaHOBUTH| B COOTBETCTBYIOIIEH Tpymie. MakcuMasbHast
niuHa PIN-koga — 16 cuMBOJIOB, pETUCTP YUUTHIBAETCS.

Jiis cmensr PIN-koga A iMuHUCTpaTOpa HEOOXOIUMO, YTOOBI TEKYIIMMHU OBUTH MpaBa I0CTYIIa
AnMHHHCTpATOpA.

Bianenen Tokena, koropoMy paspemieHo MeHATs PIN-kon [Tonb3oBarens, onpenensercs MOJIUTUKON CMEHBI
PIN-kona Ilonb3o0Bares, onpenensieMon Ipy MHULUAIU3ALNUN [TaMATH TOKEHA.

3amanue 6. 3smenenne cuMBoiabHOTO uMenu ruToken.

CuMBOJIBHOE UMS TOKEHA CITYKUT JJIs1 00Jer4eHus ero uaeHTudukanuu. J{ius n3MeHeH!s] CUMBOJIBHOTO
MMEHU TOKeHa TpeOyroTcs mpasa qocryna [lonb3osaresns. [locie ycTaHOBKHM TEKyIIMX MPaB OCTyIa U
HakaTus Ha KHOMKY [MMs] mosiBUTCS AMAIIOT, B KOTOPOM CIIEAyeT YKa3aTh HOBOE MM TOKEHa.

MaxkcumalipbHast JUIMHA CUMBOJIBHOIO UMEHU TOKEHA - 255 OailT.
JloTyCTUMBIMU SIBIITFOTCST BCE OTOOpa)kaeMble CHMBOJIBI, PETUCTP YUUTHIBACTCS.
3amanue 7. Manimanusanus namsatu ruToken.
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Wunnuanu3anys namMsaTi IpeaHa3HaueHa B OCHOBHOM JUISL TOTO, YTOOBI yAATUTh COACPKUMOE TaMsITH
TOKEHA — HAIlpUMeEp, IIPU IIepejaue Apyromy Biaaaeinbity. [locie BEIIOTHEHNS] HHULMAIU3AUHU B TAMSITH
TOKEHA COZIEPKUTCSI TOJBKO JIEPEBO MPEIONPEICICHHBIX MANIOK CO CIIy>)KeOHBIMH (haiiimaMu, a Takxe
GCHV-o06nexTs! ¢ PIN-kogamu [Tonbs3oBatens 1 A IMHHUACTPATOPA.

Jliid 3arycka MTHUIMAIM3alii HY)KHO HaXaTb Ha KHONKY [Dopmar].

[Tocne naxxarust Ha KHOMKY [ITyCK] BBIBOIUTCS IPEAYNPEKIACHUE O TOM, YTO 3aIPENIAETCS MPOU3BOAUTH
nHUNManu3amuio namsata ruToken B BUpTyanbHbIX MamuHax Tuna VMware. [locnie moarBepxaeHus
3aIyCcKaeTcs MpepbiBaTh

KOTOPBIN Hemb34. JIJ1s BBIMOIHEHNS 3TON onepauy He0OX0IMMO, YTOOBI TEKYIIMMHU OBUIH IpaBa JI0CTyIIa
AJIMUHUCTpATOpA.

Ecnm npu maketHoM hopmarupoBanuu B mosie «ABTo-Login ¢ PIN-komom:» BBenen HeBepHbiii PIN-koz
AJMUHHCTpATOpA, TO TIPH TOJACOCTUHEHHUH CIISAYIOIIET0 TOKeHa OyneT mpeniokeHo Hadbpath PIN-koz emre
pa3 " MOATBEPUTH €r0 UCIIOJIb30BaHHE.

Ecnu maketHOE (hopMaTHpOBaHKE HE UCIONB3YETCS, TO MPU MPUCOSANHEHIH HOBOTO TOKEHA KaXK/bIH pa3
Oyner 3anpammuBarbess PIN-kog AMuHHCTpaTOpa

3ananue 8. [lonydyenue nndopmarmu o mporpamme u o ruToken.
Jlnst monmyuenus nHGoOpMaIMy 0 TOKeHE HY)KHO Ha)kaTh Ha KHOTIKY [CBOMCTBa| B TJITaBHOM OKHE YTHUJIUTHI.

B Hem otobpaxaeTcs cienyromas nHpopMaIus:

CumBonbHOE uMs TokeHa (Mmst)

Tun Tokena (Twum), BKiIrodast 00 B kujtobaiTax

ID tokena B Buje mectHaauatupuyaHoro uncia (ID) Bepcus ruToken (Bepcus)

Howmep npotokona oomena ¢ apaitBepom ruToken (ITpoTtokoi)

Homep muxponporpammsl, npoiuToid B TokeH (Mukponporpamma) Homep 3akaza (3aka3)
JlocTymHast mamsTh ToOkeHa B 6aittax (CBoOOIHAS TaMSITh)

KHomnka [>] B I7TaBHOM OKHE YTHJIUTHI IIO3BOJISICT BHIOMPATH S3bIK (AHIIMHCKUH / pyCCKUil), BBI3BIBATh (haiin
CIPaBKH, a TAKXKE BHIBOAUTH HH(POPMAIHIO O IIPOTrpPaMMe.

[Tocne Be1O6Opa myHKTa «O MpOrpaMMe» MOSBISIETCSI OKHO, B KOTOPOM TOKa3bIBAETCSI BEPCHSI YTHIIUTHI
rtAdmin.exe, a Takxe circok momyiei [10

ruToken (mpatiBepsi, npoBaiiaepsl, Oudnroreka PKCS#11, 6ubnamoreka siapa u T.10.), yCTAHOBJICHHBIX B
cucTeme:

Bompoch! 1 npakTuueckue 3aaaHus.
. Jlnis 9ero nmpeaHa3Hau€Ha yTUIUTA aIMUHUCTPUPOBAHUA?
. HaznaubTe xommuecTBo punepos ruToken - 4.
. B uem otnnume npas noctyna AgMuHKMCTpaTopa oT npas poctyna [Tonp3oBarensa?
. Cmenute PIN-koz ITonms3oBarens Ha polsovat.

1
2
3
4
5. Moxuo nu pa3onokupoBarh PIN-kox ITonb3oBarens ¢ mpaBamu qoctyna [lonp3oBarens?
6. 3abmokupyiite PIN-kon [Tonb3oBatens u pa30noKupynTe ero.

7. U3menuTe cuMBOJIBHOE MMl TokeHa Ha ruTokenl.

8

. Kak moxxHo mpocmotpets criucok moayieit I[10 ruToken (mpaiiBepsl, mpoBaiinepsl, OnOIMoTeKa
PKCS#11, 6ubnuoreka siapa u T.11.), yCTAHOBJIICHHBIX B CUCTEME?

9. BrimonauTE COpOC TEKYIIMX MPaB JOCTYIIA.
Crnincok nureparypsl.

1. www.rutoken.ru - ouimanbHelii caiiT pa3padboTunka

2. PyxoBonctBo Ilonb3oBarens ruToken

JlaGoparopnas pabota. Pabora ¢ pexakropom namsaru ruToken
Teopernueckas 4acTh
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3ananue 1. M3ydenue rmaBaoro okxa rtEditor.
3aganue 2. YCTaHOBKA IpaB JI0CTyIa AJIMUHUCTPATOPA.
3ananue 3. YcraHoBka npas noctyna Ilons3zoBarens.
3amanue 4. Cmena PIN-kona I[lons3oBarens.
3ananue 5. Coznanue daiina B ruToken
3ananue 6. Co3manue nanku B ruToken
3ananue 7. Coznanne GOST-o0bexToB (Kimtoueit mmdposanus [OCT).
3ananue 8. Coznanue SE-00beKTOB (OKpY)EHUIN O€30TTaCHOCTH).
3anmanue 9. [IpocMoTp U penakTupoBanue (Gaityios.
3amanue 10. 3amudposanue u pacmudposanue qanubix mo 'OCT 28147-89
Bompock! u mpakTU4ecKue 3aaHus.
Cnucoxk nureparypbl
Teopernueckas 4acTh.

Yrumuty rtEditor MoryT ncnonb3oBarh kak AgMUHHCTpATOp, Tak U [Tonb3oBarens ruToken. Ona mo3Bosser
MIPOCMAaTPUBATh COACPKUMOE NMaMATH TOKEHA, CO3/1aBaTh U PEIaKTUPOBATh OOBEKTHI (PailIoBOM CUCTEMBI,
OTIpeNIeTIATh UX CBOMCTBA, CO3/1aBaTh CUMBOJIBHOE MMS TOKEHA, IPOM3BOIUTE MHU(POBaHUE JaHHBIX 110
anroput™my ['OCT 28147-89, BBINOIHATE APYrue CEPBUCHBIE JEHCTBUSI.

3amanue 1. M3yuyenue rimaBHoro okHa rtEditor.
Jlnist Toro 4ToObI HauaTh PadoTy C PEIaKTOPOM MaMATH TOKEHa, Hy>KHO 3aIyCTUTh npuiioxkenue rtEditor.exe.

ITepen 3anmyckom rtEditor.exe yoeauTech B TOM, 4TO B CHCTEME YCTaHOBJIEH apaiiBep ruToken u, mo kpaiinein
Mepe, OIMH TOKEeH MOKITIOYCH K OJJTHOMY U3

noctynHbix moproB USB. TogkimroueHrne MOKHO OyJeT BBITTOTHUTH TAKXKE MOCIIE 3aITyCKa YTUIIHUTEHIL.
[Ipu ycrenmHOM 3arrycke penakTopa mosBUTCS TaBHoe okHoO rtEditor.

B rmaBHOM OKHE 0TOOpaKalTCs CISTYIONINE AIEMEHTHI yIpaBiIeHus: MeHIo

[Tanens uHCTpyMEHTOB OKHO MTPOCMOTpa

[Tanens cocTostHusA

OKHO TpoCMOTpa pa3eieHo Ha JBa ¢peiima:

B neBom (peiime oToOpaxkaeTcs CHUCOK JOCTYIHBIX TOKEHOB U CTPYKTYpa MaIroK KaKJ0ro U3 HUX.
Kaxp1ii 10CcTyHBINA TOKEH 0003HaYaeTcs B CIMCKE MUKTOTPAMMOH, CHMBOJIBHBIM UMEHEM (€CJIH OHO
OTCYTCTBYET, TOKEH MapKUpPYyeTCs KaK ) U UMeHeM puzaepa. CTpyKTypa Mmarnok oro0pa)xkaeTcs B BUJIE AepeBa

B npaBom (peiimMe oToOpaxkaercst ConepKuMoe TeKyIIeH Manku: BIOKEHHbIE TaKU, (aiIbl 1 00bEKTHI
TaHHBIX ¢ yKa3zaHueM ID, Tuma u pazmepa oObekTa GailioBoil CUCTEMBI.

B nanenu coctosiHus oroOpaxkaercs cienyromias nHpopmanus: Tekymue npasa gocrymna: [ocTb,
[Tonw3oBarens, Aqmunuctparop ID Tokena B 16-nom popmare (ID (hex))

JlocTynHbIi 00beM MaMsTH TokeHa B Oaiitax (CBoOOIHO OaiiT)

Crucok JOCTYMHBIX TOKEHOB 0TOOpakaeTcs B JieBoM (peiime okHa mpocMoTpa. [l y TaHOBKH TEKYILEro
TOKEHA HY>KHO BBIOPATh €T0 B CIUCKE U IIEJIKHYTh JIEBOM KHOIKOM MBIIIN HA €T0 UMEHHU.

3aganue 2. YCTaHOBKA IpaB I0CTyIa AJIMUHUCTPATOPA.

[Tocne BBIOOpA TEKYIETO TOKEHA TEKYIIME MTPaBa JOCTYIA YCTAHOBJIECHBI B HeM Ha ypoBHE «[ocTb». Jlns
BBITOJIHEHHSI OTIepaIvii ¥ T0CTyNa K (hainaM 1 o0bekTaM, TpedyromumM npas poctyna [lons3zoBarens wim
AJMHHHCTPATOPA, HY’>KHO BBITIOJHUTH ayTEHTH(HUKALUIO BIIaJeNbI[a TOKEHA C COOTBETCTBYIOIIUMHU
npaBaMu. i1 3TOro CIIy>KUT KoMaHaa MeHto JleficTBusi|Login Ui KHOIIKA B MTAHEIM HHCTPYMEHTOB.

B nuanore TpeOyeTcst BBIOpaTh YpOBEHb MpaB IOCTYIA U3 Pa3BEPTHIBAIOIIETOCS CIHUCKA (110 YMOTYAHHIO -
AnmuHHCTpaTOp) U BBeCTH cooTBeTcTBYIomM PIN-kox - 87654321. HaGupaewmsiit PIN-kox oroOpakaercs
B BUJIE CUMBOJIOB "*'. Bcero MoxeT ObITh peanpuHATO 10 15 monbitok BBoaa PIN- koxa.



I[To ncuepnanuu yrcna nonsITok goctyna PIN-kox Axmunuctparopa Onokupyercs 6€3 BO3MOXKHOCTH €ro
Pa30JI0KUPOBAHUS U CTAHOBUTCSI HEBO3MOXKHBIM BBITIOJIHATH JIIOOBIE IEHCTBHSA, TpeOyrolue npas
AnMHHHCTpATOpA.

Taxkoil TOKeH MOANIEKUT BO3BPATY MOCTABIIUKY /7 BOCCTAHOBJICHHSI €T0 TTOTHOM paboTocrnocoOHOCTH (B
MpoIecce BOCCTAHOBIICHUS TOKEHA BCE IaHHBIC HA HEM OYIyT YHUUYTOXKEHBI).

3ananue 3. YcraHoBka npas noctyna Ilons3zoBarens.

J11s1 BBITIOTHEHUS OTIEpalvid U TOCTYTA K ¢aiiaam u o0bekTaM, TpeOyronum mpas goctyna [lonb3oBarens
CITyXUT KoMaH/1a MeHto JleticTBusi|Login nim KHOMKA B MMaHEIW HHCTPYMEHTOB.

B nuanore tpeOyercs BbIOpaTh ypoBeHb IpaB focTyna [loiap3oBaress U3 pa3BepThIBAIOIIETOCS CIIUCKA U

BBecTH cooTBeTcTBYIOomU PIN-kom - 12345678, Habupaemsrii PIN-ko oTroOpakaeTcs B BUI€ CUMBOJIOB '*'.

Bcero moxeT Ob1Th ipeanpuHaTo a0 15 monsitok BBoga PIN-kona. 1o ncuepmanum yncia mombITOK
noctymna PIN-kon [Tonp3oBarens OIIOKHpPYETCss M1 MOXKET OBITh Pa30JIOKMPOBAH TOJIBKO AIMHHHCTPATOPOM
IIPY TOMOUIY YTHJIUTHI aIMUHUCTPUPOBAaHUS ToKeHa rtAdmin.

[Tocne 3aBepuieHus onepanuii ¢ TOKEHOM CJIEIyeT BBIMOIHUTH cOpoc TeKymux npas goctyna (Logout), ms
4yero Hy»KHO Hakatb Ha JletictBue/Logout. Eciin Logout He BBITIONHEH, 10 3aBEpPIIICHUN PaOOThl yTHIIUTHI
TEKYIIMMH OCTAIOTCSl Ha3HAUEHHBIE MTpaBa JOCTYyIa.

3aganue 4. Cmena PIN-koga ITonb3oBarens.

PIN-kox ITons30BaTesis MOKET OBITH M3MEHEH, €CJIM TO ITO3BOJISIET NOJIUTHKA cMeHbI PIN-ko10B,
ompe/eieHHas Ha dTare HHUIMAIU3aIlid TOKeHA.

s cmensl PIN-kona [Tons30Barenst CryKUT OMHOMMEHHAs] KOMaHAa MEHIO WJIM KHOIIKA B MMAHEIN
WHCTPYMEHTOB

B nuanore nyxHo BBecTr HOBbIM PIN-ko1 1 moaTBepAuTSH €ro. [Ipu ycremHoM BhIMOTHEHUH ONepaliuu
MOSIBUTCSI COOTBETCTBYIOIIEE COOOIECHHE, B MPOTUBHOM cliydae OyieT Bo3BpaiieHa ommoka «IIpaBa
JOCTYTIa HEYJOBJICTBOPUTEIHHBI JIsl BHITIOJTHEHUST KOMAH B,

3ananue 5. Coznanue daiina B ruToken.

daiinel MOTYT OBITH co3aHbl Kak B KopHeBoit manke (Master File, MF), Tak u B qpyrux mankax. Jljis
co3aHus HOBOTO (paityia Hy>KHO c/ieaTh TeKyIel mamnky, B KOTOpOi OH OyzeT co3faH. 3aTeM, Tociie
BbIOOpa koMaH 161 MeHI0 Daiin|Co3mars|daiin (b0 aHATOTHYHOM KOMaHAbl KOHTEKCTHOTO MEHIO MITH
KHOINIKU B MAHEJIM HHCTPYMEHTOB), MOSIBUTCS AUAJIOT co3/anus ¢aiina.

Jnst coznanus ¢aitnos TpeOyroTcs mpaBa J0CTYIa, OlpeaesieHHbIe aTpudyTom 6e3onacHoct 'Co3narhb
¢aiin' Toit manku, B KOTOpoi Oy/eT co3aaBaThCsl HOBBIN (aii.

B sToM nuanore HeoOX0AMMO BBECTH UMsI CO3/1aBaeMoro (aiina, ero pasmep, yCTaHOBHTb €0 TUII U
arpuOyThl 6€30MaCHOCTH.

ID (upenTuduxarop Qaiina, UCIIOIB3yeMbIi B KaUe€CTBE €0 UIMEHH) - IByX0alTOBOE UHCIOBOE 3HAYEHUE,
BBOJIMMOE BBHUJIEC IECTHAAIATUPUIHOTO YHCTIA.

Pa3smep (0aiiT) - pasmep daitna. YkazpiBaeTcs B 0aliTaXx U HE MOXKET OBITh U3MEHEH B JIalIbHEHIIICM.

Tun - Tun ¢aiina. Beroupaercsi B COOTBETCTBUH C MPEyCTAaHOBICHHBIMU HAOOpaMu aTpruOyTOB
0€301MacHOCTH.

1

Jlnst ynanenus (aiina TpeOyroTes mpaBa JOCTYyIIa, ONpeeICHHbBIC aTpHOyTOM 0€301acHOCTH "YIaauTh hani
nanHoro ¢aina. Ecou nis onepanuu Yoanuts (Delete file) ycranosnen arpuOyt 'Huxoraa', gaitn He MoxkeT
ObITh yaaneH HU [lonb3oBareneM, HU A JMHHHACTPATOPOM - €T0 yIaJeHUE BO3MOXKHO TOJIBKO MPH
WHUIHATH3AIHA TOKEHA.

YroOsl ynanuth (hailsn, Hy)KHO CIeNIaTh €ro TeKYIUM, a 3aTeM BbIOpaTh KoMaHay MeHto Paiin|Ynanuts
(6O aHATOTHYHYIO KOMaHIy KOHTEKCTHOTO MEHIO WM KHOIIKY B ITAHETTM HHCTPYMEHTOB).

3amanue 6. Co3ganue nanku B ruToken.

[Tariku MoryT OBITH CO31aHBI Kak B KopHEBOI Marke, Tak ¥ B IPYryux namnkax. /(s co3manus HOBOM Marku
HeoO0X0IMMO cZieNaTh TeKYIIeH Manky, B KOTOpoil oHa OyAeT co3aaHa. 3aTeM, 1Mocje BblI0opa KOMaH Ibl MEHIO
®aiin|Coznats|[lanky (MO0 aHATOTHYHOM KOMaHABl KOHTEKCTHOTO MEHIO MJIM KHOTIKU B ITAHEIN
MHCTPYMEHTOB), MOSIBUTCS AUAJIOT CO3/IaHUs TalKH.
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Jlnst coznanus manku TpeOyIoTCs Ipasa JOCTyIa, OonpeaeaeHHble aTpudyToM 6e3onacHocty 'Co3aare daitn'
TOM TarNKH, B KOTOPOil OyJeT co31aBarbcsi HOBAsI.

B sToM nuanore HeoOXOAMMO BBECTH UMsI CO3/1aBa€MOM TAIKH, YCTAHOBUTH €€ THIT U aTpHOyThI
0€301acHOCTH.

ID (upenTH(UKATOp MANKH, UCTIOIB3YIOLINICS B KAaUECTBE €€ MMEHHU) — IByX0aiTOBOE UHCIOBOE 3HAUYCHUE,
BBOJIMMOE B BUJIE IIECTHAALIATUPUYHOTO YHUCIIA.

Tun — Tun nanku. BeiOupaercst B COOTBETCTBUU C MPEIyCTaHOBICHHBIMUA HaOopaMu aTpruOyToOB
0€301acHOCTH.

Jlist ynaneHus nanku TpeOyroTcs paBa I0CTyma, OnpeneleHHbIe aTpuOyToM 0€3011acHOCTH 'YIaluTh' ATOM
nanku. Ecnu ycranosnen atpulyt 'Hukorna', manka He MokeT ObITh yaaneHa Hu [loap3oBaTenem, HA
AJMUHHUCTPATOPOM — €€ y/iaJeHHe BO3MOKHO TOJIBKO NMPU MHUIIMATU3ALUU TTaMsITH TOKeHa.

YroObl yIamuTh Marnky, Hy>)KHO CAEJaTh ee TeKyIIeH, a 3aTeM BrIOpaTh koMaHay MeHio Daiin|Yaanuts (1ubo
aQHAJIOTMYHYI0 KOMaH/ly KOHTEKCTHOI'O MEHIO WJIM KHOIIKY B ITAHEIU UHCTPYMEHTOB).

3ananue 7. Coznanne GOST-o0bexToB (Kmtoueit mmdposanus [OCT).

Kiroun mmudposanus mo 'OCT 28147-89 moryT coznaBathes B manke 1mo ymoadanuio (3F00\0000\0001V),
1100 B TEKyIIeH mamnke. MecTornonoxxeHne 00beKTa TaHHBIX OTPEIeIsIeTCsl 3HAaUCHHEM CTapIiero Oura ero
ID. Eciu crapmmii 6ut ID comepxut 0, 00beKT OyZIeT CO3/1aH B MANKe M0 YMOTYaHUIO, eclii | — B TeKyIei
nanke. Eciu mpeamnonaraercs, 9To 00beKT JaHHBIX OyJeT CO3/1aH HEe B TAIKe 110 YMOJTYaHUI0, HY>KHO
ClIeNaTh IMarky, B KOTOpOi oH OyZeT co3/1aH, TeKyei. 3areM, BHE 3aBUCHMOCTH OT MPEIIIOIaraeMoro
MECTOIIOJIOKECHHSI 00BbEKTa, HY)KHO BhIOpaTh KoMaH 1y MeHi0 Daiin|Cosnats|Kirou (b0 aHaIOTHIHON
KOMaH]Ty KOHTEKCTHOTO MEHIO MJTH KHOIIKY B TIAHEIH WHCTPYMEHTOB). [Tociie 3Toro mosiBUTCS quaior
CO3JIaHMS KITFOUa.

Jlst co3manusi 0ObEKTOB JTAHHBIX TPEOYIOTCS MpaBa I0CTyTa, ONpeIesIeHHbIE aTpu0yTOM 0€30MMacHOCTH
'Co3nath 0OBEKT' TOM IMAINKH, B KOTOPOH OYJET CO3/1aBaThCsl OOBEKT JaHHBIX.

B sToM nuanore HeoOXOAMMO BBECTH MIEHTH(PHUKATOP CO3/1aBAEMOT0 O0BEKTA, YCTAHOBHUTH CIIOCO0
NOJTy4eHHUs Kiroya mudposanus (OyIeT 1 OH CTeHEPUPOBAH CAMUM TOKEHOM MJIM UMIOPTUPOBAH B TOKEH
u3 ¢aiina), ycTaHOBUTH TpeOyeMble CBOMCTBA KIIt0Ua, (yiaru U arpudyTsl 0€30MaCHOCTH.

ID - unentudukarop odbekra qanubixX. [Ipeacrasmser co6oit oqHOOAHTOBOE YUCITIOBOE 3HAYCHHE, BBOJUMOE
B BHJIC IIECTHAIIATUPHUYHOTO YHUCIIA.

Co3arh Kak - onpeiessieT METOJT CO3/IaHus: TeHepaIlHio KIF0ua TOKCHOM, JTH00 MMITOPT KITIoYa U3
BHEIIIHETO JTBOMYHOTO (haiina mmmHoM 32 Gaiita (256 6ur).

@rnaru onpenensioT, OyAeT JIM JOCTYITHA U1 YTSHUS [UIMHA KIIF0Ya WM OH OyIET 3aKPBITHIM OOBEKTOM.
Onuun 3axarot pexum mmdposans ['OCT, kotopslit OyneT ucnoiab3oBath qaHHbI GOST-00beKT: mpocTas
3aMeHa, FTaMMHPOBaHHE WK TAMMUPOBaHHUE C OOPATHOM CBA3BIO.

ATpulyThl 6€30MaCHOCTH Ha3HAYAIOT PA3IMYHBIM ONEPALUSAM C JAHHBIM 00BEKTOM, IPEABAPSIOIINE X
security-OpueHTHPOBAaHHBIEC ICHCTBHS, YCIIEIIHOE

BBIMTOJTHEHUE KOTOPBIX SBISIETCS] HEOOXOIMMBIM YCIIOBHEM BBITIOJTHEHHSI CAMO# OTIEPAIlH.
3ananue 8. Coznanne SE-00beKTOB (OKpYyKeHUI 0€30MacHOCTH).

OO0bexThI OKpy)KeHus 0ezonacHocTh (SE-00BekT) MoryT co3maBarbest B manke o ymomdanuto (3F00\0000Y),
6o B TeKylel namnke. MecTo nosjoxkeHne o0beKTa TaHHBIX, COAEPIKAILET0 OKpYyKeHHEe 0€30I1acHOCTH,
ompenensieTcs: 3HadeHueM crapirero o6uta ero ID. Ecnu crapmmii 6ut ID conepsxut 0, 00beKT OyIeT co3nan
B IAIKe M0 yMOJIYaHuIo, eciu 1 — B Tekymieil nanke. Ecnu npeanonaraercs, 4To 00bEKT JaHHBIX OyIeT
CO3J1aH HE B IAaIlKe M0 YMOJIYaHHUIO, HY>KHO CJIeJIaTh MarnkKy, B KOTOpOi OH OyJeT co3laH, TeKyIIen. 3arem,
BHE 3aBHCHMOCTH OT IPEIO0IaraéMoro MecTonoNI0KeHUs 00bEKTa, HY>KHO BRIOpaTh KOMaHy MEHIO
®aiin|Coznats|SE (1160 aHATOTHYHYIO KOMaH Ty KOHTEKCTHOTO MEHIO MJIM KHOTIKU B TIAHETH
nHCTpyMeHTOB). [Tocie aToro mosiBUTCS Auanor co3mnanus SE-o0bekTa.

B sToM nuanore HeoOXOAMMO BBECTH UACHTH(PHUKATOP CO3/1aBAEMOT0 00BEKTA, 331aTh 3HAUYCHHSI TPeOyeMbIM
KOMIIOHEHTaM OKpPY>KEHHsI 0€3011acCHOCTH, YCTAHOBUTD (h1ar U arpuOyThl 6€30MaCHOCTH.
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ID - unentuduratop 00bEKTa JaHHBIX: OAHOOAWTOBOE YMCIOBOE 3HAYCHUE, BBOAUMOE B BUJIE
HIECTHAALATUPUIHOTO YHCIIA.

@rnaru — onpeAeNsoT ypoBeHb OTKpeITocTH SE-00bekTa. Ecnu ycranoBneH ¢aar '3akpbIThIi', TO HU JAJIHHA,
HU COJIEPKUMOE 00beKTa He OyAyT TOCTYIHBI U YTeHUsS. YCTaHOBIEHHBIH (rar 'OTkpeiTas amuHa'
O3HAYaeT, YTO JJIsl YTeHUs OyAeT JOCTyITHA TOJIbKO MH(OpMAIHS O JUIMHE Teja, HO HE CaMO TeJIO OOBEKTa.
VYeranoBka (mara 'OTKpBITBHIN' 1€1aeT TOCTYIHBIM JUIS YTEHUS U JUIMHY TeJla, U CaMo Tello 00beKTa.

Kommonents! — conepkar ID 00beKTOB JaHHBIX, KOTOPBIE OYyJIET HCIIOIb30BAHBI TOKEHOM ISl BBITIOTHEHHUS
security-opueHTHPOBAHHBIX ONIEPaIliii TIOCIIE TOT0, KaK OKpykeHue Oe3onacHocTu u3 3toro SE-o0bekra
OyZeT 3arpy»XeHO Kak TeKyIIee.

Komno HeHTHI 3Haue

Hue KommenTapuii

A-

komnonenta ID GCHV-

oowekra ID o6bekTa, ncrnonbp3yemoro st ayTeHTuuKanui. KoMmoHeHTe MOTyT OBITh TPHCBOCHBI
3nHauenus 0x01 (Aamunuctparop) u 0x02 (ITonb3oBarens).

C-

komnonenta ID GOST-

oowekra ID o6bekTa, ncronb3dyemoro st mudpoBanus qanubix mo 'OCT 28147-89

H-

komnoHeHnrta ID GOST-

obbekra ID o0bekTa, HCIOIB3yeMOro /ISl XeIUPOBAHUS JAHHBIX (BBIpaOOTKH UMUTOBCTaBKU 110 'OCT
28147-89)

Tabmuna 1. Kommonents! co3ganus SE-00bekTOB

AtpubyThl 6e3omacHocTH (Security attributes) Ha3HAUAIOT Pa3IMYHBIM ONEPALUSAM C JAHHBIM 00BEKTOM,
IpeBapsIONINE UX SeCurity-OpueHTUPOBAHHBIE ICHCTBHS, YCIICIIHOE BHIMOJIHEHHE KOTOPBIX SBISAETCA
HEOOXOIMMBIM YCJIOBUEM CAMOM OTeparyy.

3ananue 9. [IpocMOTp U penakTUpoBaHUE PaiiyioB.

Jlst urenus aitna TpedyroTCs mpaBa IOCTyMa, ONpeneaeHHbIe aTpuOyToM Oe3omacHocTu 'Unutare', s
3aIKiCH OTPEIAKTUPOBAHHOTO (haiiyia — rmpaBa JOCTYyIIa, OTPECICHHBIC aTPHUOyTOM 0€30TaCHOCTH
'O6HOBUTE' aHHOTO (aiina.

ITocne ycTaHOBKM COOTBETCTBYIOILIMX MPaB JOCTYyMA (hail MOXKHO OTKPBITh Il IPOCMOTPA U (UIIH)
pEeIaKTUPOBAHMS JTBOMHBIM IIEITUYKOM JIEBOM KHOIIKH MBIIIK Ha ero 1D, mn6o mpu moMomy KOMaH bl
[OTKpBITH | KOHTEKCTHOTO MEHIO.

[Tpu 3TOM OTKpPOETCS OKHO PEAaKTopa, KOTOPBIN MO3BOJISIET POCMATPUBATh U PEIaKTUPOBATh (ailsibl B
LIECTHAAUATUPUIHOM WJIM CUMBOJIBHOM PEKHME.

OTpenakTupoBaHHbIHN (haiiil MOKHO COXPaHUTH B MMAMATH TOKeHa KoMaH 101 Paiin|CoxpaHUTh WIH OCTaBUThH
HEU3MEHHBIM, 3aKpbIB OKHO PEIAKTOpPA M OTKA3aBILIUChH OT COXPAHEHUSI.

Komanna mento [IpaBka|3anomHUTh CUMBOJIOM. .. TIO3BOJISIET 3aIIOJIHUTH BBIICTICHHYIO 00JacTh (aiina
CHMBOJIOM C BBIOpAaHHBIM ILIECTHAIIATUPUYHBIM 3HaYeHUEM. /{11 BbIeneHust 00JacTy Haslo MepeMeCTUTh
0 HEll yKa3aTesb MBIIIH, YIepKUBasi Ha)KaToil ee yieByto kHONKY. Komana mento IIpaBka|Beiienuts Bce
UCTIONB3YeTCs JJIs1 BBIACIICHHS BCETO COIEPKUMOTo (aiia.

Komannp! [TpaBka|Komuposats u [IpaBka|BcTaBuTh MO3BOJISIOT CKOMTUPOBATH BBIJCICHHBINA (PparMeHT
(aiina B Oydep oOMeHa U BCTaBUTh coiepKuMoe Oydepa oOMeHa B TEKYITYIO TTO3UIIHI0 Kypcopa.

Komanma menro [IpaBka|VnanuTs 3amoiHseT BeIICICHHYIO 001acTh (aiiia mecTHaAIaTHPUIHBIM
3HaueHueM «0».

3amanue 10. 3amudposanue u pacmudposanue qanubeix mo 'OCT 28147-89.
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Jlnist BBITOTTHEHUS oniepanuit 3amudpoBanus u pacmudpoBanust qanabix o F'OCT 28147-89 tpebyrotcst
npaBa JI0CTyNa, onpeneneHHsie arpudyrom 6ezonacuoctu 'Mcnonb3oBars' GOST-00bekTa ¢ HY)KHBIM
KITIOUOM MIH(POBAHUSL.

Uto06s1 3ammdpoBarh JaHHBIE, HYKHO caenarh BRIOpaHHbI GOST-00hEKT TEKYIIMM U MPU TOMOIIN
KoMaH bl MeHto JleticTBus| 3ammdpoBars (JTO0 aHATOTHIHOM KOMaHAbl KOHTEKCTHOTO MEHIO MJIH KHOTIKH
B TIAaHEJT HHCTPYMEHTOB) HHUITUHPOBATH MPOLIEAYPY 3aITHPPOBAHHUS.

B nuanore yka3seiBaetcs (aiin ¢ ganHeIMu a7 3amupoBanus (Mcxonusiii ¢aiin), ums daiina, B KOTOpom
OynyT coxpaHeHbl 3ainppoBaHHbie JaHHbIE (COXPaHUTH KaK) U CIIOCO0 reHepalii CHHXPOMOCHUIKH.
[Tocnennsist MOXeT ObITh creHepupoBaHa TokeHOM (CreHepupoBaTh) UM BBECHA BPYUHYIO
(Ucnonb3oBars). Ecnu Be16panubiii GOST-00beKT peanusyer mudpoBaHe B

peXHUMe MPOCTO 3aMeHbl, rpyIna « CHHXPOIMOCHUTKa» Oy/leT HeIOCTYIHA, T.K. B 3TOM PEeKHUMe
HU(PPOBAHUS CHHXPOIIOCHIIKA HE UCIIONIb3YETCSl.

[Tocne Toro kak Bce HEOOXOAUMBIE MTapaMETPhl BBEJIEHBI, ITPOLECC 3alIN(pPOBAHUS 3aIlyCKaeTCsl HaXKaTueM
Ha kHomKy [Ok]. [To okoHyanuu mporecca 3anm@poBaHHbIC TaHHBIE TTOMEIIAIOTCS B YKa3aHHBIN (Hail;
€CJIM MIPUMEHSIICS PEKUM MIH(PPOBAHUS, UCIIONB3YIOLINI CHHXPOMOCHUIKY, OHa OyJeT 3amrcana B epBbie 8
OaiT daitna.

[Ipouenypa pacmmdpoBaHus BHITOIHAETCS aHAJTOTMYHBIM CITIOCOOOM KOMaHI0M MEHIO
HetictBusi|PacmudpoBars (1100 aHATOTMYHON KOMaH Ibl KOHTEKCTHOTO MEHIO MJIM KHOTIKU B TIaHETH
WHCTPYMEHTOB).

B kauecTBe mapaMeTpoB B AMaiore yKasblBaloTCs UMeHa (aiina ¢ 3ammnppoBaHHBIMHI JaHHBIMH
(BammppoBanublil (aiin) u daiina 1 coxpaHeHus pacin@poBaHHbIX JaHHBIX (COXpaHUTD Kak).

Ecnu BeiOpannsiit GOST-00beKT peanusyer mudpoBaHUe B PeKUME raMMUPOBAHUS UM TAMMUPOBAHUS C
00paTHOH CBA3BIO, B IEPBIX § OaiiTax 3amm@poBaHHOTO (ailyia J0KHA HAXOAUTHCS

cuHXponocklka. [1o okoHYaHuu nporecca pacmuppoBaHHbIC JaHHbIE TOMEIIAIOTCS B YKa3aHHBIN

(ails; CHHXpOTOCHITKA TePSIETCA.

Bompock! 1 mpakTU4ecKue 3aaHus.

1. Ins gero npeaHa3zHaveH pegakrop namstu ruToken?

2. Nonyuure nadopmarmio 06 00bekre (ailioBoif CUCTEMBI.
3. I3meHuTe CUMBOJIBHOE UMSI TOKEHA.

4. Co3paiite Ha paboueM crone Qaiin 1.txt u 3amudpyiire ero.
5. 'me moryT ObITh co3manbl SE-00bekThl 1 GOST-00beKTHI?

6. Co3maiire manky ¢ ID - 3003, Tunom - cnienuanabHas U aTpruOyToM 0€30MacHOCTH - A IMUHHUCTPATOP.
COpocbTe TekIue mpasa J0CTyIa, 3aTeM yAaJIuTe JaHHYIO0 TarkKy.

7. Co3maiite (aitn 11000T0 pa3mMepa U TUIIOM - OOIIIHIA.

8. Cmenure PIN-kon monb3oBaresns Ha 11223344,

9. Kakne 00beKTh MOYKHO CO3/1aBaTh B pefakTope namstu rtEditor?

Crnincok nureparypsl.

1. www.rutoken.ru - oduIIManbHBIN CalUT pa3zpaboTyrKa

2. PyxoBoactso [Tons3oBarens ruToken

Jlabopatopnas pabora. Pabora ¢ 6pay3epom ceptuduxaroB ruToken
Teopernueckas 4acThb

3ananue 1. Be16op 00bEKTOB M TPOCMOTP X CBOMCTB.

3ananue 2. AyTeHTUDHUKAINS T0JIH30BaTENs.

3amanue 3. JloGaBneHue cepTrudukara B XpaHUINIIE CEPTHPUKATOB.
3ananue 4. Umnopt cepruduxara u3 daiina.

3amanue 5. Ummnopt ceptuduxara uz CER-daiina.

3amanue 6. Umnopr cepruduxara u3z PFX-gaiina.

3amganue 7. DxcnopT ceprudukara B haiin

3ananue 8. Dxcnopt ceprudukara B CER-daiin u PFX-daiin



3ananue 9. HazHaueHne KOHTEHHEPA [0 YMOIYAHHUIO

3aganue 10. OTMeHa KOHTEHHEepa 10 YMOJIYaHUIO U yaJ€HUE KOHTEHepa.

Bonpocsh! 1 npakTH4eCcKue 3a4aHus.

Cnucoxk nureparypbl

Teopernueckas 4acTh.

Yrumuty rtCert MOTYT UCTIONB30BaTh BCe ToJib3oBarenu ruToken. OHa nmpeaHa3HadeHa st paboThl ¢
koHTeitHepamu MS CAPI u cepruduxaramu X.509, coxpaHeHHBIMHU B TaMSTH TOKEHA U TTOJIICPKUBACT
CJIEyIIUE ONepaIuu:

ITpocmorp 3anucanubix kKoHTeiiHepoB MS CAPI u xpansmmxcs B HuX ceprudukaron X.509
Perucrpanus ceprudukaros B JInuHOM XpaHUIUIIe cepTUPUKATOB

VYnaseHnue 3aperucTpupoBaHHbIX cepTUuduKaroB u3 Jimuynoro xpanmnuiia Umnopt ceprudukaros uz PFX- u
CER-aiinos B mamsts ruToken Dxcnopt ceprudukaroB u3 namsati TokeHa B PFX- u CER-daiins

Ha3znauenue u oTMeHa KOHTEHEpa M0 YMOJTYaHUIO

Vnanenue konreitnepoB MS CAPI BmecTe ¢ ux cogep>xuMbiM u3 namstu ruToken

3ananue 1. Be16op 00b€KTOB M TPOCMOTP UX CBOMCTB.

Jlns Havyana pabotsl ¢ Opaysepom ceprudukaroB ruToken HeoOXxoaumo 3amycTuTh npuiioxkenue rtCert.exe.

[Tepen sTum cnenyer yOeauThCS, 9TO B CUCTEME YCTaHOBIICH apaiiBep ruToken u, mo kpaiiHeit mepe, ouH
ruToken nmogkitouen k mopty USB. [TogcoennHNUTh TOKEH MOYKHO | ITOCIIE 3aITyCKa YTUIIHUTHI.

[Ipu ycnemHoM 3amycke peakropa nosiBUTCS I1aBHOE OKHO rtCert.

Jlist BBIOOpa HY’KHOTO OOBEKTa HaJ0 IIEIKHYTh JIEBOW KHOIIKOM MBILIH HA COOTBETCTBYIOIIEH CTPOKE
CTHCKa B JIeBOM (hpeiiMe okHa npocmoTpa. [locie aToro B mpaBoM (peiimMe OynyT rmoka3aHbl CBOMCTBa
00BEKTA.

3amganue 2. AyreHTH()UKAIUS TTOJIH30BATEIIS.
Ayrentugukarus [Tonp3oBarens HeoOXonuMa Ui BBIMOIHEHHS CIEAYIONINX ONepauii:
Nwmmopt ceprudukara u3 ¢aiina B maMaTh TOKEHa

Okcnopt ceprudukara u3 namsata TokeHa B PFX-daiin Haznauenue n oTMeHa KOHTEIHEpa M0 YMOTYaHHUIO
VYnanenue KoHTelHepa ¢ cepTuUKaTaMu U3 MaMsATH TOKEHa

J1y1s1 BBIMIOTHEHUS ay TeHTH(HUKAIIMN HY>KHO BbIOpaTh MyHKT MeHto [leticTBusi|Login (100 aHaIOrHYHYO
KOMaHJly B KOHTEKCTHOM MEHI0, 00 KHOTIKY B ITaHEeJIX HHCTpyMeHTOB). [Ipu 3ToM mosiBiisieTcs auaiior, B
KOTOpOM HY>kHO BBecTH PIN-kox u Haxats [OK].

[Tpu ycnemnom BBoze PIN-kona Ha TokeHe OyayT ycTaHOBJIEHBI IpaBa Aoctyna [lonb3oBaresns.

[Tocrne 3aBepIeHUs ONEpaInii ¢ TOKEHOM CIIETyeT BBITOJHUTH COPOC TEKYIIUX MPaB AOCTyIA, I YeT0o
HY’>KHO BBIOpaTh MyHKT MeHI0 JleiictBust|Logout (100 aHATOTHYHYIO KOMaHy B KOHTEKCTHOM MEHIO, THOO
KHOTIKY B TIAaHEJTH HHCTPYMEHTOB).

3ananue 3. JlobaBnenue cepTudukara B XpaHWINIIE CEPTUPHUKATOB.

Ota oneparys Mo3BOJSIET 3aPETUCTPUPOBATh BEIOPAHHBIN cepTH(HKAT B JINUHOM XpaHHITUIIE
CepTU(HKATOB JAHHOTO KOMIIbIOTEpa. J1JIsl BBITOJHEHHUS OTIEPAIIMH TIOCTATOYHO MpaB qocTyma [ocTs.

J171s1 BBITTOJTHEHMST OTIEPALIMU HAJI0 OTMETHTh HY)KHBIH HE3apeTUCTPUPOBAHHBIN CepTU(UKAT U BHIOpAThH
MyHKT MeHIo JleiicTBusi|/{o6aBuTh cepTrduKkar B XpaHWIUIIE CEPTUPUKATOB (JTUOO aHATIOTHYHYIO KOMaHIY
B KOHTEKCTHOM MEHIO, JTMO0 KHOIIKY B ITaHETW WHCTPYMEHTOB). [Ipu sToOM BeIOpaHHBIH cepTudukar Oymer
3aHECEH B MaMsTh KOMITBIOTEPA U 3apETUCTPUPOBaH B JIMUHOM XpaHHITHIIE.

3aperucTpupoBaHHBIN cepTH(UKAT MOKHO HCIIONIB30BaTh B cOOTBeTCTBYOMIEeM [10, naxke ecinu ToOKeH
OTCOEIMHEH OT KOMITBIOTEpA.

[To 3aBepiieHnn onepanuu cepTuGuKaT B CIUCKE MOMEUASTCS KaK 3aperuCTPUPOBAHHBIN.

B crniucke ceprudukaros B 1eBoM (peiime cepTuduKaTsl, 3aperucTpupoBaHHbIE B JINYHOM XpaHWIIHIIE,
MTOMEUEHBI COOTBETCTBYIOIIEH HKOHKOU. JJIsT TOTO 4TOOBI yAaIUTh BRIOPAHHBIN 3apETUCTPUPOBAHHBIN
cepruduKart, HaJo0 BEIOPATh MyHKT MeHIO JeicTBus| YaanmuTh cepTudukar u3 XpaHWiInIa cepTu(HUKaToB,
(1100 aHAOTUYHYIO KOMaHy B KOHTEKCTHOM MEHIO, TUOO KHOIIKY B ITAHEJIM HHCTPYMEHTOB).



BriOpannslii ceprudukar Oyaer ynaneH u3 JINUHOro XpaHWIUINA JaHHOTO KOMITBIOTEPA, OHAKO OCTAHETCS
B IIAMSITHU TOKEHA.

3ananue 4. Umnopr cepruduxara u3 daiina.

J1J1s BBIIOJTHEHMSI ONIEpalliy UMIIOpTa HEOOXOIMMO YCTaHOBUTD IpaBa aoctymna [lons3oBarens.

[Tpu BeIOOpE myHKTa MeHto JeficTBusi|IMmopT ceptudukara u3 daiina (JInbOO aHATOTHYHONW KOMaH bl B
KOHTEKCTHOM MEHIO, 00 KHOIB IMaHEIH HHCTPYMEHTOB) MOSABISCTCS JHAIOTOBOE OKHO.

3amanue 5. Umnopr cepruduxara u3 CER-paiina.

[Tpu ummnopre n3 CER-(daitna cnexyer yuuTbiBaTh, 4TO B TAKOM (paiiyie MOXKET XPaHUTHCS TOIBKO caM
ceprudukar 6€3 COOTBETCTBYIOIIEH eMy KitoueBoi mapbl RSA. B mannoi Bepcuu rtCert UMmopT u3
CER-daiina BO3MOXKEH MTPH BHITIOJTHEHUH JABYX YCIOBUM:

Nmnopt npounsBoautcs B koHTeliHep MS CAPI, yxke cymiecTByIoLuil B MaMsITH TOKEHA

B »TOM KOHTEMHEpPE yKE XpaHUTCS, KAK MUHUMYM, KiTtoueBas nmapa RSA, cooTBeTcTByrommas
HMITOPTHpYyeMOMY cepTHdHUKaTy (Tu00 caM cepTudUKAT ¢ KIIFOYEBON apoi)

Taxum 06pa3zoM, Ha ceroansHuN 1eHb uMropT u3 CER-daiina npakTuaecku MPUMEHUM TOJIBKO JJIS
OOHOBJIEHUS WJIM BOCCTAHOBIICHUS COACPKMUMOTO KOHTEHHEPA, IO KAKUM JINOO MPUYNHAM HCIIOPYEHHOTO B
nporiecce paboThI.

s ummopra u3 CER-(aiina Hamo BeIOpaTh KOHTEHHED, @ B HEM - KIIIOUEBYIO Mapy WM CepTU(UKAT, Kyaa
Oy/ieT MPOU30BANUTECS UMITOPT. 3aTeM B quanore MMmopt ceprudukara u3 ¢aitia Hao BEIOpaTh HYKHBIH
tun Qaiina. Koguposka CER-daiina pacrio3HaeTcst yTHIUTON aBTOMaTHYeCKH.

[Tocne Toro kak ¢aitn BeIOpaH, rtCert mMpoOBEpUT, COOTBETCTBYET JIM KJIOUEBas Mapa B MaMsATH TOKEHA
ceprudukary, xpansmiemycs B Beiopanaom CER-¢aiine. Eciu cooTBeTcTBYET, TO KHOMKA [ BEIOpaThH |
CTaHOBMTCS aKTUBHOM, U MOJKHO Ha)KaTh Ha HEE JIJIs 3aBEPILEHUS ONEepaLiHy.

ITo 3aBepmienun onepanuu ceprudurar n3 CER-daiina Oyner uMnopTupoBaH B KOHTEHHEP U IOTIOJTHUAT
XPaHSIIyIOCs B HEM KITtodeByI0 napy RSA (inGo 3aMeCcTUT aHAIOTHYHBIN CepTU(HUKAT, y)KE 3alMCaHHBINA B
koHTeiHepe). B Oymymux Bepeusix rtCert gpyHkimonanbHocTh mpu padote ¢ CER - daitnamu Oyzmer
paspelieHa.

3amanue 6. Ummopt cepruduxara u3z PFX-daitna.

B PFX-aiine xpanutcs cepTuukar BMECTe ¢ COOTBETCTBYIOIIEH eMy KiroueBoi nmapoir RSA, 1. e. Takoi
(aiin conepkuT Bce JaHHbIe, HEOOXOUMBIE JUTS MOCIEAYIOIIEeH paboThl C CepTUDUKATOM.

Nmnopt u3 PFX-daiina conpspkeH ¢ co3naHueM B MaMsTH TOKeHa HOBoro koHTeliHepa MS CAPI, B
KOTOPBIN 1 OyZeT UMIIOPTUPOBAH CepTU(HUKAT BMECTE C KIIOUEBON MapOH.

Jlnst umriopra cepTudukaTa B maMsTh TOKEHA HY>KHO BBIOpaTh J1I000# 00bEKT Ha TOKEHE, a B IMAJIOre
Wmnopt ceprudukara u3 ¢aiina BHIOpaTh COOTBETCTBYIOUIMIA THII (haiina, BBIACTUTH HYKHbINH PFX-daiin n
Ha)kaTh KHONIKY [BrIOpaTs].

[Tocne BeiOOpa PFX-(aitna mosBUTCS 1HamoroBoe OKHO, B KOTOPOM HYKHO BBECTH MAPOIIb ISl 3aKPBITOTO
KJIIOYa M Ha)kKaTh KHOTIKY [/[lanee].

B cnenyromem auanore Hy»HO 3a7ath M kKoHTeitHepa MS CAPI, B koTOpbIil OyeT UMIOPTUPOBAH
cepTH(UKAT, a TAKXKe yKa3aTb, Oy/IeT JIU 3aKPBITHIN KIII0Y Il 3TOTO CEPTU(PHUKATA IKCTIOPTAOETbHBIM.
Wms KoHTeHHEpa MOXKHO 3a/1aTh BPYYHYIO, THOO CTeHEPHPOBATh, HAXKAB KHOMKY [ YHUKAIbHOE MM |.
YceranoBka (ara Pa3pemuTs 3KCIOPT TOMY, UTO 3aKPBITHIM KITIOU U3 KITIOYEBOH Maphbl IS 3TOTO
cepTU(HKaTa NP UMIIOPTUPOBAHUHU HA TOKEH MOJyYUT CBOMCTBO «IKCIIOPTAOEIBbHBIIN». DTO MO3BOJHUT B
Oy/yIeM 3KCIIOPTHPOBATh JaHHBIN cepTU(UKAT BMECTE € €ro KiItoueBoil napoit ooparHo B PFX-daiin.

Ecnu takas omnepanus He MiIaHUPYETCsI, TO PEKOMEHAYETCsl HE YCTaHaBIMBATh 3TOT (h1ar, T. K. CTETCHb
3aIUIIEHHOCTHU SKCIIOPTA0EIBHOTO KIII0Ya B MaMSITH TOKEHA HUXKE.

[To naxxaruro kHomkH [[lanee>] ceprudukar BMecTe co CBOCH KIH04eBOi mapoit RSA Oynet ummnoptupoBaH
B co3/1aHHbIN Ha TokeHe KoHTeiHep MS CAPI. B Tekymei Bepcuu rtCert UMEIOTCS CIETYIONINE
OorpaHWYCHUS HA UMTIOPT cepTudukaroB u3 PFX-daiinos:

Nmnopt u3 PFX-daiinos nognepxkusaercs Tonbko B OC Windows 2000 u crapiie
N3 PFX-(aiina uMmopTupyeTcst TOIbKO cepTU(hUKAT HUIKHETO YPOBHS (T. €. IMYHBIN cepTudukar)
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B Oynymux Bepcusix rtCert ¢pyHKIHOHATBHOCTH NpH padore ¢ PFX- daitnamu Oyner pacimpena.
3amganue 7. DkcnopT ceprudukara B hai.

Bpaysep cepruduxaros rtCert moaaep>kuBacT BO3MOXKHOCTh SKCIIOPTA cepTU(HUKATA U3 TaMATH TOKEHA B
daiin.

DKCHOPT BO3MOXKEH B (PaiiiIbl TEX e TUIIOB, U3 KOTOPHIX BO3MOKEH UMMOPT. [Ipu BbIOOpE MyHKTa MEHIO
JeiictBus | Dxcnopt ceptudukara B paiin (1160 aHATIOTHYHOM KOMaH/Ibl B KOHTEKCTHOM MEHIO, JTH00
KHOTIKH B MTaHEJIM HHCTPYMEHTOB) TIOSIBUTCSI TUAJIOTOBOE OKHO.

3amanue 8. Dxcnopt ceprudukara B CER-daiin u PFX-daiin.

Jst sxeniopta B CER-aiinbr nocrarouno npas gocryna l'octs. [ponece sxcniopra B CER-(aiin cocrout
13 BIOOpa HY)KHOTO CepTH(HKaTa Ha TOKEHE U BIOOpa IMyHKTa MeHIo JleficTBust | DkcnopT cepTudukara B
¢aiin (1100 aHATOTMYHON KOMaHbl B KOHTEKCTHOM MEHIO, JINOO KHOIIKY B TTAHETH WHCTPYMEHTOB).

B nosiBuBmemcs auanore crienayet 3aaarth numst CER-(aiina, a B crincke @aiinbl TUIA - BEIOPATh HYKHYIO
konupoBKy. [lonnepxuBaercs 2 tuna konupoBku: DER u Base64.

ITo naxxaruro kHonkH [ BeiOpars| cepTudukar (6€3 COOTBETCTBYIOMICH eMy KITF0OYeBOM mapbl) Oynet
AKCIIOPTUPOBAH U3 MaMSITH TOKEHA B YKa3aHHBIN (paiii.

Okcnopt ceprudukaroB B PFX-daiinbr BeimomHseTcs ¢ mpaBamu goctymna [lonp3oBarens. st KOppeKTHOTO
AKCIIOPTA KJITFOUEBOM Maphl cepTudUKaTa HEOOX0IUMO, YUTOOBI COOTBETCTBYIONINN 3aKPBITHIN KITIOY ObLT
IKCIIOPTAOETHLHBIM.

Jnst axeniopta B PFX-daiin Hy)kHO OTMETUTH HY>KHBIN cepTH(HKAT B OKHE pocMoTpa rtCert 1 BEIOpaTh
NyHKT MeHIo JleiicTBust| Dxenopt ceprudukata B haitn (Jinbo aHAJOTHYHYI0 KOMaH/1y B KOHTEKCTHOM MEHIO,
00 KHOTIKY B MaHEIH HHCTPYMEHTOB).

B nosiBuBImIeMcs auanore Hauo 3aaaTh uMs FPX-daiina, a B ciucke Paiinel Tuna BeiOpars «Paiinbsl oOMeHa
mnuHoi uHpopmarmei (*.PFX)» .

B Hem Hy’XHO 3a7aTh aposb I 3aLIUThI 3aKpbITOro Kitoua. [1o Haxaruto kHonku [[lanee>] ceprudukar
BMECTE C KITIOYEBOM Mapoi Oy/eT 3KCIIOPTUPOBAH M3 MaMsATH TOKEHA B YKa3aHHBIN (aiii.

3ananue 9. HazHaueHne KOHTEHEpa 10 yMOIYAHUIO.

[TonsiTHe KOHTEIHEPA M0 YMOTYaHHIO BechMa dacto ucnoibzyercs B OC Windows. Tak, mist
ocymectBienus Logon B qomene Windows ucrnosnb3yercs cepTudUKaT, XpaHsIIHICS B KOHTEHHEPE 10
ymomyanuto. Ytunauta rtCert mo3BossieT HAa3HAYHUTh JIFOO0H U3 KOHTEHHEPOB, 3aITMCAHHBIX B MTAMSTH
ruToken, koHTeliHepOM 1O yMoa4aHuio. Eciiu cepTudukar, XpaHsmmiicss B ’TOM KOHTEHHEpe, UMeeT
npusHak Smartcard Logon wim Smartcard User, Takoit ceprudukar Oyaet ucrnoiaszoBan Windows npu
BBITIOJTHEHUH BXO/Ia B IOMEH C MCIOJIb30BaHueM AgaHHoro ruToken.

Jlnist Toro 4ToObl HA3HAUYUTH KOHTEHHEP 10 YMOJIYAHHIO, HYy>)KHO OTMETHTh KOHTEHHEP B OKHE TPOCMOTpa
rtCert u BbIOpaTh MyHKT MeHIO JleficTBust|Caenars KOHTEHHEPOM 10 yMOIYaHHUIO (JINO0 aHAJIOTHYHYIO
KOMaHy B KOHTCKCTHOM

MEHIO, 100 KHONIKY B TAaHEJH UHCTPYMEHTOB). [10 OKOHYaHUM omnepaliii KOHTEHHEp MOMyYUT MPU3HAK «IIO0
YMOJYaHUIO» U OyJeT OMEUEH B CITUCKE KUPHBIM HIPUPTOM.

Ecau B namMsATH TOKEHA YK€ CYILLECTBOBAJI KOHTEMHED 110 YMOIYAHUIO, HOBBIM KOHTEHHED CTAHET
KOHTEHHEPOM I10 YMOJIYAHUIO BMECTO HETO (T. €. MOXKET CYLIECTBOBATH TOJIBKO OJJUH KOHTEHHED IO
yMOJIYaHu10). [{71s BBIMONHEHHS JaHHOM oneparuu TpeOyroTcs mpasa goctymna [lonb3oBaresns.

3aganue 10. OTMeHa KOHTEHHEepa M0 YMOJIYaHUIO U yaJ€HUE KOHTEHepa.

Brimucanubiii cepTH(QHUKAMOHHBIM HEHTPOM cepTU(HKAT ¢ npu3HakoM Smartcard Logon mim Smartcard
User yallie BCEro 3anicbiBaeTCsl B KOHTEHHED 110 YMOI4aHUI0. Ecin e B MaMATH TOKEHA y’KE CYIIECTBYET
KOHTEHHEp 10 YMOITYaHHIO, OH MOXET ObITh (PU3MUYECKU YHUUTOXKEH (T. €. Iepe3anucal HOBbIM
KOHTeHepoM). UTOOBI N30eXkKaTh 3TOT0 M COXPAHUTh CepTU(UKAT U3 KOHTEHHEpa [0 YMOIYaHUIO, YTHIINTA
rtCert mpeocTaBiIse€T BO3MOKHOCTh OTMEHUTh PETUCTPALIMIO 3TOTO KOHTEHHEPA KaK KOHTEHepa 110
YMOJIYaHHUIO.
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JUist BBITIOJTHEHHUS OTIEPALIMU HY>)KHO OTMETUTh KOHTEHHEp 110 yMOTYaHHIO B OKHE pocMoTpa rtCert
(KOHTEHHEep N0 YMOJYAaHUIO BBIJICNICH B CITUCKE KUPHBIM MIPUPTOM) U BHIOPATh MYHKT MEHIO

JleiicTBusi| YOpaTh COCTOSIHHE «I10 YMOJIYaHUIO» (MO0 aHAIIOTUYHYIO KOMAaH/y B KOHTEKCTHOM MEHIO, 00
KHOTIKY B TIaHEJIX MHCTPYMEHTOB). [1o OKOHUaHMM onepanuu B MaMsATH TOKeHa He OyJeT KOHTeiHepa 1o
YMOJIYaHUIO, ¥ TENIEPh MOXKHO 0€30MaCHO BHIMHUCHIBATH HOBBIN CepTU(HKAT. J{J1s1 BHITIOIHEHUS ONepaIiiu
TpeOyroTcs npasa qocrtymna [lonbp3oBarens.

Onepanus YnaneHue Mo3BoJIsIeT yIaIuTh U3 naMsaTH TokeHa koHTeliHep MS CAPI BmecTe co Bcem ero
COZIeP’)KUMBIM. {7151 BEITOTHEHUS oniepaiiiu TpeOyroTcs npasa gocrtyna [lonb3oBarens. Kpome toro, nomxex
ObITh OTMeueH MyHKT MeHIo Bua|llokasbiBare KoHTEWHEpbI. 115 yaneHus: KOHTeHepa HYKHO B JIEBOM
¢peliMe OKHA IPOCMOTPA OTMETUTH KOHTEHHED AJIS YIAJIeHUs U BEIOpaTh MyHKT MeHIo JlelicTBus| YaanuTh
KOHTeHHep (100 aHAIOTUYHYIO KOMaHAy B KOHTEKCTHOM MEHIO, JINOO KHOTIKY B ITaHEJIN HHCTPYMEHTOB).
[Tocne cOOTBETCTBYIOIIETO MPEayNPEKICHNsI KOHTEHHEP CO BCEM COAECPKUMBIM OyeT (PU3NUECKH yaaleH
U3 [IAMSTU TOKCHA.

Bomnpocsl 1 mpakTu4decKue 3a1aHus.
. Jlyst wero mpenHa3HadeH Opaysep ceprudukaros ruToken?
. Kakue snemenTsl ynpasieHus oToOpa)karoTcs B INIaBHOM OKHe Opay3epa cepTu(UKaToB?
. 3aueM HeoOxoauma ayteHTudukamnus [loas3oBaremns?
. Jlo6aBbTe 1106011 cepTu(uKaT B XpaHMIHUILE CEPTH(PHUKATOB, a 3aTEM YJAJIUTE €To.

1
2
3
4
5. U3 ¢aiiinoB Kakux THIIOB MOKHO UMITOPTUPOBATH CEpTUPHUKATHI?
6. Umnoprupyiite moboii cepruduxar n3 CER-paiina.

7. Kakne nMeroTcst B TEKYIIIeH BEpCHH OTrpaHUYeHUs Ha UMIIOPT cepTudukaroB u3z PFX-daitnos?
8. DkcropTupyiiTe cepTudukar us aoodoro daiina.

9. HazHaubTe KOHTEHHEpP MO YMOJIYAHHUIO.

Crnincok nureparypsl.

1. www.rutoken.ru - oduIIManbHBIN CalUT pa3paboTyrKa

2. PyxoBoactso [Tons3oBarens ruToken

Tema 6. Cucrema 6uomerpudeckoit uaentTudukanuu BioLink.
Jlaboparopnas pabora. BioLink U-Match 3.5
Teopernueckas 4acThb
Omnucanue I10 BioLink Authentication Center
3ananue 1. YeranoBka BioLink Windows Logon
3ananue 2. [1epBblil BXOA B CUCTEMY IO OTHEYATKY Majbla WK 110 MapOJII0
3ananue 3. PazonokupoBanue paboueii craHiu
3ananue 4. Co3naHue HOBOM MEPCOHBI
3ananue 5. YeranoBka BioLink Password Vault
3amganue 6. Hamucanue cuenapus muist DialUp — nmopkimroueHus.
3ananue 7. Hanucanue cuenapus 1uist nporpammsl TrueCrypt
3aganue 8. Hammcanue crieHapus Jjisl TOYTOBOIO CepBeEpa.
KoHTposnbpHBIE BONIPOCHI
Crrcok UCOIb30BAHHBIX HCTOYHHUKOB.
Teopernueckas 4acThb

BioLink U-Match 3.5 - opuchsriit ontuueckuit USB-ckanep otnedarkoB nanbiieB. CKaHEPHI OTIIEYATKOB
naneiieB BioLink U-Match 3.5 nmonb3ytorcest 0co00ii momyasipHOCTBIO Y 3aka3urkoB. KommuecTBo
BBIYIIEHHBIX CKAHEPOB JIaHHOM MOJIEH YK€ COCTABIISIET JECATKU ThICAY IITYK, 3TH CKaHEPbI
MIPUMEHSIIOTCS] COTPYIHUKAMHU COTEH KOMMEPUYECKUX KOMITAHUN U TOCY/ITapCTBEHHBIX CTPYKTYp Oojiee 4eM B
50 crpanax mupa.

Cucremnbie TpeOOBAHMUS:

- mporeccop Pentuim 200 MHz, 32 M6 RAM u 6onee (pexkomenayercst 64 M6 RAM)
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- Microsoft Windows 98/ME/NT/2000/XP/2003/Vista

- cBoOoHbIN USB-mopt

- HAJIMYWe KaKoro-Jim0o u3 mporpaMmMHubIX mpoaykToB BioLink: IDenium, BioTime, Authentication Center
5.x, SDK 5.x u Britnie, npyroro I10, pazpaboranHoro Ha ocHoBe BioLink SDK
Texunueckue xapakrepuctuku BioLink U-Match 3.5:

Crniocob ckaHUPOBAHHUS ONITHYECKUN

OKHO CKaHMPOBaHUS OTIEYaTKOB 25,5 * 18 MM

Paspemenne 508 dpi

Cxopocth ckanupoBanus 1/15 ¢

False Acceptance Rate (FAR — BeposiTHOCTB

nomycka «ayxoro») (1 ciayyait uz 1 000 000 000)

Pasmeps! (aymHa * mupuna *

BbICOTA) 45 * 63 * 26 MM

Bec 120

Hutepdeiic USB 2.0/1.1, plug&play, kabenb

2 M B KOMIUIEKTE MMOCTABKU

Pabouas remneparypa ot -10°C go +55°C

Brnaxnocts (6e3 konaencara) ot 30% 1o 90%

Ouepronorpednenue (mo USB) 350 MBT (pexxum ckanupoanus) 100 MBT (pesxxum Standby)
40 MBT («criiuii» pexxum)

VcnomHeHne HacTOJIbHOE KOPITYCHOE

YCTPOUCTBO

Omnucanwue I10 BioLink Authentication Center

[TporpamMmmMHoe obGecnieuenue duomerpudeckoit uaentudukanuu BioLink Authentication Center (BioLink
AC) npumensieTcst 11 uAeHTU(UKAUN

MOJTb30BATENeH JTOKAIBHBIX KOMITBIOTEPOB (B T.4. HOyTOYKOB). B KOpHOpaTHBHBIX CETSIX IS
UICHTH(UKAIINY TTOJIH30BATENIeH U YIIPABICHUS UX JOCTYIIOM K HH()OPMAIMOHHBIM pecypcaM MPUMEHSETCS
cepsuc BioLink IDenium.

1O BioLink AC ¢yHKUHMOHMpYET OJ] yIpaBIeHUEM OnepaoHHbIX cucteM Microsoft Windows
9x/Me/NT4/2000/XP/2003. []ns 6nomeTprudeckoi uASHTU(PHUKAIMY TOIb30BaTesei OnepalioOHHbIX CHCTEM
Microsoft Windows 6osnee no3anux Bepcuit npumensiercs cepsuc BioLink IDenium.

Hcnons3ys 1O BioLink Authentication Center, MO)XHO 3aMEHSITh OTIIEYATKOM TajIbI[a MHOTOYNCIICHHBIC
TIapOJTH TSI TOCTYTIA B CETh U K JIOKYMEHTaM, 00padaTsiBaeéMbIM PUKIIAHBIMU TIPOTPAMMaMH.
N3o0pakeHne oTnevarka mnajbiia npeodpasyercs B iupoByro Moens (madioH), oopaTHoe
npeoOpa3zoBaHue MadI0oHa B U300pakeHNE PeaTbHOTO OMOMETPUYECKOTO UCHTH(HUKATOPA HEBO3MOXKHO.
[Tpu naeHTHGUKAIMN TIOTB30BaTess GopMUpyeTcs UPpPOBast MOJEIb BHOBb MIPEABSBICHHOTO
UACHTU(UKATOpA, KOTOPasi CPABHUBACTCS C MOJICIIBIO PaHEee 3aperUCTPUPOBAHHOTO OTIIeYaTKa majbia. [Ipu
COBITIAJICHUU MOJIEJICH pa3pemraeTcs TOCTYI B OTMIEPAIIMOHHYIO CHCTEMY (HITH IOKYMEHTY, CO3JJaHHOMY C
MIOMOIIBIO TIPUKJIATHON IPOTPAMMBEI).

B cocrag I10 BioLink Authentication Center BxoasaT moaynu BioLink Windows Logon u BioLink Password
Vault.

[TepBbIM Ha KOMITBIOTED ClIEeAyeT ycTaHaBIuBaTh KoMroHeHT BioLink Windows Logon. On oTBevaer 3a
OMOMETPHUYECKYIO ayTeHTU(UKAIUIO TTOJIH30BATEIsI ITPH BXOJIE B ONIEPAIIMOHHYIO CUCTEMY, JOMEH WIIN
00palIeHny K pecypcam KOMITBIOTepa.

3areM, 1O KeJIaHUIO TI0JIB30BaTENsl, MOXKHO YCTaHOBUTH BioLink Password Vault, koTopslit mo3BomiseT
aBTOMATHU3MPOBATH U YIIPOCTHUTH BHITIOJTHEHHE MOBCEAHEBHBIX 3a/1a4.

3ananue 1. YeranoBka BioLink Windows Logon.

Uto6w1 ycranoButh BioLink Windows Logon:
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[ar 1. [TogxmiounTte K KOMIbIOTEPY yCTpoiicTBo cepun BioLink U-Match, cnemys
MHCTPYKIMSAM 10 YCTaHOBKE YCTpoicTBa. [Ipn HeoOxoanMocTH nepe3arpy3nTe KOMIbIOTED.
[ar 2. BecraBpTe KOMIAKT-AMCK ¢ IporpaMMHbIM oOecriedenrneM BioLink Authentication Center
B YCTPOMCTBO YTEHUsT KOMMAKT-AucKoB (CD-ROM).

[Tpumeuanue. Ha xommnbrorepe nox ynpasinenuem Windows NT 4.0/2000/XP neo6xonumo
3aperuCTPUPOBATHCS MO/ YYSTHOMN 3aMUChIO JJOKAIBHOTO aIMUHHCTPATOPA.

[ar 3. Ecau yerpolicTBo uTeHus KomnakT-a1uckoB (CD-ROM) ycTaHOBIEHO B pesKuM
aBTOMAaTHUYECKOTro 3amycka Autorun, mporpamma aBTo3aycka Autorun 3amyCcTUTCs
aBTOMaTH4yecKu. B nmpoTtuBHOM ciyyae Bbl MoXkeTe 3amycTUTh €€ BpyuHYIO.

st aTOrO B MEHIO

[Tyck BbiOepuTe KoMaHay BeImomHuTh 1 HakMUTE KHONKY O030p, BIOEpUTE CHavyaa
ycrpoiictBo CD-ROM Bamiero kommsiotepa, 3atem ¢aiin Autorun.exe. B okae 3amyck
nporpamMmbl HaxmuTe KHorky OK.

[Iar 4. B mento ycranoBku AC BbiOepuTe komanay YcranoBka BioLink Windows Logon.

B okHe moAroToBkH OyIeT 0TOOpakaTbCsi HHAUKATOP Mpoliecca, 4YTo MO3BOIUT Bam HaOmoaaTh 3a X010M
noArotoBku K ycranoke BioLink Windows Logon na Bam kommnbroTep.

[ar 5. loxxaurech NOSBICHUS Ha SKpaHe OKHA MPUBETCTBUS MPorpaMMbl ycTaHoBKH BioLink
Windows Logon u Haxxmute Jlanee.

[IIar 6. B okae CBeneHrs 03HAKOMBTECH C TTOCICTHUMH OOHOBJIICHHSIMU M M3MEHECHHUSIMHU B TIpOrpamMme 1
Ha)xMuTe KHOMKy Jlanee.

[Iar 7. B okHe JIulieH3MOHHOE COIVIAIEHUE MPOYUTANTE TEKCT JIUIEH3MOHHOTO COorvIalieHus 10 koHua. s
MIPOCMOTPA TMOJIHOTO TEKCTA JTUIIEH3MOHHOTO COTVIAIICHUS UCTIONIb3YUTE KIIaBUIIH Ki1aBUaTypsl CTpenka
Baus, Page Down nu60 MeImib. 3atem Beioepute Jla n HaxkmMuTe KHOTIKY [lanee.

[ar 8. B oxxe Br16op nanku HazHaueHust HaxxMuTe O030p, 4TOOBI BBIOpATh Manky AJs ycTaHoBKH BioLink
Windows Logon. ns nponomkenus Haxmute [lanee.

[ar 9. Ecnu BeI ycTanaBnuBaete BioLink Windows Logon Ha KoMIIbIOTEp, HA KOTOPOM YXKe ecTh 0a3a
naHHbIXx AC, Ha 9KpaHe TOSBUTCS OKHO BriOop BapuaHnTa. Bbl MOXKeTe ynamuTh paHee CO3JaHHYI0 0azy
JAaHHBIX, BEIOPAB HACTPOUNKY YIanuTh 0a3y HaHHBIX. ECITU BBl XOTHTE COXPAHUTH CYIIECTBYIOINIYIO 06a3y
JAHHBIX, BEIOEpUTE HacTpOUKy COXpaHUTh UMEIONTYIOCsS 0a3y TaHHBIX.

[ar 10. Eciu 6a3a nanabix AC mycra (3T0 BO3SMOXKHO B TOM Cliydyae, €Ciii Bbl ycranaBnuBaete AC Ha
KOMITBIOTEP BIEPBBIE, MJIU €CJIN BbI YIAIWIN CTapyIO

0a3y TaHHBIX ), BBI JIOJDKHBI BBECTH UMS M TIAPOJIb JIOKAJIbHOTO aaMuHucTparopa AC B OKHE
AJIMUHHUCTPATOP JIOKAJIbHOW 0a3bl TaHHBIX.

[Iar 11. B oxkHe B160p KOMITOHEHTOB BHIOEPUTE KOMITOHEHTHI, KOTOPBIE ClIEyeT yCTaHOBUTH. [locne Toro,
KaK KOMIIOHEHTHI BEIOpaHbl, HAXKMHUTE KHONIKY Jlasee.

[Iar 12. B oxne fA3b1k unTepdeiica BeIOEpUTE sI3bIK HHTEpGelica (Ha3BaHUsI KOMaH I, OKOH, TEKCT
coolOmienut u T.1.) npuiokenust BioLink Windows Logon.

[ar 13. B okae Havano konupoBanus (aityioB npeacraBieHa nHGopMaIus o Tex (aiisiax, KOTOPbIC BbI
yCTaHaBJIMBaeTe Ha Balll KOMIBIOTEP. UTOOBI BEpHYTHCS K MPEABLAYIIEMY OKHY, BOCHIOIb3yHTECh KHOIKOM
Hazan. Jlns npogoikeHns HaxMHATE KHOTIKY [laree.

[Tpumeuanue. B xone ycranoBku npaiiBepa ycrpoiictBa BioLink U-Match Ha sxpane mosiBUTCSI OKHO
[Mudposas noanuck He HalaeHa. Haxxmure Jla ams npofomKeHus yCTaHOBKH.

[ITar 14. B oxHe 3aBeplIeHNs yCTAaHOBKM HaKMUTE KHOMKY [ 0TOBO.

[IIar 15. ITocne HaxkaTusg KHONKU [ 0TOBO KOMIBIOTED MEpe3arpy3nuTCsi aBTOMaTHUYECKH.
3ananue 2. [1epBblii BXO B CUCTEMY 110 OTIIEYATKY aJIbLia WM 10 MAPOJIIO.

UYToObI BOWTH B CUCTEMY IO OTIEYATKY MaJblia, BBIMOJIHUTD CIIEAYIOIINE JeHCTBUS:
[ar 1. 3amycTuTe KOMIBIOTED

[IIar 2. [Tocne Toro, Kak KOMIBIOTEP 3aITyCTUTCS, HA YKPaHE MOABUTCS OKHO BX0J B cuctemy ¢
MIpUIJIAIIEHUEM MTPUIIOKUTH HaJlell K OKHY CKaHepa JIJIsl OTIIEUaTKOB MajbIIeB.



[IIar 3. [Ipunoxure nanen K OKHY CKaHepa.

[IIar 4. ITocne ycnemnoro pacno3HaBanus Bac no ornedarky Baiero nasbia 3arpy3uThCsi oniepaloHHas
cucrTema.

Wim

UTO0OBI BOWTH B CHCTEMY 10 TIAPOJTIO:

[IIar 1. BxiatounTe KOMIBIOTED

[ar 2. [Tocne 3arpy3ku Ha SKpaHe OSBUTCS OKHO Bxox B cuctemy Illar 3. Beibepure Britanky Bxos mo
1apoJIto

Hanee:

Beeaure cnenyromye 1aHHbIE:

- Ims monb30Bares B mojie uMs

- [Taposib monp3oBaresns a1 Bxoaa Ha cepep AC B nosie mapons Haxxmure kHonky OK win kiaBuinry BBoia
Enter

3amanue 3. Pa3binokupoBanue paboueii CTaHIUN.

Hcnonp3oBanue OJIOKUPOBKU KOMITBIOTEPA SIBIISIETCS OJJHUM M3 TIEPBOCTETICHHBIX YCIOBUN HAICKHOM
3aIUTHI PECYPCOB IMOJIL30BaTENsl OT HECAHKIIMOHUPOBAaHHOTO focTyna. Authentication Center mo3BossieT
MCIONB30BaTh OMOMETPUUECKYIO0 UASHTH(PUKAINIO TIOJIH30BATENS BMECTO ApOJIbHOM MpH
Ppa30IIOKMPOBAHUU KOMITBIOTEPA.

Jlist cHATUST OJIOKHPOBKH UCTIONB3YETCS OMMCAaHHAsI HKE Mporeaypa. HezaBucumo oT Toro, Kakum
ciocoOoM Bl 3a0110KkupoBain KOMIIBIOTED - Bpy4yHYI0, HaxkarueM Ha kiaaBuimu CTRL+ALT+DEL, unu
MOCPEICTBOM 3aLIMIIEHHON MMAPOJIEM SIKPAHHOM 3aCTaBKU - IIPU MOMNBITKE MOJIYYUTh TOCTYII K KOMIIBIOTEPY
Ha dKpaHe MosBIsieTCss OKHO CHSTHE OJIOKUPOBKH.

YroOsl pa30I0KupoOBaTh KOMIBIOTEP, BBIMOJIHUTE CleaytolHe aeiicTBus: Ha koMmbioTepe moxn
ynpasinenuem Windows NT/2000/XP

[IpunoxkuTe manel K OKHy CKaHepa OTIeYaTKOB NalblIeB, CIelys UHCTPYKIUSIM B okHe CHATHE
OJIOKUPOBKH.

WK

Bocnonb3yiitecs Bkiaakoi Bxon o naposntto 11 BBoJa UMEHM U nlaposis nepconsl B AC.

Ha xomnbrorepe noj ynpasinenueM Windows 9x/Me

Haxwmmute m00y1o KIaBuITy AJisl BEIBOJA HA SKpaH okHAa CHsTHE OIOKUPOBKH U 3aTEM MPUIIOKHUTE Majel K
OKHY CKaHepa OTIE€YaTKOB MaJbIIEB.

Wim

BocnonssyiiTech Bkiaakoi Bxos mo mapodto 1171 BBOAa UMEHH | 1apoist mepcoHsl Authenteon, a 3arem
HaxxmuTe KHOnKy OK.

Ecnm Ha xommeroTepe, pabotatomeM nox ynpasinearnem Windows 95/98/Me, ycraHoBIIeHa HE 3alllUIICHHAS
napoJsieM SKpaHHas 3acTaBKa, TO nociie ycraHoBKU AC aBTOMaTH4ecKy akKTUBU3UPYETCs OMIMS 3alinuTa
MapoJieM B CBOMCTBaX SKpaHHOM 3aCTaBKH, a Ha dKpaHe MOSBUTCS MPeLyIpexaCHUE.

3ananue 4. CoznaHue HOBOU IEPCOHBI.

[Tepcona B AC nmomxHa co3aaBaTbes Ui KaXKI0TO MOIb30BaTeNs, MOIYy4alOIIero J0CTYI K CUCTEMHBIM
u/unu cereBbIM pecypcam. [lepcona AC nmeet tnyHble HACHTU(DUKATOPHI, KOTOPBIE CITYXKaT JIs
pacrno3HaBaHMsI UM MPOBEPKH MOJIb30BATEINS U BKIIIOYAIOT B €051 M1 U MapoJIb MOJIb30BATEINS, a TaKKe
3TaJIOH ero oTnevarka najibia. Eciu 6a3za ganubix AC He coep >KUT HUKAaKUX UACHTU(DUKAIIMOHHBIX
CBE/ICHUH, TI0JIH30BATEb HE CMOXKET MOIYYHUTh JOCTYI K pecypcam, 3allUIIeHHBIM [ICHTPOM
ayteHTuduxaruu AC.

[Tpumeuanue. TonpKo MONTB30BATENN C TPUBUIICTHIMEU aAMUHUCTpaTopa AC UMEIOT MpaBo J100aBIAThH
HOBBIE NIEPCOHBI.
UT0oOBI 3aperucTpupoBaTh HOBYIO TIEPCOHY, UCTIONBL3Ys npmwiokeHne BioLink Logon Manager:



[ar 1. 3amyctute Mactep BioLink ognum u3 cieayrommx crnoco0oB:

-B mento Ilepcona Bei6epure Co3nats.

-Haxxmute INSERT.

-Ha nanenu HHCTpYMEHTOB Ha)KMHUTE KHONKY Co3/1aHre HOBOM MEPCOHBI

-IIpaBoii KHOTIKOW MBIIIH HIETKHUTE 110 UMEHH JI000i epcoHs! B ieBoii odnactu okHa BioLink Logon
Manager u BbiOepuTe koManay Co3arb B KOHTEKCTHOM MEHIO.

[Mar 2. ns nponomkenus B okHe Mactep BioLink - JloO6po noxkanoBaTs HaxmuTe KHOTIKY [lanee.

[Tpumeuanue. B 11060 MOMEHT MOKHO TIPEpPBATh MPOIIETYPY CO3AaHMS HOBOU MEPCOHBI HAKATHEM KHOITKH
Otmena nu6o knaumu ESC.

[Iar 3. B okae Mactep BioLink - Co3ganue HOBOM IEPCOHBI BBEAUTE UMSI TIEPCOHBI, TIOJTHOE UMSI TIEPCOHBI
(He o0s3aTebHO) U onucaHue (He 00s3aTenbHO). YKOKUTE, €CITi He0OX0AUMO, CIICTYIONINE TTOTUTUKY JIJIs
MIEPCOHBI:

-YcranoBute (praskok 3arpeTuTh UCMOIL30BaTh MAPOJh IS Ay TeHTU(UKAIIUY, YTOOBI 3aIPEeTUTh
MOJIE30BATEII0 IPUMEHSITh MapOJh €T0 MIEPCOHBI MIPH BXOAE B CUCTEMY, Pa30JIOKHUPOBKE KOMITLIOTEPA,
BeImonHeHnn Password Vault cienapues u T.11.

-YcranoBute (praskok 3ampeTuTh NEPCOHE MEHITh CBOU MIEHTU(UKATOPBI, YTOOBI 3aIPETUTh
MOJIb30BATEII0 U3MEHATH €r0 UICHTU(UKATOPHI (3TAJIOH OTIEYaTKa U apoJib IEPCOHBI).

-BBenyTe MUHUMAITBHYIO JITTMHY ITapOJIs IEPCOHBI (BOZMOXKHBIC 3HaYeHUs OT 1 10 15).

Jns nponomkenus: Haxxmute Jlanee.

[ar 4. Oxno OGyueHue MO3BOJSAET 3aPETUCTPUPOBATH UACHTH(PHUKATOPHI JJIs1 HOBOW niepcoHbl. Beibepute
HYXXHBIN TUT HJIEHTU(UKATOPA U3 CIIMCKA YCTAHOBJICHHBIE YCTPOUCTBA U HAKMUTE KHONKY OOY4HTb.

[ar 5. YtoOsI co3maTh 3TAJIOH OTIEYaTKa Maiblla ¢ UCIIOIb30BaHuEeM ycTpoiicTBa cepun BioLink U-Match:
-Bri6epure Ckanep BioLink U-Match u3 cniricka YcTaHOBICHHbBIE YCTPOWUCTBA.

-Haxxmute kHonky O0yunth. OTKpoeTcs okHO [Iporiecc oOydenws.

-HogsIii onb30BaTens 10KEH MPUIIOKUTH CBOM MaJiel] K OKHY ckaHepa ycrpoicta BioLink U-Match, u
CclIeIoBaTh MHCTPYKLUAM MacTepa. Ecim moiap3oBaTens MpoXoauT Mpoleypy 0OOy4eHus yCIeIHO, OKHO
3aKpBIBACTCS] ABTOMATUYECKH.

OOpatuTe BHUMaHuUeE, YTO JUIsl KOPPEKTHOTO 00yUYeHHUsI HEOOXOAUMO KaXKJIbIi pa3 HEMHOTO U3MEHSTh
MOJIOKEHHE TMajIblia Npy cCKaHUpoBaHUH. Kaxkaplii pa3 npy CKaHUPOBAHUU MaJiell HYKHO MPUIOAHUMATh U
BHOBb IIPUKJIAJIBIBATH C HEOOJIBIINM CMELIEHUEM U TOBOPOTOM

[ar 6. YToOB! BBECTH UMS U TTAPOJIb HOBOI MEPCOHBI:
-Boinenure [Tapons B cicke YCTaHOBIIEHHBIE YCTPOUCTBA.
-Haxwmure knonky OOy4uTh.

-Beeaure nBaxxpl naposb nepconsl B noisax [apons u [loareep:xaenue napomns. Haxxmure knonky OK.
[Tpumeuanwue. [Taponb, yka3aHHBIN B JaHHOM OKHE, TIPE/ICTaBisieT coooi mapoib nepconsl B AC. ITonb3oBare
MOJKET MPUMEHSATH 3TOT MApOIb Ul BXOJA B CHCTEMY BMECTO MPOXOXKIECHUS IPOLENYPBI PaCIIO3HABaHUS 110
OTIIEYaTKy Majbla B TOM CIIy4ae, €CJIA 3TO Pa3pelIeHO aIMUHACTPATOPOM CHCTEMBI.

[ar 7. YToOsI 3aBepLIUTH MPOLEAYPY PETHCTPAIMK HOBOM MEPCOHBI, CHUMHTE (axok Jla, s Xouy yCTaHOBF
cenyac. [l npofomKeHus HaXXKMUTE KHOIIKY Jlasee.

Ecnu ¢naxok [la, s xo4y ycTaHOBUTH CBsI3aTh ceifuac ycranoBieH, Mactep BioLink npennoxut coznars
HOBYIO Y4eTHYI0 3anuch B AC, 1100 BEIOpaTh yXKe CyIIECTBYIOIIYIO YUETHYIO 3allUCh U CBA3aTh €€ C HOBOU
IIEPCOHOM.

[ar 8. Uudopmarus o HOBOM niepcoHe OyneT npezacTasieHa B okHe Mactep BioLink - 3aBepmienue.
Haxxwmure kHOnKy 1'0TOBO [U1s 3aBEpIIEHUS MPOLIECCa PErUCTPALUH IIEPCOHBI.

3ananue 5. Yeranoska BioLink Password Vault

[ar 1. BecraBpre KOMIAKT-IHCK ¢ porpaMMHbIM oOecnieuenneM BioLink Authentication Center B
YCTPONCTBO YTeHMsI KOMIAKT-IucKoB (CD-ROM).
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[Tpumeuanue. Ha xommnbrorepe nox ynpasienuem Windows NT 4.0/2000/XP neobxonumo
3aperuCTPUPOBATHCS MO/ YYETHOMN 3aMUCHIO JJOKAIBHOTO aIMUHUCTPATOPA.

[ar 2. Ecnu 1ucKOBOJ YCTaHOBIIEH B PEKUM aBTOMAaTHUYECKOTO 3amycka Autorun, mporpaMmma aBTo3aIycka
Autorun 3armyCcTUTCSl aBTOMaTU4YeCKU. B MPOTUBHOM cilydae Bbl MOXKETE 3aIlyCTHTD €€ Bpy4YHYI0. J{j1st 3TOro
B MeHI0 [lyck BeIOepuTe KomMaH 1y BeInonHuTh 1 HaxkmuTe kHONKY O030p, Bibepute Bamr CD- ROM
JIMCKOBOJ U 3aTeM (aiin Autorun.exe. B okne 3amyck mporpammbl HaxmuTe KHOnKy OK.

[ar 3. B mento ycranoBku Authentication Center Beioepute Ycranoka BioLink Password Vault.
[ar 4. 3amyctutcs nporpamma ycranoBku BioLink Password Vault.
[ITar 5. B okHE IPUBETCTBHS TPOTrPpaMMbl YCTAHOBKHM HAXMUTE KHOMIKY [lanee.

[ar 6. B okHe CBeeHNs 03HAKOMBTECH C MOCISIHUMU OOHOBICHUSIMU U H3MEHEHHUSIMH B IPOTPAMME U
Haxxmute Jlanee .

[IIar 7. B okHe JIMLIEeH3MOHHOE COMIAIICHUE TPOYUTANTE TEKCT JULEH3UOHHOTO COMIAIICHHS A0 KOHLA. J{is
MIPOCMOTPA MOJIHOTO TEKCTA JUIEH3MOHHOTO COMIAIECHUS UCTIONIb3YUTE KIIABUIIM KiaBUaTypsl CTpeka
BHU3, Page Down 6o meinib. 3arem Boioepute Jla n Haxmure Jlanee.

[ar 8. B okxe Bribop nmanku HazHaueHus: HaxxMuTe O630p, uToOBI BEIOpaTh Manky s ycraHoBku BioLink
Password Vault. Jlns npogomkenust Haxmute Jlanee.

[Iar 9. B okHe Bb160p KOMITOHEHTOB BBIOEPUTE KOMITOHEHTHI /IJ1s1 ycTaHOBKH. [10 3aBepiiieHnn HaXMuTe
Hanee.

[ar 11. B oxne Hauano konupoBaHus (HaidjioB IpPOCMOTPUTE HACTPOUKH YCTAHOBKH. UTOOBI BEPHYTHCS
Ha3aJl ¥ U3MEHUTDh MapameTphl, BOCMONb3yHTeCh KHOMKOW Hazan. [[ns nponomkenus nHaxmute Jlanee.

[ITar 12. B okHe 3aBepiieHuss yCTAaHOBKH HaxXMUTE KHONIKY ['oToBO. [locne Haxkarusi [ 0TOBO KOMIbIOTEP
aBTOMAaTUYECKU MEPe3aryCTUTCS.

[Tocne nmepe3amycka cucTeMbl Ha maHenu 3a1a4 Windows mosiBUTCs 3Ha40K rporpamMmbl Password Vault
Agent: .

Hanucanue cuienapues.

3ananue 6. Hanmcanwue cuenapus mist DialUp — mogkimodeHus.

[ar 1. st Hagana Hy)HO BeIOparh nmoakiatoueHue. s atoro ITYCK — CereBbie nonkmtouenus — DialUp.

[ar 2. Tanee naxumaem CTRL+ALT+F10. ITosiBUTCS OKHO € TIPEIIOAKEHHUEM 3alIUCaTh CIIEHAPUA.
[ar 3. 3anonHUTE BCce HEOOXOMUMBIE MOJISI U HAKMUTE Ha KHOTIKY BBI3OB.

[ar 4. Haxxmure CTRL+ALT+F11 i 3aBepiienust npouenypsl 3anucu cueHapus. Ha akpane nosBurcs
OKHO, HH(OPMHPYIOIIEE MOIH30BATEINsI 00 OKOHYAHUU 3AIMCH CIIEHAPHUSI.

[ar 5. Beeaute HEOOX0MUMYI0 HH(DOPMAITHIO O TOJIHKO YTO 3aMMCAaHHOM CIICHapuu U HaxxMuTe COXpaHUTh
JUIS €T0 COXpaHEeHUs B 0a3e TaHHBIX.

[IIar 6. B cBoiicTBax cueHapusi, neperuuTe Ha BKIAAKy [lapamMeTpbl 1 OTMETHTE ClIeAyIONUE apaMeTphbl
[TpoBepka mpaBUILHOCTH PaOOTHI CIICHAPHSI.

[ar 7. 3akpoiiTe MpuIoKEHNE UM OKHO, JIsl KOTOPOTO OBLT CO3/IaH CIIEHApHH, a 3aTeM OTKPOWTE ero
BHOBb.

[Tar 8. Ha skpaHe mosiBUTCS NMpUTTIAIICHUE MPOUTH BepUPUKAIINIO TTO OTIEYaTKy najibia. Ciaemys
YKa3aHUSAM MIPOrPaMMBbI, IPUIIOKUTE TaJIell K OKHY CKaHepa.

[ar 9. [Tocne Toro, Kak Mpasa MoJb30BaTENs NOATBEPKACHBI, Tporpamma Password Vault BeimonHuT
3alMCaHHBIA ClIeHapHii. Pe3ynbTaroM yCHemHoro BEIMOMHEHUS CLICHapHst Oy/IeT 3alyCK HHTEpHET —
COEIUHEHMUS.

3ananue 7. Hanmcanue cuenapus s nporpammel TrueCrypt.

Iar 1. 3anycture nporpammy TrueCrypt.

[ar 2. Tanee naxumaem CTRL+ALT+F10. ITosiBUTCS OKHO € TIPEIIOAKEHHUEM 3alIUCaTh CIIEHAPUA.
[ar 3. Beibepute Qaiin — KOHTeHHEp U HAXMHTE KHOTIKY Mount.



[ITar 4. Beeaute napoiib 1 HaxkmMuTe KHONKY OK.

[Iar 5. Hasxxkmute CTRL+ALT+F11 qys 3aBepiienus npoueaypsl 3anucu ciieHapus. Ha skpaHe mosiBUTCS OK
nH(pOPMHUpYIOLIEe MOIb30BATENsI 00 OKOHYAHUH 3aMHCH CLIEHAPHSL.

[ar 6. Beeaure HE0OXOAUMYIO HH(POPMAIIUIO O TOJIBKO YTO 3aMCAHHOM ClieHapuu 1 HaxXxmMuTe COXpaHHUTh
IUIsL €r0 COXpaHeHus B 06a3e JaHHBIX.

[ar 7. B cBoiicTBax crieHapus, nepeiinnte Ha BKIaaKy [lapaMeTpsl 1 OTMEThTE HEOOXOIMMBIE MTapaMeTphl
ITpoBepka npaBUIBHOCTH PAOOTHI CLIEHAPHSL.
Iar 7. 3akpoiire TrueCrypt, a 3aTeM OTKpOUTE €r0 BHOBb.

[Iar 8. Ha skpaHe mosiBUTCS NMpUTTIAIICHUE MPOUTH BepUPUKAIINIO TTO OTIEYaTKy najibia. Ciaemys
YKa3aHUSAM [IPOrPaMMBbI, IPUIIOKUTE TaJlell K OKHY CKaHepa.

[ar 9. [Tocne Toro, Kak mpasa MoJb30BaTENsd NOATBEPKACHBI, Tporpamma Password Vault BeimonHuT
3alMCaHHbIA ClIeHapHii. Pe3ynbTaroM yCremHoro BeIMOMTHEHNS CLICHapHst Oy/IeT 3aIyCK MpOorpaMMbl
TrueCrypt, 1 MOHTHUpPOBaHHE KOHTEHHEPA.

3ananue 8. Hammcanue cuieHapus Jjisl TOYTOBOIO CepBeEpa.

[ar 1. [Tepeiiaute Ha caift http://www.mail.ru.

[ar 2. Tanee naxumaem CTRL+ALT+F10. ITosiBUTCS OKHO € TIPEIJIOAKEHHUEM 3alIUCaTh CIIEHAPUA.
[ar 3. 3anonuure noss UMs u naposb.

[IIar 4. Haxxmute KkHONIKY BoWTH.

[Iar 5. Hasxxkmute CTRL+ALT+F11 qys 3aBepiienus npoueaypsl 3anucu ciieHapusi. Ha skpane nosiButcst
OKHO, HH(GOpMUpYIOLIIee MM0JIb30BaTeNsd 00 OKOHYaHUH 3alUCH CLIEHAPUS.

[ar 6. Beeaute HEOOX0MUMYI0 HH(DOPMAITHIO O TOJIHKO YTO 3alMMCAaHHOM CIICHapuu U HaxxMuTe COXpaHUTh
JUIS €T0 COXpaHEeHUs B 0a3e TaHHBIX.

[Iar 7. B cBoiicTBax cuieHapus, nepeianTe Ha BKIaaAKy [lapaMeTpbl 1 OTMETBTE HEOOXOIUMBIE TTapaMeTPhI

[TpoBepka MpaBUIILHOCTH Pa0OTHI CLICHAPHS.
[ar 7. 3akpoiite Opaysep, a 3aTeM OTKpPOWTE ero BHOBb U MepeinuTe mo cepiike http:/www.mail.ru.

[Iar 8. Ha skpaHe mosiBUTCS MpUTTIAIIICHUE TPOUTH BepU(UKAIUIO TTO OTIeYaTKy najbia. Creays yKa3aHusn
MIPOrpaMMBbl, IPUIIOKUTE TaJlell K OKHY CKaHepa.

[ar 9. [Tocne Toro, Kak Mpasa MoJIb30BaTENs MOATBEPKACHBI, Mporpamma Password Vault BeimonHuT 3anmca
ClieHapuid. Pe3ynpraToM yCHenrHoro BEIIOTHEHUS ClIeHapys OyeT aBTOMAaTHYECKUI BXO/ B IOYTOBYIO
CUCTEMY.

KoHTponbHbIE BOITPOCHI.

. Ioaxmounte k KommbioTepy yctpoiictBo BioLink U-Match 3.5.

. YcranoBute porpammHoe odecriedeHue Authentication Center.

. Co3naiite HoBOrO agmuaucTparopa B Windows Logon.

. Co3naiite orpaHuYeHHYI0 y4eTHYI0 3anuck B Windows Logon, co3aaiiTe HOBYIO IEPCOHY U CBSKUTE UX.
. Hanmmmre cuenapuit amst nporpammsl Microsoft Outlook.

. Hanummre ene onuH crieHapui 1l JaHHOW MPOTPAMMBI.

~N N L W N

. Hanummwmre cuenapuit amst mo60it Web-ctpanuiibl, cofepskaiiei mosst Juist BBOJIa HIMEHU T0JIb30BaTeNsl U
apoJIsl.

8. Ynanure nporpaMmmHblil koMmrieke AC.

Crucok UCONIb30BAHHBIX HCTOYHHUKOB.

1. PyxoBozcTBO monb3oBarens Autentication Center
2. http://www.biolink.ru
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JlaGoparopnas pabota. Hactpoiika cucteMbl HASHTH(PHUKALNN U ydeTa pabouero BpeMeH!
Teopetnueckas 4acThb
3amanne Nel Hacrpoiika nonkimtoueHust komnoneHnTta BioTime Agent
3aganue No2 JloOaBieHHEe COOBITHS
3ananue Ne3 OTmeuaHue OTCYTCTBUS
3amganune N4 OTMedaHue OTCYTCTBHUS ¢ TOMOIIBIO 00macTu « COOBITHSI 32 BEIOPAHHBIN JICHBY
3aganue No5 Vnanenue coObITHS
3aganue Ne6 YnaneHue oTCyTCTBUS
3ananue Ne7 IIpocMOTp COOBITHIA 32 BEIOpaHHBIH JEHD
3amanue Ne® JloOaBieHHE HOBOTO OTYCTA
3ananue Ne9 IIpocmoTtp oTueToB
3aganue NelO DKcnopT 1aHHBIX OTYETOB
3amanue Nell YmaneHue ordeToB
Bomnpocs! u npaktuueckue 3aganus
Teopernueckas 4acThb

[Tpunoxenue BioTime Agent sBIIsIeTCSI K MTHOBEHHBIM HH()OPMATOPOMY MO3BOJISET OBICTPO U YIOOHO
HaOJIIOIaTh 32 BCEMH COOBITHIIMU, peTUCTpUpyeMbIMu cucTemoit. HTepdeiic mpunoxkenus BioTime Agent
NPECTaBJICH Ha PUCYHKE HUKE.

[{udpamu Ha pucyHke 0003HAYCHBI:

1) Ananorosoe okno Hactpoiiku npunoxenus BioTime Agent. ITo3BossieT HacTpanBaTh MOAKIIOYCHUE K
BioTime Server u BHEIIHUI BUJ OKHA MIPHIIOKEHUS

BioTime Agent.

2) Oxno npunoxkenus BioTime Agent.

3) Cnmcok Bcex COTPYAHMUKOB, 3aperucTpupoBaHHbiX B BioTime. OtoOpaxaercs B okHe BioTime Agent.
4) BerusiBaromue cooobmenns BioTime Agent, nadopmupytomye moyb3oBaresis 000 BCeX COOBITHSX,
3aperuCTPUPOBAHHBIX CUCTEMOM.

5) KontekctHoe mento BioTime Agent.

6) 3nauok npunoxenus BioTime Agent B o61acTu nukrorpaMm nanenu 3agad Windows.

[Tpumenenue BioTime Agent onpaBaaHo B CICTYIONTUX CITydasiX:

Cnyx0e nepcoHana Wik pyKOBOIUTENSIM OpraHU3aIMK TPeOyeTCs MOCTOSHHBIN KOHTPOJIb HaJl
coTpyaHuKaMu. B TakoMm ciyuae Ha KOMITbIOTEP(bI)

ycranaBnuBaetcs BioTime Agent, mo3Bossitonuii B pekiMe pealbHOTO BPEMEHU aHATTM3UPOBATh TIPUXOIBI
1 YXOJIbI 3aPETUCTPUPOBAHHBIX COTPYIHHUKOB.

CoTpyaHuKaM OpraHu3aluy HeoOXOAUMO 3HaTh MPUCYTCTBYIOT JIM UX KOJUIETH Ha paboueM mecte. B
KPYTMHBIX OpraHU3alusiX, Yb1 0(hUChl MOTYT 3aHUMATh HECKOJILKO 3Ta)Kei WM BOOOIe HAXOAUTHCS Ha
HEKOTOPOM PAaCCTOSIHUM JIPYT OT Apyra, Ipobiema CBsI3U MEX]y COTPYAHUKAMH OCTAeTCsl IOYTH BCer/ia
HepaspemnieHHor. C momomisio BioTime Agent Tenieps He Hal0 OyAET 10JITO 3BOHUTH KOJUIETE, TIOJHUMATHCS
Ha JIPYTOH ATaK WIM OTIPABIATH MUChMA MO AIEKTPOHHOM MOYTEe, YTOOBI Y3HATh HAXOJUTCS JIM OH(a) Ha
pabouem mecre.

KoHneuHo, yka3aHHBIMU ABYMsI CUTyallUsIMUA BO3MOXKHOCTH TI0 Mcmonib3oBanuio BioTime Agent He
OrpaHUYKUBAIOTCH. Bce 3aBucur ot KOHKPCTHBIX 3a/1a4, CTOAIUX TICPCI CJIy)KGaMI/I yHpaBJICHUS IIEPCOHAIOM
B PA3JIMYHBIX OpraHu3anuiax.

UroOb1 HaOMIOAATh 32 BCEMH COOBITUSIMHU, PETUCTPUPYEMBIMU COTPYIHUKAMH, TOCTATOUYHO 3aIlyCTUTh
npunoxenne BioTime Agent. Kak Toipko kakoe-mu00 coObITHE Oy/IeT 3aperuCTPUPOBAHO KeM-TH00 U3
COTPYIHHUKOB, IMOSBUTCS BCIUIBIBarOIIee coootenue, coodmatromee PO coTpynHuka,
3aperucTPUPOBABLIETO COOBITHE, ATy, BpEMS U THUIT COOBITHSL.
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OT4eThl — HEOTheMIIEMasi 9acTh JTF000N CUCTEMBI y4eTa pabovero BpeMeHH, 0COOEHHO OMOMETPHYECKOM.
be3 Hux Bce ycunus mepcoHaia KOMIIaHUU, cOOp JaHHBIX, PETUCTPALHUS COOBITHI, BBOA MIPUYHUH
OTCYTCTBUSI H T.JI. ObLITH OBI MOJHOCTBIO OecTone3Hbl. MOXKHO CKa3aTh, YTO OTYETHI — 3TO BU3YaIbHOE
MIPEJICTABICHUE JaHHBIX, COJEPKAIIMXCS B 0a3e JaHHBIX cHcTeMbl. UeM Ooliee THOKUMU, YIOOHBIMH,
MOHSITHBIMU TIOJTH30BATEISIM SIBIISTFOTCSI OTUETHI, TeM Tpoiie U 3pexTruBHEe paboTaTh ¢ CUCTEMON
COTPYIHHMKaM OTAENO0B nepconana u HR.

OrtueTtsl BioTime

CITy>KaT JJIsl HaIJITHOTO MPE/ICTaBICHUs, COPTUPOBKH U aHAJIM3a BCEX 3aperucTpupoBaHHbIX B BioTime
coOpITHH B (hopme U BUJE,

COOTBETCTBYIOLIUM

crangaptam Poccuiickoii denepariu B 00J1IacTH yueTa pabouero BpeMEeHU U YIPABJICHUS YeIOBEUECKUMU
pecypcamMu IpeanpUsiTus;

OTEPATHUBHO M HAIVIATHO WILTIOCTPUPYIOT COOBITUS MPUXOAA/yX0Aa COTPYIHHUKOB,

UX MPUCYTCTBUE Ha pabOUYMX MECTax;

MO3BOJISIIOT BBISIBUTH NPOTYJIbI, HEAOPAOOTKHU U MepepabOTKU, TOHATH, CKOJIBKO

4acoB 0TpaboTal TOT WM UHOM COTPYIHHUK U BECh OT/AEI B IIEJIOM;

II03BOJISIFOT MTHOBEHHO OLIEHUTH CJIOKUBLIYIOCS CUTYallMIO B KOMIIAHWUU, IIPUHSATh

OBICTpbIE, CBOEBPEMEHHBIE, 1, CAaMOE TNIABHOE, MPaBUJIbHBIE PELICHHUS B 00JIaCTH

ydera pabouero BpeMeHU U KOHTPOJISI JOCTYTIA.

Bunnr otueToB

B BioTime o ymMonm4aHHIo yke€ CO34aHbI CIEAYIOLINE BUbI OTYETOB:

Tabens T13 (cTangapTHBI TabeNb yueTa paboyero BpeMeHH, CO31aHHBIA B COOTBETCTBUHU C TPEOOBAHUSIMHU
u HopMamu P® B obnactu ydera u yrpaBieHHs KaJapamHu),

Kypnan pabouero BpeMeHu (OTUET, TOKA3bIBAIOIINN CTATUCTUKY MOCEIIEHUsS orca COTpyIHUKAMH
komnanuu. ConepkuT cieayronue nojs: Bpems npuxona, Bpems yxona, Otpadorano, Hopma,
Henopa6otka, [lepepaborka, Ono3nanue, Panamii yxon);

Tabens npuxona (0TUET, MOKA3bIBAIOLINIA BpeMs IPUXO0JIa COTPYIHUKOB Ha paboTy);

Tabenb yxoza (0TUET, MOKA3bIBAIONINI BpEMsI yX0a COTPYIHHKOB C pabOTHI)

CrarucTHKa MocemeHui (0TIeT, IMOKa3bIBAIONINI OO0 CTATUCTHKY TTOCEIICHUs O(hrca COTPYTHUKAMHU
OpraHU3aINH ).

KypHan aBTOyX0710B (OTYET, BBIICISIONINNA COTPYTHUKOB, 3a0BIBAIOIITUX OTMETUTH CBOM YXOJ] C pabOoTHI).
JKypHan npuduH oTCyTCTBHS (OTUET, MOKA3bIBAIOIIUI B HATMISITHOW (DOPME,KTO U MO KaKOH MpUIHHE
OTCYTCTBOBAJ B orce).

JIHU POXKICHUSI COTPYAHUKOB (OTYET, OTOOPAKAIOIIUI THU POXKICHHUS COTPYIHUKOB B OTCOPTUPOBAHHOM 10
MecsiaM MOpsJIKe).

Kypnan onoznanuii (OTUET, MOKA3bIBAIOLIMIA OMA3IbIBAIOIINX COTPYIHUKOB, a TAKXKE ATy U BpeMs
OTIO3/IAHUS ).

Tabenb pabouero BpeMeHH (OTUET, MOKAa3bIBAIOLINIA BpeMsi, OTpa00TaHHOE COTPYAHUKAMHU).

Pacnimcanue pabounx cmeH (0TYET, MO3BOJISIONINI MOTYyYnTh HH(POpMAIUIo 0 TpaduKax BHIXOIAOB
COTPYIHHUKOB Ha paboTy).

Pacuer 3apaboTHOM 11aThl (OTYET, MO3BOJIAIOMINN OTy4YaTh HH)OPMALIHIO O KOIUYECTBE HAYMCIEHHBIX
COTPYIHUKAM JEHEKHBIX CPEJCTB B 3aBUCUMOCTH OT (PAKTHUECKH OTPaOOTaHHOTO BPEMEHH).

Xon paboThI:
3anmanue Nel Hacrpoiika nonkimtoueHust komrnonenta BioTime Agent.

Hactpouts npunoxkenne BioTime Agent B COOTBETCTBUU C TOTPEOHOCTSIMU U TIPEATTOUTCHUSIMHI
MOJIB30BATEII MOYKHO C TTIOMOIIBIO THAJIOrOBOro okHa HacTpoiiku.

Hacrpoiika BioTime Agent BkitogaeT B ce0sl CIEAYIOIINE 3a0a4u:
HACTpOIKa MoJKIIoueHus K cepBepy BioTime;



HACTpOIKa 0TOOPaXKEHHUs CIIMUCKA COTPYAHUKOB (KpoMme mpudTa 0OToOpakeHus: 1 HHTepBaia OOHOBJICHHUS
CIHCKA COTPYAHUKOB, MOXHO CO3/IaTh

CBOI1 COOCTBEHHBIN CITUCOK COTPYIHUKOB, YbH COOBITHS OynyT oToOpakarbes BioTime Agent).
HACTpOIKa MPO3pavyHOCTH OKHA npuiioxkenust BioTime Agent; BKITIOUeHNE WA BBHIKITIOYCHUE
BCIUTBIBAIOILIETO COOOIICHHUS;

BKJIFOYCHHE WUJTU BBIKIIIOYCHHE TTOKa3a BPEMEHH 3aperUCTPUPOBAHHBIX COOBITHH.

3amanue No2 JloOGaBieHHE COOBITHS.

Jlo6aBneHre HOBOTO COOBITHS IIPOUCXONT C MIOMOIIIBIO oOfHOMMeHHOTr0 Mactepa. Ho ropasno ynoonee
ucnonb30Barh o0nacth CoOBITHS 3a BEIOPaHHBIN JIeHb, TaK Kak B 3ToM ciiyyae DHO corpynHuka u
MIPUMEPHBIM BPEMEHHOW HHTEPBAJI, B KOTOPOM Oy/IET 3apEerHCTPUPOBAHO COOBITHE, AaBTOMATHYECKH
N00aBISIOTCS] BOOTBETCTBYOIIKE 1oyt Macrepa.

Uto06B1 106aBUTH COOBITHE C TIOMOIITBIO pasaena CoObITHS 3a

BBIOpaHHBIN JICHb, BHITIOTHUTE CIICIYIOIINE JCHCTBUS:

1) B Tlanenn cruckoB BBIOEPUTE COTPYAHHUKA, TSI KOTOPOTO TpeOyeTcsi 100aBUTh COOBITHE.
2) B paznene Kanennaps Beioepure eHb, Korna Tpedyercst 100aBUTh HOBOE COOBITHE.

3) B paznene CoObITHs 32 BEIOpAHHBIHN JICHh BRIOSPUTE HYKHBIN MPOMEKYTOK BPEMEHH, IIEITKHYB TI0
CTPOKE TAOJIHIIBI MBIIITKOH.

4) HaxxmuTe mpaByl0 KHOIIKY MBIIIHN, YTOOBI OTKPBITH KOHTEKCTHOE MEHIO.
5) B KoHTeKCTHOM MEeHIO BblOepuTe myHKT /l00aBUTH COOBITHE.

6) Otkpoercs Mactep n00aBiIeHNsI HOBOTO COOBITHS, T/I€ MOKHO OyZIeT yKa3aTh TOUHOE BPEMs COOBITHS,
THIT COOBITUS U, €CITU TPEOyeTCs, KBMEHUTh COTPYIHUKA, TSI KOTOPOTO 3TO COOBITHE CIIETYET T0OABUTH.

3aganue No3 OTmMedaHue OTCYTCTBUS.
YroOBbl OTMETHTH OTCYTCTBUE COTPYIHUKA Ha PaOOYEM MECTE BBl MOYKETE UCIIONIb30BaTh:
O6nacte Kanennaps ¢hyHKIIMOHAIBHONM cTpanuiibl JXKypHa,

O6nacte CoObITHS 32 BRIOPaHHBIN JIeHb (DYHKIIMOHATIBLHON CTPAHMIIBI

Kypnau;

Macrep nobGaBieHHs OTCYTCTBUSA (3ammyckaeMblid ¢ GyHKIIMOHATBHBIX cTpaHull JXKypHan u OOmias
nHpopmarus).

OTtMeuyaHue OTCYTCTBHUS ¢ MOMOIIbI0 oOnmactu Kanenmapp

UToOBI OTMETUTH OTCYTCTBUE C TIOMOIILIO KaJICHAAPS, BBIMIOJIHUTE CICAYIOMINE ICHCTBUS:

1) B o6mactu Kanenmapsp 1mierukom JIeBOM KHOTIKM MBIIIY BBIJICIUTE TIEPBHIN JICHB
OTCYTCTBHSI.

2) He otmyckasi KHOTIKY MBIIIY TOABEANUTE Kypcop K MOCIETHEMY JHIO OTCYTCTBHSL.

3) OTMeueHHBI HHTEPBAJI OKPACUTCSl B CUHHI LIBET.

4) lllenkHuTE IPABOM KHOTIKOW MBIIIN HA BBIJICJICHHOM MHTEpBAJIC.

5) W3 mosiBUBIIETOCS] KOHTEKCTHOTO MEHIO BhIOepUTE OTMETUTH OTCYTCTBHE.

6) Otkpoetrcst Mactep no0aBneHus OTCyTCTBHS. Jlanee ciaemnyiiTe MHCTPYKITUSAM Ha SKpaHe.
3ananue Ne4 OTmeuaHue OTCYTCTBUS C TOMOIIBI0 001acTu «COoOBITHS 32 BBIOPAHHBIHN IEHB).

UtoObl OTMETHUTH OTCYTCTBHUE ¢ TOMOILIBIO pazzena CoObITHs 3a

BbIOpaHHBIN J€Hb, BBITIOJIHUTE CIIEIYIOIINE JeHCTBUS:

1) B Ilanenu ciucKoB BBIOEPUTE COTPYAHMKA, JJIS1 KOTOPOTO TPEOyeTCss OTMETUTH OTCYTCTBHE.
2) B paznene Kanennaps BeIOepUTE A€HB, KOTJIa COTPYAHUK OTCYTCTBOBAJ Ha paboTe.

3) BriGepute Hauano MHTEpBaja, MEIKHYB MBIIIKOH 110 HY>KHOM CTPOKE TaOIHIIBI.

4) He oTiryckasi KHOIIKY MBIIIH, BBIIEIUTE BCE CTPOKU HIKE BILIOTH /IO TOTO BPEMEHH, KOTa COTPYIHHK
MpUIIeN Ha PaboTy.
5) Haxxmute npaByr0 KHOIIKY MBIIIH, YTOOBI OTKPBITH KOHTEKCTHOE MEHIO.
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6) B KoHTEKCTHOM MEeHIO BbiOepuTe MyHKT OTMETHTh OTCYTCTBHE.

7) Otkpoerca Mactep n00aBiIeHUs OTCYTCTBUS, I1I€ MOXKHO OyJeT yKa3aTh TOYHOE BpeMsl Hauajia u
OKOHYaHHUS OTCYTCTBUS, IPUUUHY OTCYTCTBUS U, €CIIU TpeOyeTcs, U3MEHUTh COTPYIHHKA, JIJIsl KOTOPOTO 3TO
OTCYTCTBHE CJIEIyeT OTMETUTb.

3ananue Ne5 YananeHue coObITHA.

I[J'I}I YAQJICHUSA CO6BITI/I$I BBITIOJIHUTC CJICAYIOIIINC HeﬁCTBHHZ
1) B Ilanenu ciickoB BRIOEPUTE COTPYIHUKA, Yb€ COOBITHE HEOOXOMUMO yIATHTh.

2) B INanenu unpopmanuu B pazaene Kanennaps BeiOepute 1eHb, KOTa yaajiseMoe coObITHE OBbLIO
3apEeTUCTPUPOBAHO.

3) B o6mactu CoObITHs 32 BEIOpaHHBIN JICHD MICIIKHUTE MBIIIBIO [0 CTPOKE TAONHUIIBI, COAEPIKAIICH
MH(POPMALIUIO O COOBITHH.

4) lllenkHUTE IPABON KHOIKOW MBIIIH, YTOOBI OTKPBITH KOHTEKCTHOE MEHIO.

5) B KOHTEKCTHOM MEHIO BBIOEPHUTE MYHKT YAAJIUTh cOOBbITHE. 6)BhiOpanHOE cCOOBITHE OYIET yIaieHo.
3ananue Ne6 YnaseHue oTCyTCTBUSL.

Jlns yaneHus: OTCYTCTBHSI BBIIIOJIHUTE CIIEAYIOLNE JeHCTBUA:

1) B Ilanenu cnucKkoB BBIOEPUTE COTPYAHHUKA, Yb€ OTCYTCTBHE HEOOXOIUMO

OTMEHMUTb.

2) B INanenu unpopmanuu B pazzaene Kanennapp menkHuTe MpaBoil KHOMKON MBIIIN

Ha JII0OOM JIHE, BXOJSIIMM B yaJIsieMblil HHTEpBaJl OTCYTCTBUS.

3) B oTkpbIBIIEMCSI KOHTEKCTHOM MEHIO BHIOEPUTE MYHKT YIAIUTh OTCYTCTBUE.

3amanue Ne7 IIpocMOTp COOBITHIA 32 BEIOpAHHBIN ACHb.

YT0oOBI MPOCMOTPETH COOBITHS 32 BEIOPAHHBIN JICHD, BHITIOJTHUTE

CIEAYIOLIME IEUCTBUA:

1) B Ilanenu ciMCKOB MIETYKOM MBI BBIOEPUTE COTPYIHUKA, YbH COOBITHS HEOOXOAMMO MMPOCMOTPETD.

2) B [Manenu undopmanuu B paznene Kaiennaps BEIOEpUTE JIEHB, 32 KOTOPBIN TPeOyeTCsl IPOCMOTPETH
COOBITHSL.

3) B tabnune B pa3nene CoObITHA 32 BEIOPAHHBIN A€HBb MOSBUTCS CIIMCOK BCEX 3aPETUCTPUPOBAHHBIX B 3TOT
JIeHb COOBITUH 11 BBIOPAHHOTO COTPYAHUKA.

OO6parute BHUMaHKe Ha crucoK. [Ipuxon u yxox oroOpaxaroTrcs pasHbIMH LBeTaMH. Takke Ipu pyuyHOM
n00aBneHNH COOBITUH B CKOOKaX MOCIE TUIIA COOBITHS YKa3bIBAETCS COTPYIHUK, TOOABUBIINN 3TO COOBITHE.

3aganue Ne§ JloOaBieHE HOBOIO OTYCTA.

Uto06s1 106aBuTh B BioTime HOBBIN THIT O0TYETa, 3amycTuTe Mactep 100aBIeHUS HOBOTO OTYETa U CIICAYHTe
MHCTPpYKIMAM Mactepa. Bam Oyzier npeayioxkeHo ykasarh myTh K (aitmy otdeta (.rpt).

Jliis noGaBieHust HOBOTO COOBITHSI BHIITOTHUTE CIEAYIOLINE IEHCTBUS:
1. B Ilanenu 3amau BeIOepUTE M1eMeHT OTUETHI.
2. B paznene JleticTBust BBIOEpUTE MYHKT J00aBUTH HOBBIN OTYET.

— uu — Haxmure JleictBus — JJo0aBUTh HOBBIN OTYET.
— WIH — IIEJIKHUTE JIEBOW KHOIMKON MBIIIIH 10 COOTBETCTBYIOIIEH KHOIKE HA MMaHEN HHCTPYMEHTOB
3. Otkpoercst Mactep n00aBieHrst HOBOTO OTYETA.

4. Cnenyute ykazanusm mactepa. [lepexitouenue Mexay 3akiaKkaMyd MacTepa OCyLIECTBISETCS C
noMouipto KHotku Jlanee n Hazan. it coxpaHeHHUsl CAENaHHbBIX M3MEHEHUI Ha MOCIIETHEM 3TANe HaXKMUTE
Coxpanuts. Jl11s1 BeIXoAa U3 Macrtepa HaxxmuTe OTMEHa.

3aganue No9 [IpocMoTp OTHETOB.

YtoOBI MPOCMOTPETH PE3YJABTATHI OTYETA, BBHITIOIHUTE CICTYIONINE

NICUCTBUS:

1) B paznene Bribop Tuna otuera GpyHKIIMOHAIBHON CTpaHUIBI OTYEeThI

BBIOEPUTE TOT OTYET, Pe3yIbTaThl KOTOPOrO HEOOXOAUMO MPOCMOTPETh U POAHATIU3UPOBATH.
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2) Hacrpotite ®@unptp [Manenn Unpopmanuu.
st aToro:

1. B mone OTnen u3 pacKphIBarOIIETOCS CIIMCKA BhIOEpHUTE OTAEN (TIOApa3IeieHne) KOMIaHUH, IO KOTOPOMY
OyaeT MOCTPOEH OTYET.

2. W3 packpsiBatomierocs cnucka B nose CoTpyIHUK BbIOEpUTE COTPYIHHKA, IO KOTOPOMY Oy/IeT MOCTPOeH
otdeT. OOpaTuTe BHUMAaHKE, YTO MCIIOIB3YS ATO M0JIE, TAKXKE MOYKHO BBIOPATh KATETOPUIO COTPYIHUKOB,
111 KOTOPBIX Oy/IeT OCTPOEH OTYeT. DTO yA0OHO, €ciI He0OXOAUMO MOCTPOUTH OTYET IO BCEM

COTPYIHHUKaM, OTHOCSIIIIUMCS K, HaIpuUMep, kareropuu Buemtarabie. 3.YcTaHOBUTE MPOMEKYTOK BPEMEHH,
3a KOTOPBIi TpebyeTcs MOCTPOUTh

otueT (o0macth 3a mepuom).
4. Nanee BbIOepUTE BUI COPTUPOBKU. JlOCTYyIHBI cnenyromue 3HadeHus: COTpyIHUK
Tlo3unus

5. Ycranosute [lopsiiok copTHPOBKH, BEIOpaB 01HO U3 ABYX 3HaueHHii: [To yOsiBanuto unu I1o
BO3PACTaHHUIO.

6. B obnactu [lomemenus Beioepure nomenieHue. B oruere OymyT oTpaskeHbl JaHHBIC, OTHOCSIINAECS
TOJIBKO K BBIOPaHHOMY MOMEIIIEHHUIO.

7. HactpoiiTe JOMOTHUTEIbHBIC PEKUMBI (DPMIIBTPALIUHN JaHHBIX B OTYETAX, €CJIM TAKOBBIE IPUCYTCTBYIOT.
3aganue NelO DkcnopT TaHHBIX OTYETOB.
DKCHOPT OTYETOB 10 BHEUTHHE (POPMATHI MOXKET OBITH yI00eH IS

oOMeHa JTAaHHBIMH C BHEIITHUMH KOPITOPATUBHBIMH CHCTEMaMH (€CJTH SKCIIOPT JAHHBIX HAPSIMYIO B 9TH
cucteMbl He noaaepxkuBaerca BioTime;

ne4yaT JaHHBIX OTYETOB B COCTABE APYIrUX NTOKYMCHTOB,

CTPYKTYpUPOBaHHS U XPAHEHUS OTUETOB, €CIIU TOTo TpeOyeT 00I11ast KOHIENIHS JOKyMEHT0000poTa
KOMIIaHUH;

OTIIPABKHU OTYETA IO JIEKTPOHHOM MOUTE;

UT0oOBI COXpaHUTh OTYET B (paii1, BEITIOJHUTE CIACAYIOMINUE TEHCTBUS:
1) Co3naiite oTyer.

2) lllenkuuTe 10 cchiike COXpaHUTh PE3yJIbTaT.

3) Otkpoercs crangaptHoe Windows okHo Coxpanuth kak. B mone Tun daiina u3 packpsiBaronierocs
crHcKa BelOepuTe TpeOyeMblil popMaT SIKCIOpTa OTYETA.

JocrymnHbie popMaThl SKCTIOPTa OTYETOB!

HNoxyment Excel; Jokymenr HTML; Jlokyment XML.

4) Haxxmute kHonky Coxpanutb. OTueT OyaeT coxpaHeH B (haii.
3amanue Nell Vnamenue oT4eToB.

YroOBl yIaauTh OTYET, BBITOJHUTE CIEAYIONINE ACHCTBUS:

1. B Ilanenu 3a1a4 BBIOEPUTE TOT OT/EI, KOTOPBI HEOOXOIUMO YIaIHTh.

2. B paznene [eiicTBUs HAXMUTE YIaIUTh OTAEII.

— WIK — HaXXxMuTe J[eficTBus — YIanuth oTAen

— WJIN — HIEJIKHUTE JIeBOW KHOIKOW MBI IO COOTBETCTBYIOLIECH KHOTKE HA TTaHEeJI HHCTPYMEHTOB
Bormnpocs! 1 npakTuueckue 3aaHus.

. KakoBpl ocHOBHBIE QyHKITMN 1 Bo3MOkHOCTH BioTime Agent.

. KakoBo nmpumenenue BioTime Agent.

. HazoBuTe 0CHOBHBIE (DYHKIIMU M BHIBI OTUYETOB.

. Hactpoiite nogkirouenne komnonenta BioTime Agent.

. lo6aBbTE COOBITHE C TOMOIITBIO pasnena « CoObITHS 32 BHIOPAHHBIN JIEHBY.

. OT™MeTBTE OTCYTCTBHE C IOMOIIIBIO 00nmacTu «KaneHnmapoy.

. OT™MeTBTEe OTCYTCTBHE C MTOMOIIBIO pa3aena «CoObITHS 32 BRIOPAHHBIN JICHBY.
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. Ynanute nobasneHHoe Bamu coObITHEe/0TCYTCTBHE.



9. C nomMouIpio Yero MHCIEKTOP M OIepaTop MOTYT MPOCMATPUBATh HH(POPMALIUIO O BPEMEHHU paboThI
COTPYIHUKOB KOMIIAHUU (OpTaHU3ALIIH).

10. JIo6aBbTE HOBBIM OTYET.

11. Dxcnoptupyiite nanHbie oTyeTa B 1okymMmeHT HTML.

12. Ynanute oTYer.

Cnucok UCT0JIb30BAaHHOW JIUTEPATYPHI.

1. Biolink - [DnexTponnsiii pecypc]. Pexum nocrymna: http://biolink.ru/
2. Biotime - [DnektponHbIi pecypc]. Pexxum noctyma: http://biotime.ru/

Tema 7. MeToabl 3aIIUTHI IPOTPAMMHOTO 00€CIIeYeHHs OT HECAaHKIIMOHUPOBAHHOTO MCIIOIB30BAHUS.
JlaGoparopnas pabota. PazpaboTka mporpaMMHOro npoaykra ais padotsl ¢ LI Ha 0CHOBE 3JEKTPOHHBIX
kitoueii ruToken
Teopernueckas 4acThb
Onucanue NpoayKTa.
3anmanue 1. Peanumzanus npoueaypsl co3nanus B namsati ruToken HOBoro KoHTelHepa.
3amanue 2. Peanuzanus nporeaypsl ynaneHus u3 mamsatu ruToken koHTeitHepa. 4 3ananue 3. Peanu3zanus
MPOLEAYPHI MPOBEPKH CYILIECTBOBAHUS KOHTEUHEPA KITIOUEH
3ananue 4. Peanu3zanus nporeaypbl TeHepallii B KOHTEMHEPE 3aITaHHOTO UMEHH KITIOYEBOM Maphl
3aJJaHHOTO pa3Mepa. 6
3aganue 5. Peanu3zanus mporeaypbl SKCIOpPTa OTKPBITOrO KJIto4Ya U3 KOHTeiHepa/ 3amganue 6. Peanuzanus
MIPOLIETyPbI IPOCMOTPA OTKPBITOTO KIHOYA.

3aganue 7. Peanu3zanus nporeaypbl NOAMUCH JOKYMEHTA.

3ananue 8. Peanu3anus nponenypsl BepuhrKauy NOAMICH JOKYMEHTA.
Bormnpocs! u npakTuueckue 3a1aHus.

Teopernueckas 4acTh.

DnexTpoHHas HU(PpoBasi NOAMKUCH - OCIEA0BATEIbHOCTH CUMBOJIOB, IIOJyYeHHAas B pe3yJibTare
Kpurnrorpaduaeckoro mpeoOpazoBaHus MEKTPOHHBIX HaHHBIX. DL qobaBnsercs k OJOKY TaHHBIX U
MO3BOJISIET MOTyYaresto 6J0Ka MPOBEPUTH UCTOUHUK U HEIOCTHOCTD TAHHBIX M 3aIIUTUTHCS OT MOIEITIKH.
OIIT uconp3yeTcst B Ka4eCTBE aHaIora COOCTBEHHOPYYHOMW MOIIUCH TSl OPTaHU3alUN FOPUTAYECKI
3HaYMMOTO JIEKTPOHHOTO JJOKYMEHTO000pOTA.

B peanuzarum 11T ncronb3yroTess acCHMETPUYHBIE CHCTEMBI UG POBAHUS, TCHEPUPYIOIINE /1B PA3HBIX
KJIIOYA: OJIMH U3 KIIOUeH JepKUTCS B

CTpoXaiiiem cekpete (OH Ha3bIBaeTCs "3aKphITHIN'"), Ipyroii - myonukyercs ("oTkpsIThid"). [lepenaBaemoe
cooOmieHne (JOKYMEHT) OTIIPaBUTENb IU(PPYET CBOUM 3aKPHITHIM KIII0UOM. PacimppoBka IporCcXOauT ¢
MIOMOIIBIO OTKPBITOrO Kitoua. To ecTh, pacmmdpoBaTh MOXKET KTO YTOAHO, a 3ai(pPOBaTh - TOJIBKO
oTnpaBuTenb. Takum 00pa3zoM, MoIydaTesb, paciupoBbIBasi COOOIIEHNE OTKPHITHIM KIIFOUOM
OTHPABUTEIISl, IPOU3BOAUT €TO ayTEHTH(PHUKALIUIO.

CryptoAPI

Jlst pa3pabotku B cpene Delphi mpunokeHuit, paboTaroIux ¢ AeKTPOHHO- ¢ poBoi nmoanuchio (BLIT),
UCHONB3YIOTCS Kpunrorpapuueckue BosmMoxkHoctd OC Windows, a UMEHHO KpUNITOTpaduiecKuit
unTepdeiic mpuknaaueix nporpamm (CryptoAPI).

Kon ¢pynkumii kpunrorpaduueckoii moacuctemsl CryptoAPI conepkutcs B HECKOIBKUX JHHAMUYECKH
3arpyxaembix ouonuorexkax Windows (advapi32.dll, crypt32.dll). [{ns oOpamienus kK 3TuM QyHKIHUSIM U3
NPUKIaAHOM porpammbl Ha Object Pascal Mo)kHO 0OBSIBUTH UX KaK BHEIIHUE, HO MIPOIIE UCIIOIB30BaTh
CHeUaIbHO pa3paboTaHHBIN porpaMmmucTaMu Microsoft 1u1st 3To# menu Moaynnb werypt2.pas.,
MOAKJIFOYAEMBIN K TTPOEKTY.
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Jlns ucrionb3oBanus Bo3MokHoctel CryptoAPI B pabote PyTokeHa ucmonb3yercst KpUnTorposaiiiep
«Aktiv ruToken CSP v1.0» (ycTaHaBiIMBaeTCs B ONEPAMOHHYIO CUCTEMY BMecTe ¢ paiiBepamu PyTokeHa).
JIaHHBIN KPUIITONIPOBAJEP, KaK U Apyrue, npeacrasiser codoit dll-gaiin. B nem onucano 25 ynkumii
CryptoAPI, mpumenumsix k Pytokeny. (Onucanue ¢pynkiuiit Aktiv ruToken CSP v1.0 cmoTpuTe B
PyxoBozcTBe nonb3oBarernto Rutoken).

Onucanue nNpoaykra.

ruTokenEDS (ot anr. EDS — electronic digital signature — aekTpoHHO- ¢ POBast MOATKCH) -
MpOrpaMMHBIN IPOAYKT, pa3paboranHbiid B cpeae Delphi u peanusyromnuit 1T 1okyMeHTOB ¢ TOMOIIIBIO
ruToken.

OUIT mpou3BoAUTCS BCTPOCHHBIMU BO3MOXKHOCTIMU Windows ¢ momotisio kKpunronposaiiaepa ruToken mo
CIICYIOIIEMY aJTOPUTMY:

1. B mamsitu ruToken cozmaercst kpunrorprnduuekuii KOHTEHHEP TSl XpaHEHUS KIIFOYEBOM Tapbl
(OTKPBITOTO U 3aKPBITOTO KITI0YA);

2. U1l KOHKPETHOTO KOHTEWHEpa Fr€HepUpPyeTCs Mapa KIo4el 3aIaHHOTO pa3Mepa;

3. nokyMeHT (BbIOpaHHBIN (haiin B maMatu Windows) MOANUCHIBACTCS: ¢ TOMOIMIBIO 3aKPBITOTO KITF0Ya
mmdpyeTcst X311 (aiina, pe3yabTaT COXpaHseTcs B BUJe IBOMYHOro (aiina B mamsatu Windows;

4. mpoBepKa NMOAMKICH JOKYMeHTa (BbIOpaHHbIN (aiin B mamsaTi Windows): ¢ ITOMOIIBI0 OTKPBITOTO KITIOUA,
KOTOPBIN TOJKEH ObLT ObITh MPEIBAPUTEIHHO SKCIIOPTHPOBAH MOITYyYaTeINIO (COXpaHEH B BUJIE IBOMYHOTO
¢aiina ¢ BeiOpanHoit qupexktopun Windows), mpoucxoauT pacmupoBka ¢aiina, To ecTh BepupuKams
TIOATINCH .

@ynkiun Rutoken EDS:

1. PaboTa c KOHTEeHEpaMH KITFOUCH:

» Co31aHue KOHTeHepa

* VnaneHue KOHTeHepa

* [IpoBepka KOHTEMHEPA HA CYILIECTBOBAaHUE

2. PaGora ¢ KJIro4aMHu IOIIINACH:

* ['eHepupoBaHue Mapbl ACCUMETPUYHBIX KIKOYEH B KOHTEHHEpE
* DKCHOPT OTKPBITOTO KJF04Ya U3 KOHTEHHEpa

* [IpocMOTp 3KCIIOPTUPOBAHHOTO OTKPHITOIO KJIHOUa

3. PabGota ¢ mognucsMu TOKyMEHTOB:

* [loanuce EKTPOHHOTO TOKYMEHTA

* Bepuduxkanus noanucu 10KyMeHTa

3anmanue 1. Peanumzanus npoueaypsl co3nanus B namsati ruToken HOBoro KoHTelHepa.

B nporpamme 3a co3nanne konTeiinepa B mamsatu ruToken orBeyaeT nmporneaypa CreateButtonClick
(JIuctunr 1):

Jluctunr 1:

procedure TContainersForm.CreateButtonClick(Sender: TObject); var cont: PChar; err: string; hProv:
HCRYPTPROV; begin err := ContainerEdit.Text; cont

:= StrAlloc(length(err) + 1); StrPCopy(cont, err); if not CryptAcquireContext(@hProv, cont, 'Aktiv ruToken
CSPvl1.0', PROV_RSA FULL, CRYPT NEWKEYSET) then begin //06paboTka omm6ok
MessageDlg('Ommbxka coznanus koHTeiHepa: ' + err, mtError, [mbOK], 0); exit; end else
MessageDlg('Coznan konTeitnep ¢ umeneM ' + err, mtInformation, [mbOK], 0); if not
CryptReleaseContext(hProv, 0) then begin //06pabotka ommbok MessageDIg('He ynanocs ocBoO6oauTH
KOHTEKCT: ' + err, mtError, [mbOK], 0); end; end;

Cosznanwnst B mamsatu ruToken HOBOToO KOHTEHEpa MPOUCXOAMT IO 3aJaHHOMY MOJIB30BaTEIIEM HUMEHH
ContainerEdit. Text.



JU1 MOAKITIIOUEHUS K KPUIITOIIPOBAMIEPY C 3aaHHBIM TUIIOM M IMEHEM U BO3BPALLEHUS €r0 JECKpUIITOpa
(xonTekcTa) unonbsiyercs pynkuus CryptAcquireContext (IeCKpUITOp KPUNITOIIPOBalIepa, KOHTEHHED,
KPUITONPOBaKep, TUN MpoBaiiaepa, daru). st co3nanust HOBOro KoHTelWHepa QYHKIUU MepeacTcs
¢nar CRYPT NEWKEYSET.

Jln1st 0cBOOOXKICHHUS AECKpUIITOpa KpHUInTonposaiiaepa ucnoib3yercs pynkuus CryptReleaseContext
(mpoBaiinep, diarm).
3ananue 2. Peanuzanus npoueaypsl yaaneHus u3 namsatu ruToken konTeitnepa.

B nporpamme 3a ynanenue konteitnepa u3 namsatu ruToken orBewaeT nporneaypa DeleteButtonClick
(JIuctunr 2):

Jluctunr 2:

procedure TContainersForm.DeleteButtonClick(Sender: TObject); var cont:
PChar; err: string; hProv: HCRYPTPROV; begin err := ContainerEdit. Text; cont
:= StrAlloc(length(err) + 1); StrPCopy(cont, err); if not

CryptAcquireContext(@hProv, cont, 'Aktiv ruToken CSP v1.0', PROV_RSA FULL,

CRYPT DELETEKEYSET) then begin case int64(GetLastError) of

ERROR_INVALID PARAMETER: err :='ERROR _INVALID PARAMETER';

ERROR NOT ENOUGH_MEMORY: err :='ERROR NOT ENOUGH MEMORY";

:='NTE_BAD FLAGS'; NTE BAD KEYSET: err :='"NTE BAD KEYSET",

NTE BAD KEYSET PARAM: err :='NTE BAD KEYSET PARAM'; NTE BAD PROV _TYPE: err
:='NTE_BAD PROV_TYPE'; NTE BAD SIGNATURE: err :='NTE_BAD SIGNATURE;
NTE_EXISTS: err := 'NTE_EXISTS'; NTE_ KEYSET ENTRY BAD: err :=
'NTE_KEYSET ENTRY BAD'; NTE KEYSET NOT DEF: err :='"NTE KEYSET NOT DEF;

NTE NO MEMORY: err :='NTE_ NO MEMORY'; NTE PROV_DLL NOT FOUND: err :=
'NTE_PROV_DLL NOT FOUND'; NTE PROV_TYPE ENTRY BAD: err :=

'NTE PROV_TYPE ENTRY BAD'; NTE PROV_TYPE NO MATCH: err :
'NTE_PROV_TYPE NO MATCH'; NTE PROV_TYPE NOT _DEF: err :=
'NTE PROV_TYPE NOT DEF'; NTE PROVIDER DLL FAIL: err :=
'NTE_PROVIDER DLL FAIL'; NTE SIGNATURE FILE BAD: err :=
'NTE_SIGNATURE FILE BAD'; else err := 'Unknown error'; end;
MessageDlg('Ommobka ynanenus koHTeitHepa: ' + err, mtError, [mbOK], 0); end

else MessageDlg('Ynanen koHteitnep ¢ umeneM ' + err, mtInformation, [mbOK],

0); end;

JInst MOAKITIOUEHHS. K KpUNITOTIPOBAiiiepy ¢ 3aJaHHBIM THIIOM M UMEHEM U YIaJICHUs] U3 HEro KOHTeHHepa

3aJJaHHOTO MMEeHH ucnonb3yercs pynkuus CryptAcquireContext (1ecKpunTop KpUNTONpOBaiepa,
KOHTEHHEep, KpUNTONpoBaiiep, Tun nposaiaepa, ¢iaru) ¢ paarom CRYPT DELETEKEYSET.

Jliig mosrydeHust KoAa rnocieaHeil ommnoOKy UCIONIb3yeTcsl PyHKINS
GetLastError.
3aganue 3. Peanu3zanus mporeaypbl IPOBEPKU CYIIECTBOBAHUS KOHTEITHEPA KITFOUECH.

Ecnu 3HaueHre MMEHU KOHTENHEPA KIIFOUEH MOJIb30BATEIEM HE BBEIAEHO, IPOBEPATH KOHTEUHEP C UMEHEM
Teky1iero noas3osarens OC.

3a peanu3anuio B mporpaMmme IpoBEPKH CylIecTBOBaHUs B mamsiTi ruTokena koHTeliHEepa KIIIOYEH ¢
3aJJaHHBIM UMeHeM oTBeuaeT npoueaypa VerifyButtonClick (JIuctunr 3):

Jluctunr 3:

procedure TContainersForm. VerifyButtonClick(Sender: TObject); var cont:

PChar; err: string; hProv: HCRYPTPROV; begin if length(ContainerEdit. Text) =

0 then begin cont := nil; err := 'mo ymomuanur'; end else begin err :=

ContainerEdit. Text; cont := StrAlloc(length(err) + 1); StrPCopy(cont, err);

end; if not CryptAcquireContext(@hProv, cont, 'Aktiv ruToken CSP v1.0',
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62
PROV_RSA FULL, 0) then begin //o6pabotka omu6ok MessageDIg('Ommnoka
OTKpBITHA KOHTEHHepa: ' + err, mtError, [mbOK], 0); exit; end
else MessageDlg('Konreiinep ¢ umMeneM ' + err + ' yCIEIIHO OTKPHIT',
mtInformation, [mbOK], 0); if not CryptReleaseContext(hProv, 0) then
//obpaboTka ommnOoK end;

[Tponenypa aHanoruyHa mporenype co3aanus KoHTenepa, Tonpko pynkunu CryptAcquireContext He
nepenaercs HuKkakoi ¢uar (0).

Ecnu nmone ContainerEdit. Text mycTo, To ”UMEHHM KOHTEITHEpa MPUCBaNBACTCS 3HAYEHUE 110 YMOIYAHHUIO - nil,
YTO 03HAYaeT UM TEKYILETO MOJIb30BATENS CUCTEMBI.

3ananue 4. Peanuszanus npouenypbl FreHepaluy B KOHTEHHEPE 3aJaHHOTO UMEHU KJIFOUEBOM Maphbl
3aIaHHOTO pa3Mepa.

3a peanu3aiuio B IporpamMme reHepalny B KOHTEHHepe 3a/1aHHOT0 IMEHH KITI0YEBOH Maphbl 3a1aHHOTO
pasmepa oteuaet npouenypa OkButtonClick (JIuctunr 4):

Jluctunr 4:

procedure TGenerateForm.OkButtonClick(Sender: TObject); var cont: PChar;

err: string; hProv: HCRYPTPROV; KeyExchKey, SignKey: HCRYPTKEY; flag, keyLen:
DWORD; begin err := ContainerEdit. Text; cont := StrAlloc(length(err) + 1);

StrPCopy(cont, err); if not CryptAcquireContext(@hProv, cont, 'Aktiv ruToken

CSPv1.0', PROV_RSA FULL, 0) then begin //06pab6oTka ommb6ok MessageDlg('Ommbxa
OTKpBITHS KOHTElHepa: ' + err, mtError, [mbOK], 0); exit; end; keyLen :=
strtoint(SignKeyLenEdit.text); flag := keyLen shl 16; if not

CryptGenKey(hProv, AT SIGNATURE, flag, @SignKey) then begin //06pabotka

ommbok MessageDlg('Ommbka co3nanus kiroua noanucu: ' + err, mtError, [mbOK],

0); end else MessageDlg('Kntoun ycnemrHo crenepupoBans! ', mtInformation,

[mbOK], 0); if not CryptReleaseContext(hProv, 0) then begin //06paboTka

omu6ok MessageDIg('He ynanock ocBoO0oauTh KOHTEKCT: ' + err, mtError, [mbOK],

0); end; end;

Jlis TeHepanyy B KOHTEHHepe KITF0UEBOM Maphl 3aJaHHOTO pa3mepa ucnomibiyercs Gyakius CryptGenKey
(mpoBaiinep, anroput™, ¢uaru, KIod): pasmep nepegaercs Bo ¢uare u3 nois SignKeyLenEdit.text.
3ananue 5. Peanuszanus nporeypbl 3KCIIOpTa OTKPHITOTO KJIF0Ya U3 KOHTEHHEpa.

3a peanu3aiyio B MporpaMme SKCIOpTa OTKPBITOTO KII04a U3 KOHTEHHEpa OTBEYaeT MPoIeaypa
OkButtonClick (JIuctusr 5):

Jluctunr 5:

procedure TExportForm.OkButtonClick(Sender: TObject); var cont: PChar;

err: string; hProv: HCRYPTPROV; key, expKey: HCRYPTKEY; pbuf: PBYTE; buflen:
DWORD:; f: file; hash: HCRYPTHASH; begin //ununuanu3zanus KpunTonposaiiaepa u
OTKpBITHE KOHTEHHEPA 3aJaHHOTO UMEHH ¢ 00paboTKO ommOoK repeat if not
CryptGetUserKey(hProv, AT SIGNATURE, @key) then //o6pabotka ommbok {$B-} if
not (CryptExportKey(key, 0, PUBLICKEYBLOB, 0, nil, @bufLen)) then begin
//obpaboTtka ommbok MessageDlg('Ommnbka oTkpbITUs KOHTeMHepa: ' + err, mtError,
[mbOK], 0); exit; end; GetMem(pbuf, bufLen); if not (CryptExportKey(key, 0,
PUBLICKEYBLOB, 0, pbuf, @bufLen)) then begin //o6padoTka ommbox
MessageDlg('Ommobka monyuenus kiroda noanucu: ' + err, mtError, [mbOK], 0);

break; end; if not CryptDestroyKey(key) then begin //o6paboTka ommbdok
MessageDlg('Ommbka 0cBOOOKIEHUS TECKPHUITOpa KiIroda rmoamnucu: ' + err, mtError,
[mbOK], 0); end; //coxpanenue copepxkumoro O6ydepa pbuf B daiin until true;
//0ocBOOOXKIEHHE IECKPHUNTOPA KOHTEHHEpa ¢ 00paboTKo# omuook end;



YrtoOBI 3aIIpOCUTH Y KPUITONPOBAiiIepa AECKPUIITOP CaMOT0 SKCIIOPTUPYEMOTO KITIoua
ucnonssyercs pynkus CryptGetUserKey (mpoBaiinep, onrcanue Kio4da, IeCKpunTop kitoua). Onucanne
kimoua - 370 160 AT KEYEXCHANGE (ximtoun oomena), mu6o AT SIGNATURE (xmrou moanucun).

Hazsanue ¢pynkuun CryptExportKey(neckpunrop kimtoda, mudpoBanue, THI Kiatoda, Giaaru, Oydep, amuHa
Oydepa) roBOpuT camo 3a cedst. 3aMeTuM, YTO TapameTpsl mudpoBaHue U Guiary 11t KpUITOIIpoBaiaepa
ruToken Bcernma qomxHBI ObITH paBHBI 0.

B nepsriii pa3 CryptExportKey Bri3biBaeTcs co 3HaueHue Oydepa paBHBIM nil, Tak Kak HE U3BECTHA €T0
mHa bufLen. 3arem onpenensiercs muHa B Gyakiuun GetMem(Oydep, nimmHa Oydepa). 3arem B GyHKITUN
CryptExportKey yxe ¢ ykazanasiM Oydepom pbuf mporCXOaUT SKCHIOPT B HETO KITto4a. 3aTeM UACT
coxpaHeHHe Kitoua u3 Oydepa B daitn.

3aganue 6. Peanu3zanus nporeaypbl IpoOCMOTpa OTKPBITOrO KiIoYa.

3a peanu3aiyio B IporpamMme MpocMoTpa 3aJaHHOTO OTKPBITOTO KJI0Ya, PEIBApUTEIHHO
skcrioptupoBanHoro B namsate OC Windows B Buze ABoudHOrO (haiina, orBeyaet npoueaypa ViewClick

Jluctunr 6:

procedure TMainForm.ViewClick(Sender: TObject); var f: file of byte; b,
i: byte; s: string; begin OpenDialogl.Title := 'Beibepure daiin ¢ OTKpbITON
gacTeio kimroua'; if OpenDialogl.Execute then begin AssignFile(f,
OpenDialogl.FileName); reset(f); s :="'"; read(f, b); s := s + ByteToHex(b);
1:= 1; while not eof(f) do begin read(f, b); s := s +'-' + ByteToHex(b);
inc(1); if i = 20 then begin ViewMemo.Lines.Add(s); 1 :=0; s :="; end;
end; if 1 > 0 then ViewMemo.Lines.Add(s); CloseFile(f); end; end;

B nmanHOI miporieaype MpouCXoIuT BIOOP U OTKPBITHE (haiiia ¢ KII0YOM Ha CUUThIBaHHE((DyHKITUU
OpenDialogl.Execute, AssignFile, reset)

3areM MOCHUMBOJIBHOE CUMTHIBAHUE TIEPEBO U3 OUTOBOTO TUIIA B CUMBOJIBHBIN U 3amMCh B memo((pyHKIUU
read, ByteToHex, ViewMemo.Lines.Add)

3ananue 7. Peanuszanus nporenypbl MOANNUCH JOKYMEHTA.

3a peanu3anuio B MporpamMme MoJIHCH JOKyMEHTa ¢ TIOMOIIBIO 3aKPBITOTO KITI0Ya YKa3aHHOTO UMEHEM
KOHTeiHepa oTBevaeT nporeaypa SignButtonClick (JIuctunr 7):

Jluctunr 7:

procedure TSigningForm.SignButtonClick(Sender: TObject); var cont:

PChar; err: string; hProv: HCRYPTPROV; key: HCRYPTKEY; alg: ALG _ID; hash:
HCRYPTHASH,; infile, outfile: file; size: DWORD; buf: array [0..511] of byte;
signature: PBYTE; begin // nmpoBepka Ha cymiecTBoBaHue ¢aiiia ¢ UMEHEM
DataNameEdit. Text AssignFile(infile, DataNameEdit.Text); //mpucBanBanue nmMeHu
KOHTEIHepy cont, MHUIIMAIK3amus kpunronposaiaepa alg:=CALG_SHA; if not
CryptCreateHash(hProv, alg, 0, 0, @hash) then begin //06paboTka ommnbok
MessageDlg('Ommobka co3nanus xemnr-oobekra: ' + err, mtError, [mbOK], 0); exit;
end; SaveDialogl.Title := '3anaiite ums Qaiina 1y XxpaHeHUs: TOAUCAHHBIX
naunbix'; if SaveDialogl.Execute then begin AssignFile(outfile,
SaveDialogl.FileName); rewrite(outfile, 1); BlockWrite(outfile, alg, 4);

reset(infile, 1); size := FileSize(infile); BlockWrite(outfile, size, 4);

while not eof(infile) do begin BlockRead(infile, buf, 512, size);
BlockWrite(outFile, buf, size); if not CryptHashData(hash, @buf, size, 0)

then begin //06paboTka ommbox MessageDlg('Ommubka npu xemupoBanuu: ' + etr,
mtError, [mbOK], 0); break; end; end; CloseFile(infile); if not
CryptSignHash(hash, AT SIGNATURE, nil, 0, nil, @size) then //o6padoTka ommbox
MessageDlg('Ommbka npu onpeneneHuu pasmepa nmoanucu: ' + err, mtError, [mbOK],
0); CloseFile(outfile); exit; end; GetMem(signature, size); if not
CryptSignHash(hash, AT SIGNATURE, nil, 0, signature, (@size) then //o6paboTka
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omnbok CloseFile(outfile); exit; end else MessageDIg('®aiin noanucan ',
mtInformation, [mbOK], 0); BlockWrite(outfile, size, 4); BlockWrite(outfile,
signature”, size); CloseFile(outfile); end; if not CryptDestroyHash(hash)

then //o6paboTka ommodoK //0CBOOOKICHHE IECKPUNITOPA KPUTITOTIPOBalIepa ¢
o0paboTkoii ommbok end;

[Tpu momomu ¢pynknuu CryptCreateHash(mpoBaiinep, anroputm, onmuu, (Giaard, X311, HHAIAATA3HPYETCS
00BeKT Xa111. 3areM BeIOUpaeTcs daia B KoTopbiid OyaeT coxpanena DI nokymenTa.

3areM BBIYMCIISIETCS XAIII JOKyMeHTa. J1J1sl BEIYMCIeHHs 3HaUeHUs Xa1ma (aiiina u 3anucu ero B Oydep
ucnionb3yercst pynkius CryptHashData(xami, 6ydep, nmuna 6ydepa, daarw) st moanucu BEIYUCICHHOTO
xama (aitna ucronb3yercs Gynkmus CryptSignHash (xam1, onucanue kimtoda, KOMMEHTapuH, duiaru,
MOMIMTUCH, JTMHA TIoAnucH). [IepBbIii pa3 OHa BBI3BIBAETCS YTOOBI MPEXKE BRIYUCIUTE pazMep Oydepa moa
OIIT - GetMem(signature, size). 3aTem yxe i1 COOCTBEHHO BBIUMUCIICHUS TTOANKMCH U 3aIicH ee B Oydep a

3ananue 8. Peanu3anus nponenypsl BepuhrKauy NOAMIUCH JOKYMEHTA.

3a peanusaiuio B mporpamme Bepu(pUKauy MOAMUCH T0KyMEHTa C TIOMOIIBIO OTKPBITOTO KITHOYa,
MpeaBapuTeNbHO KcopTupoBanHHoro B mamsate OC Windows, orBeuaet mpouenypa VerifyClick (JIuctunr
Jluctunr 8:

Procedure TMainForm. VerifyClick(Sender: TObject); var err: string; hProv: HCRYPTPROYV; key:
HCRYPTKEY; alg: ALG_ID; hash: HCRYPTHASH,; infile: file; size, test, textsize: DWORD; buf:
PBYTE,; signature, signkey: PBYTE; begin if not CryptAcquireContext(@hProv, nil, 'Aktiv ruToken CSP
v1.0', PROV_RSA FULL, CRYPT VERIFYCONTEXT) then begin //o6paboTka ommbok
MessageDlg('Omubka oTkpbITHSI KOHTeHHepa: ' + err, mtError, [mbOK], 0); exit; end; //oTkpsiTue ¢aiina ¢
noAnucaHHbIMU NaHHBIME infile B Oydep buf u

//onpenenenne ero pasmepa B textsize if not CryptCreateHash(hProv, alg, 0, 0, @hash) then begin
//o6pabotka ommbok MessageDlg('Ommbka co3manust xem-oobekTa: ' + err, mtError, [mbOK], 0); exit; end;
if not CryptHashData(hash, buf, textsize, 0) then begin //06padoTka ommb6ok MessageDlg('Ommbka mpu
xemupoBanuu: ' + err, mtError, [mbOK], 0); exit; end; //Be160p daiina ¢ OTKPHITHIM KIIFOUYOM M 3aTrpy3Ka €ro
B Oydep signkey if not CryptImportKey(hProv, signkey, size, 0, 0, @key) then //o6paboTka omubox
MessageDlg('Ommbka nmmopta kiatoda: ' + err, mtError, [mbOK], 0); exit; end; FreeMem(signkey, size); if
CryptVerifySignature(hash, signature, test, key, nil, 0) then begin MessageDIg('[lonnuce BepHa.',
mtInformation, [mbOK], 0); //coxpanenue noxymenTta 6e3 noanucu u3 Oydepa buf B daiin infile end else
begin //o6paboTka ommbok MessageDlg(err, mtError, [mbOK], 0); end; end;

Jlnist THULMAIW3aluu KpUNTONpoBaiiiepa B pexume cBepku noanucu GyHkius CryptAcquireContext
ucnonbdyerca ¢ (uarom CRYPT VERIFYCONTEXT. s umMmnopra OTKpHITOTO Kitoda u3 Oydepa
signkey B kitou key kpuntopoBaiinepa ucnonsdyercs ¢pynkuus CryptlmportKey. /lns nposepku DL
noKyMmeHTa ucnoib3yercs ¢ynkuus CryptVerifySignature (xa1r,0ydep ¢ moamnuceto, pazmep Oydepa,
JIECKPUIITOP

OTKPBITOTO KJII0Ya, ONUCcaHue, (iaru).

Bormnpocs! u npakTuueckue 3aaHus.

1. Yto Takoe DIIII u kak ona peanusyetcs B cpeae Delphi?

2. KakoBbl (pyHkimu u anroput™ padotsl RutokenEDS?

3. Peanmusyiite npouenypy co3maanus B mamsatu ruToken HOBOro KOHTeHEpa KITFOUSH 1Mo 3aJJaHHOMY UMEHH
(c 06paboTKOIt OIITHOOK).

4. Peanusyiite nporenypy yaaneHus u3 namatu ruToken koHTelHepa 1o 3a7jaHHOMY UMEHHU (¢ 00paboTKOI
omu0o0K). Eciiu 3HaueHne nMeHN KOHTEHHEpa KITFOUeH MOJIb30BaTelIeM HE BBEICHO, YIANISIETCS KOHTEHHED C
MMEHEM TeKyIero noyb3oBarens OC.

5. Peanuzyiite npoiietypy 3KCOpTa OTKPBITOTO KJII04a U3 KOHTEMHEpa 3a/IaHHOT0 UMeHHU B naMsTh OC
Windows (c 00paboTkoii OIMO0K).

6. Peanm3yiite nporienypy nepeBoja Kiroua u3 0aiiToOBOro TUIA B CUMBOJIBHBIN. VcTIonb3ys ee, peanusyite
MPOIEyPY IKCIIOPTa OTKPHITOTO KJIfoua M3 KOHTelHepa 3aj1anHoro uMenu B mamsate OC Windows (¢
00paboTKu OMMO0K).
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7. Peanusylite npouenypy NOANMCHA JOKYMEHTA C IOMOILBIO 3aKPBITOTO KIIF0Ya YKa3aHHOTO HMEHEM
KOHTEIHepa ¢ BRIOOPOM alropuTMa X31IMpoBaHus Qaiina (c 06paboTku omuooK).

8. PeanmmsyiiTe mporenypy BepuprKauy MOAMUCH JOKYMEHTA C IIOMOIIBIO0 OTKPBITOTO KITFOUa,
IpeaBapUTEIbHO dKcTIopTHpoBaHHOTrO B MaMaTh OC Windows (¢ 00paboTkoi ommooK).

Tema 8. MeTozbl 1 cpeicTBa OrpaHUUCHHUS TOCTYMa K KoMITIOHEHTaM DBM

JlaGoparophas pabota. Cuctema 3amuThl ”HPOPMALIMU OT HECAaHKLIMOHUPOBAHHOTO nocTtymna Secret Net 5.0
ABTOHOMHBIN BapUaHT

Teopernueckas 4acThb

3aganue 1. YcranoBka nmporpammsel Secret Net 5.0

3aganue 2. BapuaHThl BX0/1a B CUCTEMY

3aganue 3. CmeHa maposisi.

3amanue 4. BpemeHHast OIOKMPOBKA KOMITBIOTEPA.

3amanue 5. CMeHa Kiroue

3ananue 6. Pabota ¢ KOHQHUIESHIIMATBEHBIMU pECYpPCAMU

3aganue 7. I3MeHeHHe KaTeropun KOH(GUIECHIINATBHOCTH.

3amanue 8. Pabora ¢ koHpUIeHIMAIBHBIM TokyMeHToM B MS Word u MS Excel

3amanue 9. [lewars koHbUAEHTTHATBEHOTO JoKyMeHTa MS Word

3ananue 10. Jeuncramnsanus nporpammsl Secret Net 5.0 (aBTOHOMHBIN BapuaHT)

Bompocs! 1 npakTuueckue 3aaaHus.

Crnncox UCOIb30BAHHBIX HCTOYHUKOB

Teopernueckas 4acTh

Secret Net 5.0 aBTOHOMHBII BapHUaHT - CHCTEMa 3alUThl HH)OPMAIMK OT HECAHKIIMOHUPOBAHHOTO JI0CTyIa
HOBOTO ITOKOJICHHSI, KOTOpast peaqu3yeT TpeboBaHus pyKoBoaamux JokyMeHToB u ['OCT no 3amuTte
uHpOpMaLuH, He orpaHnYuBast BO3MOXHOCTH OC UM NPUKIIAJHOTO IPOTPAMMHOTO 00ECTICUCHHSI.

Secret Net 5.0 - 370 mporpamMMHoO-armapaTHbli KOMIUIEKC, KOTOPBIM 00€CIIeUrBaET 3aIIUTy CEPBEPOB,
pabouux cranmuii 1 MoOMIbHBIX [1K, paGoTaronux mox ynpasieHHEM onepalioHHbIX cucteM Windows
2000, Windows XP u Windows 2003.

KitoueByto posib coirpano To, 4to B Hayane utoHs Secret Net 5.0 momyuun cepruduxar @CTIK o
COOTBETCTBUH TPEOOBAHUSM I10 3AIIUTE KOHPHUACHIMATBHON HH(OpMAIIMK OT HECAHKIIMOHHUPOBAHHOTO
nocryna. JlaHHbIH cepTu(UKaT BaXKeH A

paGOTBI C KOMMCPUYCCKHUMHU OpraHu3alusiMu, a PE3yJIbTaTbl HOBBIX HUCIBITAaHUN Jar0T

«3EJICHBII CBET» Ha UCIOJIb30BaHUE crucTeMbl kKomnanuu «Hbopm3anmTay yupexxIeHUusIMu, ubs paboTa
CBSI3aHA C TOCYJapPCTBEHHOM TalHOM.

ComtacHo Moay4YeHHOMY 3aKJIIOUeHHI0 ceTeBor BapuaHT Secret Net 5.0 cooTBeTcTBYeT 4-My Ki1accy
3aIUIIEHHOCTH OT HECAaHKLIMOHUPOBAHHOTO JIOCTYTA U 3- My YPOBHIO KOHTPOJISI OTCYTCTBHUSI
HEJCKJIAPUPOBAHHBIX BO3MOXKHOCTEH (B cooTBeTCTBUH C TpeboBanusmu PJI ['octexkomuccuu Poccun).
ABTOHOMHBIN BapuaHT Secret Net 5.0 cooTBeTCTBYeT 3-My KJIacCy 3alIMIIEHHOCTH U 2-MY YPOBHIO
KOHTPOJISI.

Ha npaktuke coOTBETCTBUE 3TUM KJIaccaM 3alIMIEHHOCTH U YPOBHSAM KOHTPOJISI O3HAYAET, UTO, €CIIU B
CETH KOMITBIOTEPOB OpraHu3aiuu yctanoiieH Secret Net 5.0, qaHHast opraHu3aiysi MOKET ONEpUpOBaTh
nH(popMaImen, CoOCTaBISAIONIEH TOCYIapCTBEHHYIO TalHy BIUIOTH 70 TPUGOB «C» 1 «CCy».

3ananue 1. YcranoBka nporpammel Secret Net 5.0.

[Ipexae ueM mpUCTYyNUTh K YCTaHOBKE, yOeAUTECh B TOM, YTO HAa JAaHHOW MalllMHE YCTAHOBJIEHA OJIHA U3
MepeunciieHHbIX HiKe onepannoHHbix cucteM (Windows 2000, Windows XP u Windows 2003).
Buumanue: Cucrema Secret Net 5.0 necopmectuma ¢ OC Windows XP Home Edition.

Paccmotpum nponecc ycranoBku C3U Secret Net 5.0 (aBTOHOMHBINM BapyaHT) Ha IPUMEPE KOMITbIOTEpA
paboratomiero nox ynpasieauem OC Windows 2000



1. dnsa ycranoBku C3U Secret Net 5.0 (aBTOHOMHBII BapuaHT) Ha KOMITBIOTEP, PaOOTAIOIIHIA 10T
ynpasinenuem OC Windows 2000, TpeOyeTcst HaMuue yCTaHOBIEHHOTO 1akeTa oOHoBieHuil SP4. Tak ke
JIOJDKHBI OBITH yCTaHOBIIEHBI Oosee no3auue ooHoBnenus (Hotfix), pacnpocTpansembie KOMITaHUEH
Microsoft.

PeKOMeHIIaI_II/II/I: KOMHaKT-III/ICK KOMIIJICKTA MOCTABKU COLACPIKUT HGOGXOI[I/IMOC IJI1 YCTAaHOBKH OGHOBHCHI/IG
"Windows2000-KB891861-x86..." B karanore \Tools\Microsoft\2000 SP4 Update Rollup I\. [Tepen
yCTaHOBKOﬁ CHUCTCMBI 3allIUTHI MTPOBCPHTC HAJTMYNUC HA KOMIIBIOTCPC TaHHOT'O O6HOBJI€HI/IH " nipu
HCOGXOI[I/IMOCTI/I YCTAaHOBUTC €TO.

2. Ilepen ycraHoBKOM Ha KOMIbIOTEp, padotaromniuii o ynpasieaueM OC Windows 2003, HeoOxoaumMo
BKJTIOUUTH PEXKUM pa3pelieHus] yCTAHOBKU HETIOITMCAHHBIX IPaiiBEPOB.

3. Ecnm mporpaMma yCTaHOBKH aBapHitHO 3aBepIIaeT padoTy ¢ coodmenueM "BHyTpeHHss —omuOKka:
2738”, weobxomumo ycTtaHOBHTH KommoHeHT Windows Scripting Host 5.6. ®aiin nis yctaHOBKH

KOMIIOHEHTA COCP)KUTCS Ha KoMIakT-Aucke B karanore \Tools\Microsoft\Windows Script 5.6 for 2000 and
XP\.

4. IIpu nmoneITKE yCTAHOBKH BO BpeMsI MAKCUMAaJIbHOM 3arpy3Ku CUCTEMBbI (HalpuMep, BO Bpemst
CKaHUPOBAHUS AMCKAa aHTUBUPYCHBIM ITPOTrPAMMHBIM 00€CIIEUeHHEM ) MOXKET IPOU30MTH aBapHitHOe
3aBeplIeHre paboThl IPOrPaMMBbl YCTAHOBKH.

Pexomenparuu: JloxKAUTECH CHUKEHUS 3arPy3KU CUCTEMBI M 3aHOBO 3aITyCTUTE MPOrPaMMy YCTAHOBKH.

5. IIpu ycTaHOBKE OCYIIECTBIISETCS TPACCUPOBKA pabOThl IPOrpaMMBbl YCTAHOBKH (ITOCIIE 3aBEPLICHUS
YCTaHOBKH TpacCUpOBKa OoTKiIto4yaeTcs). Ecnu B mpoliecce ycTaHOBKYM BOHUKIIU ITPOOJIEMBI, TPUUUHBI
KOTOPBIX BBISICHUTH HE YAAJIOCh, 0OpAaTUTECh 3@ MOMOIIBIO B CIYkK0y TEXHUYECKOW MOJACPHKKHA KOMITAHUU
"Unrdopmzammura". YToOBI OTYUIUTHh KOHCYIBTAIIMH CIICIIHATMCTOB, BAM HEOOXOAUMO MPEIOCTABUTD (pail
TPacCUPOBKH, KOTOPBIA HaXOAUTCS B Karajore c:\logs.

6. [Tpu nepBoii nmepe3arpyske nociie yCTaHOBKY WM OOHOBJICHUS BBITIOTHSIETCS aBTOMATHYECKOE
YTBEPKIACHHE anmnapaTHOW KOHPUTypaluu KoMIbioTepa. B ¢BA3M ¢ 3TUM afMUHUCTpaTOp 0€30MaCHOCTH
JIOJKEH KOHTPOJIMPOBATh MEPBYIO 3arpy3Ky KOMIIbIOTEpA MOCJe YCTaHOBKH, UTOOBI HE JOMYCTUTD
pErUCTpaIfio HeKENaTeIbHBIX YCTPOUCTB (KOTOPhIE MOTYT OBITh OAKIIOUEHBI K KOMITBIOTEPY 110
3arpy3KH).

7. YcTaHOBKA JOKHA OCYHIECTBISITHCS TOIBKO JIOKAJBHO WU C UCIIOJIb30BaHUEM MPOLETyPhI
aBroMarndeckoit ycranoBku C3U Secret Net 5.0 (aBTOHOMHBIN BapuaHT) Ha KOMITBIOTEpAX JTOMEHA.
B03MOXXHOCTb YCTaHOBKH U3 TEPMUHAIBHBIX CECCHUI HE MOJIEPKUBACTCS.

8. Ecnu pernonanbpHbie HACTPOUKH "SI3BIK porpaMm, He noanepkuBatomux Unicode" ycTaHOBIEHBI HE
JUISL PYCCKOTO $13bIKa, BO3HUKAET OIIMOKA MPH MONBITKE YCTAHOBKHU ITyTeM 3arrycka ¢aiiia setup.exe.

PexoMenparuu: YcTaHOBUTE PErMOHATBHBIE HACTPOUKH ISl PYCCKOTO S3bIKA.

9. nst coBmectHoi padoTel ¢ Novell Netware Client BbimonHuTe ero yctanoBky 10 ycranoBku C3U Secret
Net 5.0 (aBTOHOMHBII BapuaHT).

10. [l coBMecTHOM paboThl ¢ cuctemoii Citrix He0OX0AMMO UCIIOIB30BATh 0COOBIN MOPSIIOK YCTAHOBKH U
crnienuanbHbIi Habop Reg-daiinos. JlononHuTenbHbIe pa3bsICHEHUS 1 HEOOXOTUMBIE (aiiibl
MPEIOCTABIAIOTCS IO TPEOOBAHUIO.

11. Tlocne ycranoBku niu ooHoBneHus C3U Secret Net 5.0 (aBTOHOMHBINM BapyUaHT) pacyeT KOHTPOJIBHBIX
CYMM JJIs1 TOJICUCTEMBI KOHTPOJISI LIEIOCTHOCTHU OCYIIECTBIISIETCS IPU MEPBOM Mepe3arpys3Kke KommbioTepa (a
HE BO BpeMs pabOThI MPOTPaMMbl YCTAaHOBKH).

12. Tlocne o6HoBieHust C3U Secret Net 5.0 (aBTOHOMHBIH BapHaHT) pacdeT KOHTPOJIBHBIX CyMM B
porpaMMHO-amnmaparHoM komruiekce "Co0omp" BBITIOTHSAETCS PU BTOPOU Miepe3arpy3Kke KOMIbIOTEPA.

13. IIpu oonosnennu C3U Secret Net 5.0 (aBTOHOMHBII BapHaHT) BO3MOXHA PETUCTpAIHs psiia OUIHOOK B
KypHae mpruiokeHui. Kak mpaBusio Takue omuOKy He SIBISIOTCS KPUTUYSCKUMU U HUKAaK HE BIUSIOT Ha
JanbHEeHIy0 paboTy CUCTEMBI.

14. Ecnu ycTaHOBOUHBIN CKPHUIIT (DOPMHUPYETCS C TIOMOIIBIO MPOTPAMMBI YCTAaHOBKH, B TIOJTy4eHHOM (haiine
ckpunita OynmyT HeBepHO ykazanbl mapameTpbl: SNSETPERMISSIONS 1 REBOOTPROMPT. B stom
ciyyae HeoOX0JMMO BPYUYHYIO YKa3aTh IIPaBUIIbHbIE TapaMeTPhbl B COOTBETCTBUHU C OTIMCAHUEM B
JOKYMEHTAIIUH.
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67
3aganue 2. BapuaHThl BX0/1a B CUCTEMY
Cy1iecTByeT HECKOJIBKO CIIOCOOOB BXOZA B CUCTEMY:
A. Bxox nipu cTaHIapTHON ayTeHTH(PHUKALINY.

CrannmapTHas ayTeHTHU(UKAIUS BBITIOTHSACTCS 110 TTAPOJTI0 Mosib3oBatelis. [Ipu cTaHgapTHOM pekuMe BXo/a
MOPSZIOK IEUCTBUNA coBOaAaeT ¢ MpuHATbIM B OC

Windows. [Tocne BKITtOUeHHS MMTAHUSI KOMITBIOTEPA HA DKPAHE MOSIBUTCS MPUTTIAIICHUE HAa BXOJ B CUCTEMY
Jlst BXOZ1a B CTaHIaPTHOM PEXHUME:

1. Haxwmute komOuHaruio knaBum <Ctrl>+<Alt>+<Del>. Ha skpaHe mosiBUTCS 3alipoc Ha BBOJ UMEHH U
MapoJs:

VYKakuTe Ballld yYE€THBIE JaHHBIE B CUCTEME:

1. BBegute cBo¢ nms B moiie «Ilobp30BaTeinny;

2. B none «Ilaponb» BBeaHUTE CBOM MapOJib UM OCTaBBTE 3TO MOJIE MCTHIM, €CIIM BaM pa3pelieHO BXOUTh
B cUcTeMy 0e3 maposs

Ha sxpane kaxxaplii CUMBOJ mapodisi oroOpakaercs kak "*" (3Be3mouka). [lomHHTE, 4TO MPU BBOJIE MAPOIIs
pa3IMYarTCs CTPOYHBIE U 3ariiaBHbIC OYKBBI, KHPWILTUIIA U JaTUHUIA. EcIu mpu BBOJIE UMEHH UJTU TTAPOIIS
ObuIa HEMIPaBUJILHO Ha)kaTa Kakas-JIM0O KJIaBHIlA, yAAJTUTE OIINO0YHO HAOpaHHbBIE CUMBOJIBI B CTPOKE
BBOJIa C IOMOINBIO KJIABUIIIN <BackSpace> i <Delete> 1 3aHOBO IOBTOPUTE BBOJ, CUMBOJIOB.

Bri6epuTe B mone "Bxon B" (""Jomen" B Windows 2000) umst oMeHa, B KOTOPOM BBI 3apETUCTPUPOBAHBI.
3. Haxxmure kHonky "OK" miis nmpogoimxkeHust paboThI.

Ecnu BBeieHHBIN BaMu IIapoJib IPAaBUIIBHBIN, BbINOIHETCS 3arpy3ka OC. B nponecce 3arpy3ku Ha 3KpaH
OyIyT BBIBOAUTHCS COOOIICHHSI O BBITOIHIEMBIX JCHCTBUSIX.

B. Ecniu BbI BXOJUTE B CUCTEMY, UCIIOJIB3Ys EPCOHATBHBIN UACHTU(UKATOP, TO BHIOIHUTE CIEAYIOLINE
JIIEUCTBUS

1. ITocne mosiBICHMS IPUTTIANIIEHUST HA BXOJ B CUCTEMY MPEAbsIBUTE CBOM NIEPCOHATLHBIN UACHTH(PUKATOP.
Ecmu unenrudukarop eToken 3amuien HecrangaptabiM it Secret Net 5.0 PIN- kogom (maponem), Ha
sKpaHe nosButcs 3anpoc. Beenute PIN-kon u Haxmute kHonky "OK".

He npepriBast KOHTaKT UACHTU(UKATOPA CO CUUTHIBATEIEM, JOKIUTECh OKOHYAHUS Mpoliecca 3arpy3Ku
IaHHBIX. Bo BpeMs BBINOMHEHMS 3arpy3Ku JaHHBIX U3 uAeHTU(UKaTopa iButton Ha skpaHe oToOpaXkaroTcs
COOTBETCTBYIOIIME coolmieHus. [Tocie Toro, kak cooOmeHHst OyayT 3aKpHITHI, HACHTU(UKATOP MOKHO
U3BATH U3 CUNTHIBATEIS.

2. Peakiusi cucTeMbl 3aIlMTHI 3aBUCUT OT HH(POPMAIIUH O MapoJie, COIEprKaIIeicsl B EPCOHATHLHOM
uaeHTuukarope. BoaMoXHBI clienyromume BapuaHThl:

Cutyanus 1. Ecnu B uaeHTH(UKaTOpE COACPIKUTCS aKTyalbHBIN MapoJib, TO MOCIE YCIEUTHON NPOBEPKU
IpaB MOJIB30BATENs Ha BXOJ B cUcTeMy BhINonHseTcs 3arpy3ka OC. B mporecce 3arpy3ku Ha 9KpaH OyayT
BBIBO/IUTHCS COOOIIEHUS O BBIMTOIHIEMbIX AEHCTBUSX.

Curyanus 2. Ecnu B uaeHTH(GUKATOPE HET MAPOJIs WU COACPIKUTCS IPYTOH 1Mapoiib, Ha SKPaHEe MOSIBUTCS
COOOIIIEHNE O HEBO3MOXKHOCTH BX0/1a B cuctemy. Haxmute knomnky "OK". Ha skpane mosiBUTCS 1uanor
"Bxox B Windows":

Wms monb30Baresst, KOTOpOMY IPUHAISKUT NpebsBIeHHbIN uaeHTudukarop [Ipu BBoae maposns
oOpaTtuTe BHUMaHuE Ha cocTosgHue nuaukaropa EN/RU

* Beenure akryanbHbiil naposis B nosie "[lapons” n Haxkmure kHonky "OK".

Ecnu BBeieHHBIN BaMU NapoJib MPABUIIBHBIN U XpaHEHUE Mapoiis B uACHTU(UKATOpe HE TPEAYCMOTPEHO,
BbINoHseTCs 3arpy3ka OC. B mporecce 3arpy3ku Ha 3KpaH OylyT BHIBOAUTHCS COOOIIEHUS O
BBIITOJIHAEMBIX JICHCTBUSX.

Ecnu BBeieHHBIH BaMy TTapoJIb MPABHIBHBINA M aKTyaJ bHBIN Mapoib HYXKHO 3aMCaTh B UACHTU(DUKATOP, HA
9KpaHe MOSBUTCS COOTBETCTBYIOLIHI 3ampoc.

* Haxxmute xkHOnky "/la" B oKHe 3ampoca.



Ha sxpane mosiBUTCS TUAJIOT, COMEP KAl CIIMCOK UACHTU(UKATOPOB, B KOTOPHIE CHCTEMa TIpeJiaracT
3amucarh HOBBIN MapOJb.

o Jlyist 3amucu mapostst MOCIeI0BaTeIbHO MPEIbIBUTE HICHTU(UKATOPHI.

B pesynbrare ycnemnHo 3aniucy HOBOro naposisi B UIeHTU(UKATOPE TO CTaTyC B CIIMCKE CMEHUTCS Ha
"O6paboran". [Tocye 3Toro nIeHTUPUKATOP MOKHO U3BATH U3 CUUTHIBATEIIS.

* [To okoHuaHUM 0OPaOOTKHU BCEX MACHTH(PUKATOPOB HAKMHUTE B JUATIOTE KHOMKY "3aKphITh".

[Tocne 3aKpbITHA JHanora BBIIOIHAETCS 3arpy3Ka OlepalMoHHOM cucTeMbl. B mporecce 3arpy3ku Ha SKpaH
Oy/1yT BBIBOAUTHCS COOOIICHUS O BBIIOTHAEMBIX ACHCTBUSX.

C. OcHoBHBIE 0COOCHHOCTH BXO/1a TIPY YCHJIEHHON ayTeHTH(PHUKALINU BBIPAXKAIOTCS B TOM, YTO

1. Ecnu mipu BXozie B CUCTEMY B PEKHMME YCHIIEHHOM ayTeHTU(UKAIMU UM TT0JIH30BaTENsI ObLIIO BBEIEHO
HEBEPHO, COOOIIEeHNE 00 OMMOKE BBIAACTCS TOCIIE 3apoca Ha MPEAbSIBICHHUE SJICKTPOHHOTO
uaeHTuduKaropa.

2. [Ipu TepMUHAIIEHOM BXOZI€ B PEXKHME YCUIICHHOW ayTEHTU(PUKAIIUU HAa CEPBEPE B KypHAIIE MPUIOKEHUI
peructpupytorcs omuodka WinLogon "HeBepHast pyHkims".

Ecnu B cucteme BKITIOUEH PEXUM YCUICHHOW ayTeHTU(UKAIMH, TO TIPH JII0OOM pEXHUME BXOAA B CUCTEMY
(cTaHmapTHOM, CMEIIAHHOM HJIU TI0 UACHTU(HUKATOPY) TTOCIIe AUAIoTa JJisk BBOJa UMEHU U Mapojs Ha
9KpaHe MOSBUTCS TUAJIOT JJISl BBIOOPA U MPEIbSABICHUS KIIIOYEBOTO HOCUTEISI, U3 KOTOPOro OyJeT CUnTaH
3aKPBITBHIN KITFOY MOJTE30BATENs (CM. HUXKE).

D. Bxox B pesxuMe KOHTPOJIS IOTOKOB

Ecnu B moacucTeme MoIHOMOYHOTO pa3rpaHUYEHUs TOCTYIIa BKIIOYEH PEXKUM KOHTPOJISI TOTOKOB
KOH(UIEHITNATBLHON NMHGOPMAIIMH, TO TPU JTOOOM peXUMe BXOa B CUCTEMY (CTaHIapPTHOM, CMEITIaHHOM
WM 110 UJIEHTU(UKATOPY) MOCTe YCIEIIHON MPOBEPKH MpaB MOJIb30BaTENs Ha BXOJ B CUCTEMY Ha SKpaHe
MOSIBUTCSI TMAJIOT JIJIs1 BBIOOpa YPOBHS KOH(UIACHIIMAIBHOCTH CeaHca. YKa3biBasi ypOBEHb
KOH(HIEHIIMATBHOCTH, BBl TEM CAMbIM YKa3bIBA€TE CUCTEME KAaTETOPHIO KOH(MUICHIIMATIbHOCTH
JIOKYMEHTOB, C KOTOPBIMU coOMpaeTech paboTaTh B TEKYILIEM CEaHCe.

3aganue 3. CmeHa naposs.

Ecau Bam paspelieHo MEHATh [1apoJib, TO HA KPaHE MOSBUTCS TAAJIOT:

1. B mosie "Crapslii maposs' BBEAWTE Balll TEKYILUNA MapOib B CUCTEME, Ha dKpaHe KaXKJIbli CUMBOJI TapOJIs
oTtoOpakaercs Kak "*" (3Be3104Ka);

2. B mosie "HoBeIil maposp" BBEAUTE HOBBIN MApOJib;
3. moBTropuTE BBOJ HOBOrO napoJis B nose "[lonreepxxaenue".
4. naxmure kHonky "OK" miig 3amycka npoueaypbl CMEHBI TApOJI.

Ecnu TpeboBanus, npeabsBiIseMble B CUCTEME K IMapoIsiM, HApYIIEHbI UM CTapbIi Mapoib YKa3aH
HEMPaBUILHO, HA DKpaHe MOSIBUTCS coodiienune 06 ommoke. Haxxmure kHonky "OK" B okHE cOOOIICHUS U
MOBTOPHUTE BBOJ MAPOJICH, YKa3aB UX MPABUIBHO.

Ecnu mosnst auanora cMeHbI TapoJist ObLITH 3aITOTHEHBI MPABHIILHO, HA SKPaHE TIOSBUTCS COOOIIEHHE 00
YCIIEITHOM M3MEHEHHH TapoJisl.

5. Haxxmure knonky "OK". Ecniu Bamn ctapblii apoiib XpaHUTCS B IEPCOHATEHOM HICHTH(UKATOPE WITH BBI
HCIIONIB3YeTe ATOT UAEHTU(DUKATOD 17151 BXoAa B KoMIuieke "Co60mb" (TOMBKO I HASHTH()UKATOPOB
iButton), Ha SKpaHe TOSBUTCSI TUAJIOT, COJCPKANTUIA CITUCOK BaIIUX MMEPCOHATBHBIX HICHTU(UKATOPOB
[Tosicnenne. B cmyuae oTkasa ot 3anmucu HHGOPMALUU B IEpCOHANBHBIN UaeHTH(GuKaTop iButton, KoTopskIii
UCTIONb3yeTcs i BXoza B koMiuieke "Cobounp", Bxon B Komiuieke "Co0omb" OyaeT BO3MOXKEH TOIBKO 110
CTapoMy MapoJIio.

6. J11s1 cMeHBI TapoJIsl MITH 3aIMCH HOBOH CITy>kKeOHOM MH(pOpMaIui, HEOOXOIUMON IPU BXOJIE B KOMIUIEKC
"Cobonp", mocne10BaTeNIbHO MPEAbIBUTE KaXKIBINH HICHTU(UKATOD.

Ecnu npenbsasnen unentuduxarop eToken, KoTopslii 3amuiieH HecTanaapTHeIM 1715 Secret Net 5.0
PIN-koznom (maposnem), Ha 3kpane nosiButcs 3anpoc. Beenure PIN- ko u Haxxmute kHonky "OK".

B pesynbrare ycrnenrHoi 3anucu HOBOro mapoJisi B UASHTU(UKATOp ero cTaryc cMeHuTest Ha "OOpaboran".
[Tocne 3TOr0 NIEHTU(PUKATOP MOKHO U3BSITh U3 CUUTHIBATEIIS.

7. Ilo okoHyaHUM 0OPAaOOTKU BCEX MIICHTH(PUKATOPOB 3aKPOUTE TUAIIOT HAXKATHEM KHOIKU "3aKpbITh".
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Ecnu jxe ycTaHOBIIEHHAs! MOJMUTHKA MTAPOJICH 3alpeiacT BaM MEHATh IapoJjib, Ha SKpaHe MOSBUTCS
cooOmieHne 06 omuodKe U MpoLeaypa CMEHBI Maposist OyJeT npepBaHa. B 3ToMm ciryyae it CMEHBI TapoJIst
oOpaTuTech 3a IOMOLIBIO K aIMUHHCTPATOPY.

3ananue 4. BpeMeHnHast 0J10KUPOBKa KOMITBIOTEPA.

Ecnu Bam HE0OX0MMO BpeMEHHO MpepBaTh paboTy Ha KOMIBIOTEPE, TO AJIS 3AIIUTHI OT
HECAHKIIMOHUPOBAHHOTO UCTIOJIb30BaHMSI COBCEM HE 0053aTENIbHO €ro BBIKIIOYaTh. MOXHO
BOCTIOJIb30BaThCsl DYHKIMEH BpEMEHHOM OJIOKMPOBKH KOMITBIOTEPA, IPH KOTOPOU OJIOKUpYyeTCs KilaBuarypa
U 3KpaH MOHHUTOpa Pa3010KupoBaTh KOMIIBIOTEP MOXKET TOJIBKO pabOTAIOMIMI Ha HEM IOJIb30BATENb WIN
anMuHHUCTparop. Pa30nokupoBaHue KOMIbIOTEpPa aJMUHUCTPATOPOM COTIPOBOXKAAETCS 3aBEPLICHUEM
TEKYILETo ceaHca paboThl MOIB30BATENIS U MOTEPEH BCeX HECOXPAHEHHBIX IaHHBIX. 3a0JI0KMPOBATH
KOMIIBIOTEP MOXKHO € TIOMOIIbIO cTaHAapTHBIX cpeacTB OC Windows BpyuHYIO (CM. HUXKE) UITH
aBTOMaTHYECKHU.

ABTOMarnueckas OJOKMPOBKA KOMITBIOTEpA BKIIIOYAETCS B TOM CIIy4ae, €CIIU B TEUEHUE ONPEIEICHHOTO
BPEMEHHU HE MCITIOJIb30BAINCH KIaBHATypa U MbIIb. Takoe BpeMsi Ha3bIBaeTCsl MHTEPBAJIOM HEAKTUBHOCTH.
JInist akTMBALMU MEXaHU3Ma

ABTOMATUYECKOW OJIOKUPOBKH €0 HEOOXOAMMO MPEIBAPUTEIHLHO HACTPOUTH.

Jy1st BpeMeHHOM OJIOKMPOBKH KOMITBIOTEPA BPYUHYIO:

Haxxmure komOnuaanmio kiasuir <Ctrl>+<Alt>+<Del>.

Haxxmute kHOTIKY "bokupoBka" B OSIBUBIIEMCS Ha SKpaHE TAAJIOTE.

KnaBuarypa u sxpan MoHUTOpa OymyT 3a0JI0KHPOBAHbBI, HA SKPAHE MOSBUTCS

coo0IIeHNE

Ecnu mpenBaputensHO BaMu OBLIT HACTPOCH MEXaHU3M aBTOMATHUECKOH OJIOKUPOBKH (CM. HUXKE), TO TIO
MCTCUCHUHU BPEMEHHU, PABHOTO 33JJaAHHOMY WHTEPBaly HEAKTUBHOCTH, Ha dKpaHe 3a0JIOKUPOBAHHOTO
KOMITbIOTEpA TOSBUTCSI BEIOpaHHAs 3aCTaBKa.

J1y1st HAaCTPOWKHM MEXaHHW3Ma aBTOMAaTHUECKON OJIOKUPOBKH:

1. OTkpoiiTe OKHO HaCTPOMKH CBOMCTB 3KpaHa U nepenauTe K quanory "3actaBka'.

Ecan 0OKHO HacTpOMKH CBOWCTB DKpaHa HEOCTYIHO UJIU B HEM OTCYTCTBYET HYXKHas 3aKjajiKa, oTO
O3HAYaeT, YTO aJIMUHUCTPATOP 3aPETUII BaM AOCTYII K 3TUM 3JeMeHTaM untepdeiica. [yis paspemenHus
BOIIpOCa 00paTUTECh K a]MUHUCTPATOPY

2. BeibepuTe 3acTaBKy M3 pacKphIBAIOIIETOCS CIMCKa, oTnuHyto oT "Het" ("None").

3. YcranoBute 3HaueHue napamerpa "Murepsan" He paBHbIM "0".

4. Haxxmure kHonky "OK".

Pa30mokrpoBaTh KOMIIBIOTEP MOXKET TOJIKO PaOOTAIONIMI Ha HEM MOJIb30BaTeNb WIH AAMUHUCTPATOP
6e3onacHocTH. Ecnu pa30o10KMpOBKY KOMIIbIOTEPA MIPOBOAMT JIMUHUCTPATOP, TO CEAHC pabOThI
MoJIb30BaTeNs Oy/ieT NPUHYIUTEIHHO 3aBEPIICH C MOTePei HECOXPAaHEHHBIX TaHHBIX.

J71st pa307I0KUPOBaHUS KOMITBIOTEPA BBHITTOJIHUTE OHY M3 CISAYIOIINX MOCIEI0BaTEIbHOCTEH TCHCTBUI:
* Eciin uicrionp3yeTcst yCTpoCTBO anmnapaTHOi HASHTU(UKAIINH, TPEAbSIBUTE MEPCOHATBHBIN
UACHTH(HUKATOP.

He npepriBaiiTe KOHTAKT HACHTU(PHUKATOPA CO CUUTHIBATEIIEM /10 OKOHUAHUS Mpoliecca 3arpy3Ky JaHHbIX.
Bo Bpewms BbinonHeHus 3arpy3ku JaHHBIX U3 ueHTUuKaTopa iButton Ha skpaHe oToOpaXkaroTcs
coOTBeTCTBYIOMUE coolmieHus. [Tocie Toro kak cooOmmenust OyayT 3aKpBITHI, HACHTU(PUKATOP MOKHO
U3BATH U3 CUUTHIBATEIS.

Kommwrorep OyneT pa3d1okupoBaH, €ciiv B HACHTU(PHUKATOPE €CTh Mapoib. Ecim B mepcoHaIbHOM
UAeHTU(PHUKATOpE OTCYTCTBYET MapOJib, BBEIUTE €T0 C KJIaBUATyphl B MOSBUBILIEMCS Ha dKpaHe AUAore U
HaxkmuTe kHomKy "OK".

* Haxxmute kombunanuio knasuin <Ctrl>+<Alt>+<Del>, BBeuTe napoib ¢ KIaBUaTYPhl B TOSBUBIIEMCS
Ha ’KpaHe auanore U Haxkmute kHonky "OK".

3aganue 5. CMeHa KIIo4ei.



CMmeHa kITI04€BOM HH(GOPMALIMU POBOIUTCS B 2 dTAra.
Ha nepBoM BBINOIHSIETCS CMEHA KIFOUEBON MH(DOPMAINK, XpaHsILIEHCs Ha KII0YEBOM HOCHUTEIIE.
Ha BropoM sTame ocyuiecTBiasieTcs nepeBos mMuppoBaHHBIX PECYPCOB Ha MU(POBAHHE HOBBIMH KITIOUaMHU.

CwMmeHa ki1r04eBoi HH(pOpMAIIMK Ha KIIIOYEBOM HOCHUTENE BO3MOXKHA TOJIBKO IO OKOHYaHUHM MUHUMAJIbHOTO
CpOKa JIEUCTBHS JIMYHOM KITIOYEBOM MH(POPMAITUH.

Jl51s cMeHBbI KiTto4eBoi HH(GOpMAIMU HA KIIFOYEBOM HOCHUTEJIE:

1. BeI30BHUTE KOHTEKCTHOE MEHIO uKTorpammsl Secret Net 5.0, Haxoas1eics: B CHCTEMHOM 001acTi
na”enu 3a1ad Windows, u akTuBupyiTe komanay "CMeHUTh KiTto4".

Ha skpane nosiBuTCs 1uasor:

2. [IpeapsBUTE OMH U3 KIIIOYEBBIX HOCUTEINIEH, B KOTOPOM COZIEPKUTCS TEKyIas KitodeBas uHpopmarus. B
3aBHCUMOCTH OT BHJIA KJIFOYEBOTO HOCHUTEJS (IEPCOHATIBHBIN HICHTU(UKATOP MIIM ChEMHBIN JTUCK)
BBITIIOJTHUTE COOTBETCTBYIOLIEE IEHCTBUE:!

€CJIN Bbl UCTIOJIb3y€ETE IEPCOHAIBHBIN NIEHTU(DUKATOP, IPEIBSIBUTE €I0;

€CJIM BBl UCIOJIb3YETE B KAUECTBE KIIOUEBOIO HOCUTENSI CbEMHBIN TUCK, BCTABBTE JUCKETY B AUCKOBO, &
ChEMHBIN 1ucK B pazbeM USB-niopra, n Haxkmute KHONKy "Jluck".

Coger. Ecim noaxiIt04€eHO HECKOJIBKO ChEMHBIX TUCKOB OIHOBPEMEHHO, TO JUISl IPOJOJKEHUS ITPOLIEAY Pl
BBIOEPUTE B CITUCKE UIACHTU(HUKATOPOB CTPOKY C HAMMEHOBAHUEM HYKHOTO ChbEMHOTO JIUCKA M HAXKMHUTE
kHonky "OK".

He npeppiBaiiTe KOHTAKT KIHOUEBOIO HOCUTENS CO CUMTHIBATENIEM, 10 OKOHYAHUS 3arpy3KH KIHOUeBOH
uHpopmanuu. [1o okoHYaHUM 3arpy3Ku Ha SKpaHe MOSBUTCS TUAJIOT

Jluanor Coaep:KUT CIHUCOK BalllUX KIFOYEBBIX HOCUTENEH, B KOTOPbIE CUCTEMA IIPe/IaraeT 3aucaTh HOBYIO
KITIOUYEBYIO UH(POPMAIIHIO.

3. [locnengoBarenbHO NPEBIBUTE BCE KITIOUEBBIE HOCUTEIU. ECIIM BBl UCIIOJIb3YETE B KAYECTBE KIIFOUEBOTO
HOCHTENIS AUCKETY (MU IPYrod CMEHHBIN JIHUCK)

— BCTaBbTE JUCKETY B IUCKOBOJ (MOJKIIFOUUTE CMEHHBIN IUCK) U HAXKMHUTE KHOMKY "Jluck".

Eciun npenwssnen uaentudukarop eToken, KoTopblii 3amuIiieH HecTanaapTHeIM s Secret Net 5.0
PIN-komom (maposiem), Ha 3KpaHe nosBuTcs 3anpoc. Beenure PIN-kon n Haxmute kHonky "OK".

B pesynbrare ycnemnHo# 3anucu Kiiro4eBoi nH(OpMaIuy Ha HOCUTEIb €ro CTaTyC B CIIMCKE CMEHHUTCS Ha
"O6paboran". [locie 3TOro KIFOUYeBON HOCUTETh MOYKHO U3BATh U3 CUUTHIBATEIIS.

4. TTo oxoHuaHUU 0OPAOOTKHU BCEX HOCUTENICH HAKMUTE KHOTIKY "3aKphITh'".

* Eciiu He Bce KimroYeBble HOCUTENH ObLITH 00paboTaHbl, TO MOCIE HAXKATHI KHOIKY "3aKkphITh" (WK
"OtMmeHa'") Ha 3KpaHe NOSABUTCS 3aIpoC

J114 3anucu akTyajabHOU KITII0UeBOM MH(pOpMAaIK Ha HeoOpaOOTaHHbIE KITIOUEBbIE HOCUTENN HAXKMHUTE
kHorKy "Jla" u moBTOpHUTE NeiicTBue. UTOoOBI mpepBaTh 00pabOTKY KIIOYEBBIX HOCUTENEH, HAXKMHUTE KHOIIKY
"HCT"

3ananue 6. Pabota ¢ KOoHQUIESHIINATEHBIMU PECYPCAMHU.

Jlj1s n3MeHeHus1 KaTeropuu KOH(GUISHIINAIbHOCTH KaTajora win (aiiia B pexXrMe MOJIHOMOYHOTO
pasrpaHuYeHUs JOCTYIa B JTOJDKHBI 0071a/1aTh IpUBUIIETHel "YpaBieHne KaTeropusiMu
koHuaeHIIMaIpHOCTH" . ECIT y Bac HET TakoW MPUBUIIETHH, BBl MOXKETE TOJILKO TIOBBICUTH KaTETOPHIO
KOH(UIEHIIMATbHOCTH (haiiia, HO HE BBIIIE CBOETO YPOBHS JAOIMYCKa UM YPOBHS KOH(GUACHIIMATEHOCTH
ceaHca.

Buumanue! Crnenyiite ciaeayronmmM peKOMEHIalsIM:

HE NMPHUCBAaNBalTE KaTeropuu "KOHPHUICHIMAIBHO" 1 "CTPOTro KOH(PUICHIINATBHO" CHCTEMHBIM KaTajoram,
KaTajaoram, B KOTOPBIX pa3MellaeTcs MPUKIaHOE MPOrpaMMHOe o0ecIiedueHune, a Takxke kataiory "Mou
TOKYMEHTHI" M BCeM MOI0O0OHBIM eMY;

BO M30eKaHUE HEMPOU3BOJILHOTO MTOBBIIMICHUSI KaTeTOpyid KOH(MUIECHITMATLHOCTH (haliyioB XpaHuTe (Haisibl B
KaTajorax ¢ Kareropuei KoHpUAeHINaIbHOCTH, PABHON KaTeropuu KOH(GUICHIIMATLHOCTH (PaityioB.
[Tponienypa BeImoONMHAETCS ¢ Ucnoyib3oBaHueM Tiporpammsl "TIpoBogauk" OC Windows.
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3ananue 7. I3MeHeHne Kareropuu KOH(GpUICHIINATBHOCTH.
J7is n3MeHeHus1 KaTeropuu KOH(UIEHIIMAIbHOCTH KaTaora:
1. B nporpamme "[IpoBogHUK" BHI30BUTE KOHTEKCTHOE MEHIO Karajora .

AxrtuBupyiite koMaHay «CBoiicTBa». B nosBuBIIEMcs Ha 3kpaHe okHe "CBolicTBa” NepeluTe K 1UaIory
"Secret Net".

2. YkaxxuTe He0OXOIMMbIC 3HAYCHHUSI TAPAMETPOB:

BriGepute B packpsiBaromiemcs cnucke moiis "Kareropus" HyXKHYIO KaTerOpHio KOHPUACHITHATBHOCTH JIJIs
KaTajora.

Bri6epute pexxuM aBTOMaTHUECKOTO MPUCBOCHUSI KATErOpUK KOH(PHUICHIIMAIbHO- CTH (paiiam Kkarasora,
YCTaHOBUB MmapaMeTp "ABTOMaTHYECKH NMPHUCBaNBaTh HOBBIM (haiiiaM" B mosioskeHue "Bxiroueno" uim
"BrixitoueHo".

3. Haxwmure knonky "OK".

Jl71s n3MeHeHus: KaTeropuu KoH(GUICHIIMAILHOCTH (aiina

Be1zoBute nporpammy "llpoBogHux".

Br13oBHUTE KOHTEKCTHOE MEHIO (haiiia U aKTUBUPYHTE B HeM KomaHay "CBolicTBa".

B nosiBuBmemcs Ha sxpane okHe "CpoiicTBa" neperaute Kk auanory "Secret Net.

4. BoibepuTe B pacKphIBIIEMCsl CITUCKe moutst «KaTeropus» Hy)KHYIO KaTeropuio KOH(PHUICHITHATHHOCTH
¢aiina.

5. Haxwmure kHonky «OK»

3ananue 8. Pabora ¢ koH(pUIEHIIMATBEHBIM JoKyMeHTOM B MS Word u MS

Excel

[Ipexne uem Havath paboOTy ¢ KOHGUAEHIIMATLHBIMU JokyMeHTamu B MS Word unmu MS Excel,
PEKOMEHIYETCSI COXPaHUTh U 3aKPBITh BCE PaHEE OTKPHIThIC HEKOH(DHUICHIINATBHBIC TOKYMEHTHI

JU1st OTKPBITHS KOH(DHUICHIINATBHOTO JOKYMEHTA!
1.2.
3anycture MS Word ninm MS Excel.

AKTUBHUpY#ITE B TJIaBHOM MeHI0 koMaHay "®@aiin OTkpeITh" 1 B 1uanore "OTKpbITHE JOKyMEHTa" BEIOEpUTE
KOH(UACHIMATBHBIA JOKYMEHT.

Ecnu KoHTpOJIb MOTOKOB KOH(HUASHIINATFHONW HHPOPMAIIK OTKIIIOUEH, Ha SKpaHe MOSIBUTCSA COOOIICHNE

Takoe coobuienne oToOpaxaercst BCIKUI pa3, KOTa OTKPbIBAeTCs JOKYMEHT, KaTeropust
KOH(UACHIMAIBHOCTH KOTOPOT'O BBIIIE YPOBHS KOH(QUACHIIUAIBHOCTH TPUIIOKEHHSL.

3. Haxwmure kHonky "Jla" 11 OTKpBITHS TOKyMEHTA.

[Ipu coxpanennn KOHPHUAESHINATHHOTO JOKYMEHTA O] TEM K€ WM MOJ] IPYTUM UMEHEM He0O0X0MMO
YUHUTBIBAaTh, YTO KaTeropusi KOHQUACHIMATBLHOCTH (paiiyia JOKyMEeHTa BCErJia OCTaeTCs MpeKHEeH, ecliu
JOKYMEHT COXpaHsETCs B Karajiore, Kareropusi KOHQUACHIINAIbHOCTH KOTOPOTO HE HUXKE KaTeropuu
JIOKYMEHTa, U JIJIsl KaTajaora BKIIFOUEH PeXUM "ABTOMAaTHUECKH ITPUCBAaUBATh HOBBIM (aitinam".

Baxno. [ly1g coxpaHeHus KaTeropuu KOH(OUIESHIIMAIBHOCTH TIOKYMEHTA PEKOMEHIYETCsI COXPaHsITh €T0 B

KaTaJIOTH HE HIKE KaTerOpHH KOH(DHUICHIIMAIBHOCTH JOKyMEeHTa. MHaue BO3MOXKHBI CIIEIYIONINE CUTYAIIHH:

€CJIM TOKYMEHT COXpaHseTCs B KaTaJlor ¢ Oosee HU3KOM Kareropuei KoHQUIeHINaIbHOCTH U IJIsl KaTajiora
BKJTFOUCH PEXUM "ABTOMATHYECKU MMPUCBANBATh HOBBIM daiiiam', To KaTeropus KOH(GUICHIINATLHOCTH
JOKYMEHTA MOHUXKAETCS 10 KaTeropuu KOH(PHUIEHINATbHOCTH KaTalora;

€CJIN IOKyMEHT COXPaHSAETCsl B HEKOH(UACHIIMAIBHBINA KaTaJoT MU B KOH(U- TEHIIMATbHBIN KaTajor, s
KOTOPOTO OTKJIIOYEH PEXHUM "ABTOMAaTHYECKH MPHU- CBAUBATh HOBBIM (haiiam", To daiiny JoKyMeHTa
MIPUCBAUBACTCS KaTeropusi KOH(PUACHIIMATEHOCTH "HEKOH(UICHITUAIIBHO.

3amanue 9. [lewars koHpUAEHIIHATBEHOTO JoKyMeHTa MS Word.
I[JIH IIcuaru KOH(bI/I,Z[eHI_II/IaJ'IBHOFO I[OKyMeHTaI
1. Otkpotite B MS Word xoHpUACHITHATBHBIA TOKYMEHT.

71



Criucok rpu¢oB KOHPUICHINATBHOCTH, UMEIOIUXCS B CUCTEME, OTOOpakaeTcsl Ha MaHeJId MHCTPYMEHTOB
"I'pucdsr Secret Net" B ocHoBHOM okHe MS Word.

Ecnu manens rpudoB He BUIHA, BEIOepHUTE B OCHOBHOM MeHIO "Bun | [Tanenu unctpymenTtos | I'pudsr
Secret Net".

2. BeiOepuTe HYKHBIN TPUQ KOHPHUISHIMATBLHOCTH U3 PACKPBIBAIOLIETOCS CIIUCKa MaHenu. Beioepure
HYXHBIH rpu( KOH(UACHINAIBHOCTH U3 pacKpbIBatomierocs cnucka nanenu "Ipudsr Secret Net", ecu
rpu(OB HECKOIBKO

3. AxtuBupyiite komanay "®aiin | [legars” B I1aBHOM MEHIO.

Ha skpane mosiBUTCsl AMAJIOT JUIs HACTPOUKHM Nojel rpuda koHpuaeHInaIbHoCcTH HaxkmMuTe KHOIIKY
"[Teyars". Ha sxpane nosiBUTCS CTaHIAPTHBINA JUAJIOT JJIs

OMpPCACIICHUSA TapaMCTPOB IICHATH.
VYKaxuTe rnapaMeTpsl eyaT U, €ciii He00X0IMMO, HACTPOMTE CBOWCTBA MPUHTEpA.

7. Haxxmute knomky "OK" B gumamore  mapameTrpoB  medar. B mtore gokymeHT OymeT
pacriedaTad BMecTe ¢ Tpu(poM KOHPHUIECHIINATLHOCTH.

3aganue 10. Jenncramnsauus nporpamMmbl Secret Net 5.0 (aBTOHOMHBII BapHaHT) .
Uto06w1 ynamuth porpammy Secret Net 5.0 Express u3 Bamero PC:

1. Otkpotite YcranoBka/Yaanenue nporpamm B [lanenu ynpasnenns (ITyck ->

Hactpouts -> [lanens ynpasieHus).

2. Haitnure 3anuck Secret Net 5.0 B criicke u BRIOEpHTE €€.

3. HaxxmuTte KHONKY 3aMEHHUTD/ YIaIUTh, YTOOBI HAYATh YAAJISAThH MPUIIOKEHHUE U CICTyHTE KOMaHIaM.
Bompocs! 1 npakTuueckue 3aaaHus.

. BKimtounTe pesxuM KOHTPOJIS TIOTOKOB KOH(HUACHIINATEHOW HH(POPMAITUH.

. Ocy1iecTBUTE BXOJ B CUCTEMY B PEKUME KOHTPOJISI TIOTOKOB KOH(PHUACHIIUATIBLHONU HH(OpMaIUH.
. OcyiecTBuTe 3arpy3Ky KJIrOuei.

. Cozpnaiite mmdpoBaHHBIN KaTaJIOT.

. Co3paiiTe CIMCOK MOJIB30BaTENEH, UMEIOINX JOCTYT K MHU(POBAHHOMY KaTaJory.

. ammdpynite daii.

. OcymectBuTe yaaneHue mu(poBaHHOro Karajaora win ¢aiina.

0 3 N L LN

. Pacmieuaraiite nokyment B MS Excel.

9. HacrpoiiTe MexaHU3M aBTOMaTUYEeCKOM OJIOKUPOBKH.

10. BeImmostHUTE BBITPY3KY KIIFOUE€BOM WH(OPMAIMH TIOCIIC OKOHYAHUS PAOOTHI.

Cnmcok UCOIb30BaHHBIX HCTOYHHUKOB.

1. Dnexrponnslit pecypc \\ Uudopm3amniura — pexum goctyna: http://www. infosec.ru. — 3ari. ¢ skpaHa;

2. PyKOBOZACTBO 10 KCIUTyaTaIlMl yCTPOUCTBA KpUNITOTrpauuecKoi 3amuThl JaHHbIX Secret Net: Mockaa,
2006;

3. Caiit pa3pabotunka [Dnextponssiii pecype] / AHKA/ Ha 3ammre nHpopMamm — peskum 10CTymna:
http://www.ancud.ru.- 3ar. ¢ 3xpana;

4. DnexTpoHHBIH pecypc // 3ammra nuadopmanuu — pesxkum gocryna: http://www.zinfo.ru. — 3ari. ¢ skpaHa;
5. DnekrponHsIil pecypc // More PC — pexum nocryna: http://www.morepc.ru. — 3ari. ¢ SKkpaHa.

Tema 9. [TonsiTue 0OpaTHOTO MPOSKTUPOBAHMS.
JlaGoparopnas pabota. [lonsiTHEe 00paTHOrO MPOEKTUPOBAHMUSL.
Teopernueckas 4acTh

OCHOBHBIMHA yrposamu it IporpaMMHOIO IMMPOAYKTA, 3allIUIIICHHOIO0 OT HCCAHKIMOHUPOBAHHOT'O
HCIIOJIB30BaHUs CIIOCOOOM BBOJa KJIIOUE€BOM I/IH(bOpMaI_[I/II/I ITIOJIB30BATCIIEM ABJISAKOTCA:

yrpo3a HapyueHus (yHKIHOHAIBHOCTH MOJYJIS 3alIUThI

yrpo3a pacKpbITHUs KJII0YEBOH HH(pOpMaLIUU.

Peanuzanus yrpo3sl HapymeHus (yHKIMOHAIBHOCTH MOIYJIS 3aIIUTHl MOXKET 3aKJII0YaThC:
B 00X071€ MOAYJIS 3aIUThI ITyTeM MOJU(PHUKALMN KOJIa IPOTrPAMMBI
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B TIOJIHOM OTKJIFOUEHUH MOJYJIS 3alIUTHI ITyTeM MOAU(DUKAIIUHN KOJIa TPOrPaMMBI.
Peanu3anust yrpo3bl pacKpbITHs KJII04eBOW HH(GOPMAIUU — B BBISICHEHUH ITyTEM UCCIIEI0OBaHUS POTPaMMBbl
KJIF0UeBOM MH(GOpMaIK, TpeOyeMOol P perucTparim.
CyiiecTByeT HECKOIBKO 33]1a4, KOTOPhIE 3JI0YMBIIIIEHHUK JOJDKEH PEUIUTh MPU peanu3alii JaHHbIX yTPo3.
1. 3agaya oOHapy>KeHHS B KOAE MPOTPaMMbI MOJYJIS 3aUTHI.
2. 3ajava uccieqoBaHUs MOTYJIS 3aIUTHI U TIOHUMAHUSI IPUHIIUIIOB €r0 IeHCTBUS.
Crnenyer OTMETUTb, YTO 3a/1a4 B IPUHLIUIIE HE PELIAEMBbI 33 IPUEMIIEMOE BPEMS.
D10 00YCIIOBICHO CICAYIOMNUMH 00CTOSATEIHLCTBAMH.
3amaya oOHapyKEHUsI B KOJIE TPOrpaMMbl MOTYJISI 3aIIUTHI.

1. Momynb 3amuThl 3aHUMAET JJOCTATOYHO MaJIbIii 00beM B OOIIEH COBOKYITHOCTH KOJ/Ia MPOTpaMMBbI. 3aada
PYYHOTO TIOMCKa O710Ka MOyt 3amuThl pazmepoM 100 — 200 GaitT B 00111eM Kojie IpOrpaMMBbl,
3aHUMAIOIIEM COTHH MeTa0ailT, 03 NCITOJIb30BaHUS CIICIIUATU3UPOBAHHBIX CPEACTB B IPUHITUIIE HE
peraema 3a mpueMiIeMoe BpeMms.

3amaya oOHAPYKEHUS B KOJIE TPOTPaMMBbI MOTYJIS 3aIITUTHI.

2. AHanmu3 Koja MpOorpaMMbl B 3HAUUTEIBHON CTETICHU 3aTPYIHSAETCS TEM, YTO MPOU3BOIUTCS aHAIIU3 HE
MCXOJTHOTO TEKCTa MPOTPaMMBbl Ha SI3bIKE BHICOKOTO YPOBHSI, & aHAJIN3 MAITUHHOTO KoAa, C(hOPMUPOBAHHOTO
KoMIuIsITOpoM. Ha paz0opky v moHMMaHHE TAKOTO KOJla YXOIUT 3HAYUTEIIBLHOE BPEeMsI TaXKe Y
CIEIMAIMCTOB BBICOKOTO KJIacca B JaHHOW 00iacTH. 3a4acTyro Jla)e aHaJIu3 UCXOAHBIX TEKCTOB
MPOrPaMMBbI, HAMTMCAHHBIX IPYTUM YEJIOBEKOM, SIBIISICTCSI HETPUBUATBLHOM 3a/1aueil. AHAIIN3 K€ MAIIUHHOTO
KOJIa YCIIOKHSIET 3a/1ady YKe B ThICsiuu pa3. HemocTarouyHo mpoBecTH aHAIH3 KaXK10M MallTHHHOW KOMaH/IbI.
Kak mpaBuiio, mpu aHanu3e MaITuHHOTO KOJa MPUXOUTCS YBS3BIBATh B €IUHYIO TOCIEA0BATEILHOCTh
neiictBuii kak MUHIMYM 80 — 100 GaiiT, 4TOOBI MOHATH, YTO ACHUCTBUTEIHHO CKPBITO 32 TaHHOU
MOCJIEZIOBATENHHOCTRIO KOJIOB. Kak mpaBuiio, 3To0 OYEHb YCIOKHSET aHAIU3 MPOTPAMMBI

3amavya UCCIeI0OBaHUS MOIYJIS 3aIUTHl ¥ TTIOHUMaHUS IPUHITUIIOB €TO ICHCTBUS.

370yMBIIIUIEHHUK JTOJKEH TIOHSATh, KAKUM 00pa3oM MMOCTPOCHA 3aIlINTa, I7I€ OHA XPAHUT (€CIIM XPAHMUT)
KITIOUEBYI0 HH(POPMAIIUIO, TJI€ COXPaHSET (€CIIM COXpaHseT) CBOM METKU U KIIOUH, HA KAaKOM 3Tare
MPUHUMAETCS PELICHNUE O PErHCTPaUU IPOrpaMMBbl JTH00 00 OTKIOHEHUH peructpanuu. [lpu stom
3JI0YMBIIIUIEHHUK CTAJIKUBAETCS ¢ MPoOJIeMOii aHaIN3a MAITMHHOTO KOJIa, YTO MPUBOIUT K TPYIHOCTSIM,
IIEPEYUCIICHHBIM B IIEPBOi1 3a7a4e.

TpynHocTH peanusanuu yrpo3 oT yrpo3bl HapyIeHus! (PyHKIIMOHAIBHOCTH MOIYJIS 3AIUTHI U OT YTPO3bI
PaCKpBITUS KII0YeBON MH(DOpMAIIH

BriBoa: orcyrerBue HeoOxoaumocTH 3amutsl [10!!!

[TponykTs! pupM, MpeHEOPETAOIINX 3AIMUTON OT pean3aliy JaHHBIX YTPO3, OKA3bIBAIOTCS B3JIOMAHHBIMH
B YHCIIC TIEPBHIX.

Bombioit 00beM B3710MaHHBIX porpaMmM Ha peiHKe [10 ToBOpHUT 00 OOpPaTHOM,— YTO STH YTPO3bI BIIOJIHE
peanbHbI U OCYIIECTBUMBI.

TpynHocTH peanuzanuu yrpo3 oT yrpo3bl HapymeHus: (yHKIIMOHATLHOCTA MOIYJISI 3aIUTHI U OT YTPO3bI
PacKpBITUS KIIOUEBON HHPOpMALIUU

CymiecTByeT MHOXKECTBO IMPOTPAMMHBIX TIPOAYKTOB, 00JIETUAIOIINX 3JI0YMBIIIJICHHUKY pelIeHne 3a1a4 1 u
2! VX peanusanusi, B OTAEJIbHBIX CIy4asX JOBOJUTCS 0 aBTOMaTU3Ma

AnropuTMm pemeHus 3a1a4 1 1 2 moKa3bIBaeT, YTO OCHOBHAS 11€J1b, peIiacMasi 37I0YMBIIIJICHHUKOM TPH
B3iome I10

0 aHaJIu3 pabOTHl TPOTPAMMBI

0 MOWCK B HEH y4acTKa KoJa, OTBEUAIOIIETO 32 PEaTH3aIUI0 MOYJIS 3aIIUTHI

0 JIeTaJIbHOE MCCIICIOBAaHUE IPUHIIUIIOB U MEXaHU3MOB paOOTHI TaHHOTO MOJTYJISL.

Pemenue 3anau | 1 2 nokasbIBaeT, 4YTO OCHOBHAsI LI€JIb, pEIIaeMast 3JI0yMbIIUIEHHUKOM IIpH B3stome [10.
[Tpu 3TOM cTaBUTCS 3a7a4a MPEACTABICHHS MAIIMHHOTO KOJIa Ha KaK MOYXHO 00Jiee BRICOKOM YPOBHE C
EJIBIO YIIPOLICHUS €T0 TOHUMAaHHUSI.

Jlu1s1 37I0yMBITITICHHUKA HanOoJiee ONTUMAITbHBIN BapuaHT — GOPMUPOBAHKE IO MAIIUHHOMY KOy MOJTYJISI
3aIHTHI, €r0 TEKCTa HA HCXOTHOM SI3bIKE BHICOKOTO YPOBHSI.
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[Tox oOpaTHBIM IPOEKTHPOBAHUEM (Treverse engineering) MOHUMAIOT MPOLECC UCCIIEAOBAHMS U aHATTN3a
MAIIMHHOTO KOJIa, HAIeJICHHBIN Ha TOHUMaHKE O0IUX MEXaHU3MOB (DYHKIIMOHUPOBAHHS ITPOrPaMMBI, a
TaK)Ke Ha ero nepeBoj] Ha OoJiee BHICOKHMI ypoBeHb abcTpakuuu (0ojee BEICOKUN YPOBEHb S3bIKa
IIPOrpaMMHUPOBAHNS) BIUIOTh /10 BOCCTAHOBJIEHHSI TEKCTA IPOIPaMMBbl Ha UCXOIHOM SI3bIKE
IIPOrPaMMHUPOBAHUS.

OCHOBHBIMU METO/IaMU OOPATHOTO MPOCKTHPOBAHMUSI SIBIISTFOTCS
* OTJIa/IKa MPOTPaMM

* T3acceMONMpPOBaHHUE IPOTPAMM.

CpencTBa (HHCTpYMEHTBI) 00OpaTHOTO MPOSKTUPOBAHUSI.

* OTiIaauuKu

* JluzaccemOepsl

* MoHUTOpBI COOBITHI

* Pegakropsl koza.

OTnagyuku

[TporpamMmHBIe CpeaCTBa, TTO3BOIISIONIIE BHITOIHATE MPOTPaMMy B TIOIITIATOBOM PEKUME, KOHTPOJIMPOBAThH
e¢ BBITIOJIHEHUE, BHOCHTh U3MEHEHUS B XOJI BHITTOJIHEHMs. J[aHHBIEe CPEICTBA MTO3BOIISIOT MPOCIIEINTh BECh
MeXaHHU3M pabOoThI TPOrpaMMbl Ha IPAKTUKE U SBISIFOTCS CPEACTBAMHU TUHAMHYECKOTO UCCIICIOBAHMS
paboTHI MPOrpaMm

HuzaccemOnepsl

[TporpammHbIe CpeaCcTBa, MO3BOJISIONINE MOTYYHUTh JIUCTHHT IIPOTPAMMBI Ha SI3bIKE acceMOiiepa, ¢ HelbIo
ero JaJbHEeHIero cTaTn4eckoro n3yueHus. JuzacceMoaeps SBISAIOTCSA CPEACTBAMH CTAaTHYECKOTO
HCCIIE0OBAHMSL.

MOoHHTOPBI COOBITHI

[TporpamMMHBIe CpeICTBa, MTO3BOJISIONINE OTCICKUBATE ONPECICHHBIC TUITBI COOBITHH, TPOUCXOIAIINE B
cucreme. Haubornee onacHbIMH U151 IPOTPAMMHOTO 00ECTIEYCHHUS C TOYKHU 3PEHUS MX 3aILUTHI SBISIOTCS
MOHHUTOPBI OIEPALUil ¢ PEeCTPOM U MOHUTOPHI (PaiJIOBBIX ONEpannii, MO3BOJSIOMINE TPOCIEAUTh — KaKast
IporpamMma KyJa 1 4To 3aluchiBajia, CYUTHIBAIA U T.1.

Penakropse! kona

3aHUMAIOT OTJEIBHOE MECTO CPEIU CPEACTB 0OPaTHOrO MPOEKTUPOBaHus. J[aHHbIe cpecTBa, KaK MPaBUIIO,
BKJIIOYAIOT (PYHKLMU AU3ACCEMOIMPOBAHUS, HO MO3BOJISIIOT TAK)KE BHOCUTH U3MEHEHHSI B KOJI TPOrPaMMBI.

Tema 10. Ataku Ha MOy TPOBEPKU KOPPEKTHOCTHU KITFOUEBON HH(POPMAIIHH
JlaGopatopHas paboTta. ATaku Ha MOIYJIU IPOBEPKH KOPPEKTHOCTH KITFOUEBOU HH(POpMAITHH.
Teopernueckas 4acThb

JUJ1s BCKPBITHSL 3aIUTHI MOLYJISl IPOBEPKH KOPPEKTHOCTH KIIIOUEBOM MH(OpMAIIMU B TIEPBYIO OUYEPEIb
He00X0JMMO HAaWTH B KOJI€ TPOrPaMMbl MOTHBAIIHS

KOJT MOAYJISI 3aLIIUThI
[Ipouenypy nposepku
B GonpminHCTBE MPOrpaMMHBIX TPOAYKTOB MPOBEPKA KOPPEKTHOCTH KITFOUEBON MHGOPMAIH BBITTOTHAETCS

HETMOCPEJACTBEHHBIM 00pa3oM. [Ipr 3TOM HMCXOMHBIN TEKCT MPOrPaMMBbI BBITVISTT TIPHOIH3UTEIHLHO
CJIeTYIONUM 00pa3oM.

Object Pascal

If not ValidUser(Login, Password)

then

begin

ShowMessage(,,HeBepHslii moap3oBatens ),
Halt(1);

end;

C++

If (!'ValidUser())

{



Message (“HeBepHblii monb3oBaTens”);
Abort;

3nech, ValidUser() — 6a3oBast mporieaypa nposepku. KiroueBast ”HpopManus MOXET BBOJIUTHCS
MOJTh30BaTENIEM KaK B TAHHOH MpOoleype, TaK U paHee.

Object Pascal

If not ValidUser(Login, Password)

Then

begin

ShowMessage(,,HeBepHbIit moms30BaTesns);
Halt(1);

end;

C++
If (!'ValidUser())

{
Message (“HeBepnblii mosib30Baresns’);
Abort;

§

Object Pascal
If not ValidUser(Login, Password)

Then

Begin

ShowMessage(,,HeBepHbIii onb30BaTENb );
Halt(1);

end;

C++

If (!'ValidUser())

{ Message (“HeBepHblii Tos1b30BaTeNs”);
Abort;

b
PUSH AX CALL IsValidUser; POP AX OR AX, AX JZ continue PUSH offset str_invalid user CALL
Message CALL Abort COUNTINUE .... If not ValidUser(Login, Password) Object Pascal then begin
ShowMessage(,,HeBepnsrii mons3oBatens); Halt(1); end; If (! ValidUser()) C++ { Message (‘“HeBepHbiii
nosb3oBatens”’); Abort; } Kommumnstop Delphi Komnunsitop C++ Builder Assembler "6 Assembler — KMb
PUSHAX- 3anecenue napamerpa B crek PUSH — offset str_invalid user — 3aHeceHue ykasareis B CTEK
CALL- Bo130B mporieaypsl (IsValidUser; Message; Abort) POP AX - Be130B u3 creka pesyibrata OR -

oneparop OR JZ — ycnosHslii oneparop (ananor IF) , Pesynsrar ... AX- peructpsl creka (AX, BX, CX..)
COUNTINUE — meTka

Assembler PUSH AX CALL IsValidUser; POP AX B nannom kone komanga CALL IsValidUser
ocyiecTBiseT Bb30B npoueaypsl IsValidUser. [lepenada B nanHyto mporeaypy napaMmeTpoB (Harnpumep,
CCBUIKH Ha KJIIOYEBYIO MH(OpPMAIIHIO) OCyIecTBIsAeTcs uepe3 crek komanaamu PUSH (3anecenue
napametpa B ctek) g0 komanasl CALL u POP (BbI30B U3 cTeka pesynbrara, BO3BPAILIEHHOTO MPOIEAYy POt
IsValidUser) nocne komanasr CALL. B npencraBieHHOM npuMepe pe3ysbTar BBIITOTHEHUS TPOIETYPhI
IsValidUser 3anocurcs B peructp AX. Assembler OR AX, AX JZ continue PUSH offset str_invalid user
CALL Message CALL Abort COUNTINUE .... B nanpHenieM mpou3BOIUTCS IPOBEPKA HA PaBEHCTBO
HYITIO BO3BpaleHHoro pe3ynbrara (komanasl OR AX,AX). Ecniu AX=0, To kitodeBas nHpopMalus BepHa,
MIPOM3BOJUTCA €€ PETUCTPALUs U JAalibHeHIee mpopokenue padotsl (JZ continue). B unom ciryuae
BBIBOJIUTCS COOOIIEHUE 0 HEBO3MOXKHOCTH rpopoikenus padotsl (PUSH offset str_invalid user; CALL
Message) u 3aBepienue padotsl mporpammsl (CALL Abort).

* Hex: Asm: Means

* 75 or OF85 jne jump if not equal



* 74 or 0F84 je jump if equal

* EB jmp jump directly to

* 90 nop no operation

77 or OF87 ja jump if above

* 0F86 jna jump if not above

* OF83 jae jump if above or equal

* OF82 jnae jump if not above or equal

* OF82 jb jump if below

* 0F83 jnb jump if not below

* OF86 jbe jump if below or equal

* OF87 jnbe jump if not below or equal

* OF8F jg jump if greater

* OF8E jng jump if not greater

* OF8D jge jump if greater or equal

* OF8C jnge jump if not greater or equal

* OF8C jl jump if less

* OF8D jnl jump if not less

* OF8E jle jump if less or equal

* OF8F jnle jump if not less or equal

Assembler B nannoii cutyanuu, nocie oOHapy>KeHUs MPEACTABIEHHOTO BhIIIE TPOrPaMMHOTO KOJIa MOZYIIS
3aIUTHI, B3IOMIIUK MOXET OCYIIECTBUTh aTaKy CJIEIYIOIINM 00pa3oM.

* 3aMeHHUTh KOMaHy ycinoBHOro nepexona JE continue Ha komanmy 6e3ycinoBHoro nepexoaa JNE continue.
B nanHoM citydae, peructpainus nporpaMmMbl Oy/IeT OCyIIECTBIATHCA B JTI0OOM Cilydae, BHE 3aBUCHUMOCTH OT
MIPaBUWJIBHOCTHU BBOJIA KJIIOUEBOI MHPOPMALIHH.

* VI3MeHuTh B mporiecce padoThl MporpaMMsbl cofiepxkumoe peructpa AX nocie komanasl POP AX, nu6o
3HaueHue peructpa ¢muaros nocie komanasl OR AX,AX. B 1anHOM ciiyyae 3/10yMbIIUICHHUK BBIHYKICHHO
3aCTaBIIAET MOIYJIb 3aLUTHI pab0TaTh 10 HYKHOM BETKE.

* HccnenoBars padoty npoueaypsl IsValidUser BpyuHyto ¢ 11€71610 BBIICHEHHSI KJIIOYEBOM MH(POPMAITUH.
Peanu3anus nepBbIX BYyX THUIIOB aTaK Ha3bIBAETCS «OKECTKHUM) B3JIOMOM MPOTPAMMHOTO MPOIYKTa, TaK KaK
OH TpebyeT Moau(duKauu koja nporpammsl. [lepBbie 1Ba THIIAa B3JI0Ma MO3BOJISIOT OCYIIECTBUTH B3JIOM
MIPOTPaAMMHOTO MIPOJIYKTa B JOCTATOYHO KOPOTKHE CPOKHU, HE pUiIarasi K 3TOMY CIMIIKOM OOJBIINX yCHUITHNA
(MO>XHO IIPUBECTH ITPUMEPHI, KOIZla TAKHUE 3alUTHI B3JIaMbIBAJIUCh B TeueHue 10 cexyHn).

Peanuzanus TpeThero THIA aTak HA3bIBAECTCS «MATKUMY B3JIOMOM MPOTrPAMMHOTO MPOIYKTa U BO MHOTHX
cllydasix sIBJsieTcs: 60Jiee MPEeAOYTUTENBHBIM IS 37I0YMBIIIICHHUKA, XOTS U TPeOyeT OT HeTro HECKOJIBKO
OO0JIBIIIMX BPEMEHHBIX 3aTpaT. J{OCTOMHCTBOM JUIs 37I0YMBIIUICHHUKA TPETHETO TUIIA B3JIOMA SIBJISETCS TO,
YTO MHOTJIA, UCCIIEA0BAB JIOTUKY paboThl mporenypsl IsValidUser, MOXKHO HE TOJBKO BBIYMCIUTD KITFOUEBYIO
MH(OPMALIMIO, HO M HAIMCaTh FeHepaTop KJII0YEeBOI HH(OpMAIIUU IS TTOCIIEAYIOUIETO UCTIOIb30BaHHS
JIPYTUMH MOJIH30BATENISIMU. DTO BO3MOXKHO CJIENIaTh, €CIIM Pa3pabOTUMK BIOKUI B MOAYJb 3AIIUTHI
HETIOCPECTBEHHYIO CBA3b MEXKY UICHTU(UKATOPOM MOIH30BATENS U €r0 ayTeHTU()UKATOPOM (KITF0UeBON
uHpopmanuei).

OtcnexxrBaHue 0OpaleHHii K ’TUM aJipecaM MO3BOJIHT JOKAIM30BaTh KO, OTBEYAIOIIHIA 33 TIPOBEPKY
aJIeKBaTHOCTH KJIIOYEBOI MH(OpMAIIHH.
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JIOBOJIBHO YaCTO 3JI0YMBIIIICHHUKOM POU3BOAUTCS HccienoBanne conepkumoro O3Y Ha OCMBICICHHBIC
MOCIIEIOBATEIILHOCTH CUMBOJIOB, a TAKXKE OTCJICKUBAHUE OOPAIICHUH K ajipecam, TI0 KOTOPBIM XPaHSATCS
3TH mocienoBaresnbHocTH (Hanpumep, “Invalid Registration”, “Password Fail” , “Error” 1.1.). Kak npasuo,
3TH COOOIICHNS HAXOAATCS HEAIEeKO OT MOAYJICH 3alUThI, OTBEYAIOIINX 33 IPOBEPKY KOPPEKTHOCTH
kitoueBoid uHGopmarmu. [1o oOpamieHno K aapecam, XpaHsIIIiuM JaHHbIE COOOIIECHHUS, TAKKE MOKHO
JIOKaJIM30BaTh KOJ| IPOBEPKH aIeKBATHOCTH KIIFOUeBOi HHpopManuu. [lepeuncieHHble 3IeMEeHTHI SBISIOTCS
HaunOosee ysI3BUMBIMH C TOUKH 3peHHs B3yioMa B mpoueaype IsValidUser. Kak nmpasuio, nepenaua
napaMeTpoB B (PyHKIIMM U MX BO3BpAT ocyluecTisercs uepe3 32-6utneie peructpsl EAX, EBX, a Taxoke
ucnons3ys peructpsl ESI u EDI 151 yka3anust Ha ucnonb3yemMble faHHble. CoBeplnB “MArKuil = B3JI0M
(moTyyuB KITIOYEBYIO HH(POPMAIIHIO), 37TOYMBIIIICHHUK CHUMAET Bce Mpobiembl «JKecTkuiiy B3710M HHOTAA
3aTPyAHUTEIICH: TIPOBEPKA KOPPEKTHOCTH OCYIIECTBISIETCS B HECKOJIBKUX MECTaX MpOrpaMMbl U
Pa3NIUYHBIMH CIIOCOOAMHU.

* Hex: Asm: Means

* 75 or OF85 jne jump if not equal

* 74 or 0F84 je jump if equal

* EB jmp jump directly to

* 90 nop no operation

* 77 or OF87 ja jump if above

* 0F86 jna jump if not above

* OF83 jae jump if above or equal

* OF82 jnae jump if not above or equal
* OF82 jb jump if below

* OF83 jnb jump if not below

* OF86 jbe jump if below or equal

» OF87 jnbe jump if not below or equal
* OF8F jg jump if greater

* OF8E jng jump if not greater

* OF8D jge jump if greater or equal

* OF8C jnge jump if not greater or equal
* OF8C jl jump if less

* OF8D jnl jump if not less

* OF8E jle jump if less or equal

* OF8F jnle jump if not less or equal

Tema 11. 3ammra mporpaMm OT U3yYCHHUS.
JlaGoparopHas pabota. 3ammra nporpaMm OT AU3acCeMOIMPOBAHUS.
Llenb: OCBOUTH TEXHOJIIOTHIO PabOTHI C AM3aCCEMOIEPOM M JCKOMIHIISITOPOM
Teopernueckas 4acThb

JuzaccemOnep — TpaHCIATOp, TpeoOpa3yoNuii MAITMHHBIA KO/, OOBEKTHBIN (hali win ONOIMOTEUHbIE
MOJIYJTM B TEKCT MPOTPaMMBbI Ha sI3bIKE accemoepa.

[To pexxumy paboTHI € MMOJIb30BaTENIEM ACNATCS Ha
* ABTOMaTH4eCcKue
* lnTepakTuBHbBIE

[TpuMepom aBTOMATHYECKHX M3acCEMOIEPOB MOXKET CITYKUTh Sourcer. Takue au3acceMOepsl
TE€HEPUPYIOT TOTOBBIM JIMCTUHI, KOTOPBI MOYKHO 3aTEM IIPABUTH B TEKCTOBOM penakrope. IIpumep
uHTEepakTHBHOTO — IDA. OH M03BOJISIET U3MEHSTh MIPaBUiIa TU3aCCEMOIMPOBAHUS U SIBIISICTCS] BECbMa
YAOOHBIM UHCTPYMEHTOM JUISl UCCIIEAOBAHMS IPOTPaMM.



JlnzacceMOiepsl OBIBAIOT OHONIPOXOAHbBIE U MHOTONPOXoaHbIe. OCHOBHAsI TPYAHOCTb IpH padoTe
au3acceMOiepa — OTIMYUTH JaHHbIE OT MAIIMHHOTO KO/, T03TOMY Ha MEPBBIX MPOXOJaX aBTOMAaTHYECKU
WM UHTEPAKTUBHO coOupaercss MH(GOpMaIys 0 rpaHuIax npoueayp U GyHKIUi, a Ha MOCIEIHEM MIPOXOJe
(bopMHpyeTCsl UTOTOBBIN JTUCTUHT. IHTEpaKTUBHOCTH MO3BOJISIET YAYUIIUTh 3TOT MPOLECC, TAK KaK
IpOCMAaTpHBas JaMIl AU3acCeMOIUPYeMoii 00JIaCTH MaMATH, IPOTPAMMUCT MOXKET CPa3y BBIACIUTD
CTPOKOBBIE KOHCTAHTBI, 1aTh COJEPKATEIbHbIE UMEHA N3BECTHBIM TOUKAaM BXOZa, IPOKOMMEHTHPOBAThH
pa3oOpaHHbIe UM (hparMeHThbl IPOrPaMMBI.

Yame Bcero nu3zacceMOep UCIONb3YIOT AJIs aHAIH3a MPOTrpaMMBbl (MK €€ YaCTH ), UCXOJHBINA TEKCT
KOTOPOI HEU3BECTEH — C eI MOAM(PUKAIINH, KOTTHPOBAHS WK B3JIoMa. Peske — /is moucka ommboK
(baroB) B mporpamMmax U KOMITHUJISITOPAX, a TAKXKE IS aHAIM3a ONTUMH3AIUU CO3]aBAEMOTO KOMITUISTOPOM
MaIIMHHOTO Kojia. OOBIYHO OJHOIIPOXOIHBIN qU3acceMOmep (Kak U MOCTPOUYHBIA acceMOep) ABIsSETCS
COCTaBHOH Y4acThIO OTJIAJYHKA.

3amuTa oT AU3acceMOTMPOBAHUS

[lepBoe HampaBieHUE 3aIIUTHI, KAK MPABUIIO, PEATU3YETCs 3HAYUTENLHO JIerye, 4eM BTOpoe, I03ToMy OyzieT
MIPUBEJICH JIUIIb KPaTKHUii 0030p JaHHOTO HampasieHus. [lpu peannszanuu 3auThl IPOrpaMM OT
JIN3acCEeMOTUPOBAHUS MOXKHO MTPUMEHSITh Pa3INuHbIe IPUEMBI.

Cpenu HUX HauboJIee YacTO UCIIOIB3YEeMbIM U 3()()EKTUBHBIM MPUEMOM SBISETCS 3alIU(PPOBKA U \ MU
3aMakoBKa OT/IEIBHBIX YYaCTKOB HCXOIHOTO KOJIa MJIM BCEro KoJa LIETMKOM, IIPH 3TOM HEOOXOMMO
1103a00TUTHCS O pacrakoBKe \ pacin(poBKe MPOrpaMMbl Ha TOUKE Bxoza. TakuM o0pa3om, mpu IpocMoTpe
UCTIOJIHSAEMOTO MAITMHHOTO KOJ[a UCHOIHAEMOTo (haiiyia BMecTo pabouero Koja mporpammsl OyzeT
0TOOpaXKeH JIMIIb OeCCMBICIICHHBIN Ha0op onepanuii. [Ipu peanuszanuu 3amuTh OT AU3aCCEMOIMPOBAHUS
UCTIONB3YeTCs TaKXKe MHOKECTBO IMPHUEMOB, KOTOPBIE PEATM3YIOTCS C LENbIO 3aMyTaTh MOTEHIIHATIEHOTO
B3JIOMIIMKA. MOXKHO HABECTH HECKOJIBKO ITPUMEPOB TAKOTO BUJIA TPHEMOB:

- YBEJIMUYEHHUE UCXOAHOTO KO/Ia TPOrpaMMBbI T00aBIIEHUEM MHOKECTBA «0ECCMBICIIEHHBIX) ONEpalnid, a
pabounii y4acTOK MPOrpaMMBbl 3aMUCaTh B OMPEEICHHOE MECTO 3TOTO MHOXKECTBA;

- 3aMeHa MECTaMU aJI[pecoB 00pabOTUNKOB (BEKTOPOB) MPEpPBIBAHUI, HAIIPUMED, IOMEHSATh MECTAMHU BEKTOP
npepsiBanus Buaeo cepsuca (INT 10h) ¢ Bekropom npepoiBanus cepuca DOS (INT 21h), nocne takoii
3aMEHBI JJIS BBI30Ba U3 MporpamMmbl Kakoil-minoo ¢ynkmmu npepsiBanus INT 21h Heo6xomumo
MI0JI30BaThCsI BbI30BOM IpephiBanust INT 10h.

Jiis noctikeHus Hanbolee HaIeKHOU U APPEKTUBHOM 3aIIUTHI UCIIONB3YEeTCsI KOMOUHAINS HECKOIBKUX
MIPHEMOB.

3amuTa oT oIagku /st 3aIU Tl TPOrpaMMBbl OT TPACCUPOBKH OTJIAAUYUKOM TAK)KE CYLIECTBYET HECKOJIBKO
crioco0oB. Hanbonee pacipocTpaHeHHBIMHE SIBIISIIOTCS J1BA U3 HUX.

ITepBrr1ii crioco6

WUnes:

IIpu TpaccupoBke IporpaMMbl KOMaH/Ibl BBIIIOJIHSIOTCS 110 KOMaH/IE Y€I0BEKa, IO3TOMY JJIUTEIILHOCTh
BBITNIOJIHEHMSI ONlepaluii(BpeMsl OT Havasla OJJHOW Ollepalyuy 10 Havyasa cienyoueil) usmensercs. [loatomy
B IIPOrpaMMy MOKHO BKJIFOYATh TOUKH JIJIsl IPOBEPKH BPEMEHU BBINOJIHEHUS OJJUHAKOBBIX Yy4aCTKOB KOJla
nporpaMMsbl. Eciy BpeMsi BBINIOJHEHHS BBIIIOJHEHHS OIMHAKOBBIX YYaCTKOB PAa3JIMYHA, TO 3TO 03HAYAET, UTO
porpamMma TPacCUpyeTcs B TaHHBII MOMEHT, HEOOXOAMMO BBIHTH M3 IPOTPaMMBbI, HHAYE - IPOJOIIKUTD
BBITIIOJTHEHHUE.

AJITOpUTM peann3aiuu:

1. 3anoMHUTB TeKylee BpeEMS;

2. BBINIOTHUTH KOHTPOJIBHBIN YYaCTOK KOJIa;

3. 3aroOMHMTH TEKYILEE BPEMS U Pa3HOCTh TEKYLIETO U MIPEIBIIYIIEr0 3aIOMHEHHOTO BPEMEHH;
4. BBITIOJTHUTH KOHTPOJIBHBIN Y4aCTOK KOJIa TOBTOPHO;

5. CpaBHUTB pa3HOCTb TEKYILETO BPEMEHU U IPEBIIYIIErO 3aIIOMHEHHOTO TEKYILIEr0 BPEMEHHU C
IIpEeAbIAYIIEH 3alIOMHEHHON Pa3HOCTHIO;

6. Ecou Pa3sHOCTH COBIAAAIOT, IMTPOJAOJIKUTL BBITIOJIHCHUC, NHAYC — BBIMTH U3 mporpamMmslI.

- MeTaMopdrueckoe nmpeodpa3zoBaHKUe Kojia MPOTrPaMMBbl, TIO3BOJISAIONICE 3AIUTUTE IIPOTPaAaMMy OT
M3acCeMOTUPOBAaHMS M MOAU(DUKAIIHH;
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- 3aIUTa KIOYOM OTJIEIbHBIX YYaCTKOB KOJIa TPOrpaMMbl (IOAIEPKUBAETCS TOJIBKO B 3apErUCTPUPOBAHHOMN
BEPCHH);
- TIOJIHOE pa3pyIIeHUE JIOTUKH 3alIUIIICHHBIX (PparMEeHTOB KO/ia, HE TMO3BOJISFOIIEE aHATH3UPOBATh
MIPOrpaMMy C IMOMOIIBIO AU3acceMOIepa WK OTIaIuuKa;
- oOHapyskeHHe U npotuBozeiicTBue otnaxunkam Softlce, Ntlce, TD u np.;
- 3aIllMTa TOYKH BXOJa;
- 3aImuTa oT MOaU(UKAIIUU KOAa,
- 3aIMIIeHHAast paboTa ¢ peecTpoM, He MO3BOJIsAoNIas IporpamMmmam Bpoae RegMon omnpenenuts, k Kakomy
KIIIOUY peecTpa oOpalaeTcsi TBOsl Iporpamma;
- TEXHOJIOTHS "TUHAMHUYECKOTO UMIIOpTa", KOTOpas pa3pyiiaeT MMEHa BCEX UMIIOPTUPYEMBIX (QYHKITUH, a
TaKxke He ucnonb3yet Gynkmuio GetProcAddress;
- C)KaTHe PeCypCcoB U UCIIOTHUMOTO KOZa MPHIIOKEHUS;
- IOAIEPKKA KOPOTKUX CEPUIHBIX HOMEPOB (12 cuMBOJIOB);
- IOJIIEpKKa BHEIIHETOo reneparopa cepuitnbix HomepoB ¢ OLE/DLL-unTepdeiicom;
- rexronorust OneTouch Trial (o Helt unTail HIKE).
Camoe m1aBHOE, UTO HAC MHTEPECYET — 3TO MeTaMopduyeckoe npeodpa3oBaHre Koja MporpaMmbl U
noJAepkKKa CepuiHbIX HOMepoB. MeTamopduieckoe KOAUPOBaHHE MMO3BOJIIET U3MEHUTh KO/ TPOTrPaMMBbI
710 HEY3HaBaeMOCTH U 3alyTaTh OTJIAJUUK U YEJIOBEKa, KOTOPBIN 3aIlyCTUII 3TOT OTIaYHK.
JIlekoMIuIIATop.
OH nepeBOIUT ABOMYHBIN KOJI B CHMBOJIBHBIA Ha S3bIKE KOMaH]| KaKOTO-HHOY/b si3bika. Hampumep,
nuacceMOnepsl, JSKIUIIEp U MHOTHE JpyTHe. DTU CPeACTBa MOSIBUINCH PaHbIIe OTIIaJYUKOB, T.K. BHaYaJIe
He ObUIO apXUTEKTYPbl CO BCTPOCHHBIMU CPEACTBaMU OTIa)KMBaHus mporpamM. C IOMOIIIBIO
JEKOMIIIATOPOB MOYXHO M3MEHSATH UCXOAHBIN KO MPOrpaMMsbl. JJomycTuM HEOOXOAUMO BHECTH KPYITHbIE
M3MEHEHUs B Koj nporpamMmsbl. [Ipsmas BcTaBka JTBOMUHBIX KOJOB HE IOMOTAET, T.K. HAPYIIIAETCS
pacnojokeHre METOK nepexoja u npoueayp. [Iporpamma — 3To nuHelKa koia, Mo KOTOPOH HYKHO
NepeMenaThesi HeTMHEHO, MepexoUuTh C ONpeesIeHHbIM cMelleHrneM. Ecnu nunelika yuHseTcs u3-3a
no0aBJIeHUs YET0-TO B CEpeIMHE, BCE CMeIlleHus OyayT OKa3bIBaTh HE Tyla Kyzna Hy»Ho. [loBropHas
MEePEKOMIIIISALIMS BIIMCHIBAET HOBBIE CMEIICHHUS.
Cpenu nexoMnmiisTopoB MoxHO BbienuTh: Hacker-VIEW (HVIEW), IDA (uHTEpakTHBHBIN
au3accemMonep).
C momomipto Hacker-VIEW MoxHO TOCMOTpETh 10001 HCTIOMHSAEMBIN (haiii 1Mo JIF000MY CMEIICHHUIO.
MOKHO BBITIOTHHTH KaKy0-TO YacTh MPOTPAMMBI. ITO MO3BOJISIET paCIIH(PPOBLIBATH TPOTPAMMBI U
0OXOIUTH 3aIIUTY OT TU3aCCEMOTMPOBaHUS. ITOT ACKOMITIIISATOP «IIOHUMAET» KakK cTapbie (opMaThl
ucnonuseMsix QaiinoB DOS-COM u DOS-EXE, Tak u ¢hopmars! ucnonusemsix QaiiaoB Windows.
IDA odeHb MOIIHOE CPEACTBO pabOTHI C acceMOIEpHBIMHU TeKCTaMu nporpamMm. O0magaeT mupoKuM
CIIEKTPOM BO3MOXKHOCTEH, mMeeT Oosee ynoOHsiii natepdeiic, uem Hacker-VIEW. Ouens xopoiio
MpeyCMOTPEHA apXUTEKTypa padoTsl nporpamm B Windows (Takue Bemu, kak DLL, pactmpeHHbIN pesxum
paboThI ¢ TAMSTHIO U T.11.).
JlekoMIUIIATOPBI TPOrpaMM 3aHUMAIOT CBOE MECTO B MHCTPYMEHTAPUU B3JIOMIINKA. B 0CHOBHOM 3TO
COBMECTHOE UCIOJIb30BAaHUE C OTJIATUUKAMH.
Bropoe cpencTso — oTnaauuKku.
OTnaaurKy MMO3BOJIAIOT 3aIlyCKaTh OT/IEIbHBIC YaCTU IPOrPAMMBI U CIETUTH 32 U3MEHEHHUSIMH, KOTOPbIE OHA
MIPOM3BONT, 32 pe3yibTaTaMu ee padoThl.
3amuTe OT OTVIAJKK HE CTOUT YIENISATh MHOTO BPEMEHHU, T.K. BCE BOBMOXKHBIE XUTPOCTH U IMPUEMBI yKe
M3BECTHBI M B3JIOMIIMKAM U rporpaMmuctaM. Tak ke u mudposanue. JI1000il xakep, eciu moiryqaer 3aka3
Ha B3JIOM, UMEET JOCTYI K HOPMaJIbHOM KONUU nporpammbl. To ecTh OH ee 1100 MOKET KyNHTh, JTH00
MOTI0JIH30BATHCS €10 Ha KOMIIBIOTEpE MOKYIIaTes.
Cpenu otmaguukoB Beiaenum: SOFTICE u WINICE.
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C nosiBnennem Windows oTiaka mporpaMm craja Ha IMOpPSJIOK MPOoIIe U HAMHOTO ynoOHee
au3acceMOnupoBanus. [[puHIMITHATBHO U3MEHUIICS CTUIIb HEKOTOPBIX aTak Ha 3aluTy mporpamm. Tenepsb
HE HaJIO IIIar 3a IIaroM CMOTPETh Ha acCeMOJICPHBIN KOJI, «IIPOIUPATHCSD CKBO3b JIEOPH HE3HAYAIIMX KOJIOB
1 3aiuT. Ternepb HAaZ0 OTJIOBUTH HYXKHOE COOBITHE U IMOHATH KaK Ha HETO pearupyer mporpamma. 1o,
KOHEYHO, He BcerJa ObIBaeT Tak MPOCTO, KaK BHIVIAIUT Ha cioBax. Kak u panee, omiazka TpeOyeT 3HaHUE
ApXHUTEKTYPBI ONEPALUMOHHON CUCTEMBI.

HeBa)kxHO HACKOJIBKO CIIOKHBIM OBLT OBl MEXaHW3M 3aIlIUThI, BCE CBOIUTCS K MPOCTEHINEH MPOBEPKE UITH
nemdporke. U B3710M, B ciTydae ¢ MPOBEPKOI, MOXKHO pa30MTh Ha J[Ba 3Tala: YCTAaHOBKA «OpEHKOB» Ha
«TOA03pHUTENbHBIE) (Iiaru, OOHAPYKEHHBIC B MPOIEAYPE 3alTUThI; aHaU3 oOparieHuit k ¢iaaram. [To
PEaKIMK MPOTPaMMbI MOJKHO CYIUTH (par 3To WM POCTO TIEPEMEHHAsI.

[IpakTnyeckas 4yacThb.

1. 3yunts TeopeTnueckyro yacTb. Crenarb 3arucu B TETPALIU.
2. IIpoBecTr cpaBHEHHE NEKOMIMIATOPA U oTiaaunka. [1o JaHHBIM COCTaBUTh TAOIUIly CpaBHEHUH.
3. OTBETUTH Ha KOHTPOJIbHBIE BOIIPOCHI

KoHTponbHbIE BOTPOCHI:

. Uto Takoe nuzaccemoOnep?

. Kak mpoucxoaut 3ammra nmporpaMm OT IU3acceMOIMpOBaHUs?
. Kak npoucxonut 3amura nporpaMm oT OTIaAKU?

. Kakue BuAbI OT/IaqUUKOB BBl 3HAeTe?

. Uro Takoe nekoMIuisiTop?

. Kakue oH ¢yHKIIMU BBITIONHSAET?

. Urto Takoe TpaccupoBka?

. Kakue Bunb1 nu3acceMOiepoB BaM U3BECTHBI?
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. Kakue npuems! nuzacceMOnupoBaHusi BaM U3BECTHBI?

Tema 12. 3amuTa oT pa3pylamuX TPOrpaMMHBIX BO3IEHCTBUM.
Jlaboparopnas pabora. RuToken u PGP
Teopernueckas 4acThb
YcraHoBKa
Hacrpoiika RuToken
Coznanne kiaroueit B maMmatu RuToken
Hcnonb3oBanue kimoueit xpansmmxcs B namstu RuToken
Bormnpocel u npakTuueckue 3a1aHus.
HcTouHuKY uTeparypsl
Teopernueckas 4acTh
PGP — 310 kpunrorpaduyeckas (mmdpopanabHast) IporpaMMa ¢ BEICOKOH CTEIIEHbIO HaJIS)KHOCTH, KOTOpast
MO3BOJISIET TIOJIB30BATEISIM OOMEHUBATHCS HH(OpMAIHel B 3JIEKTPOHHOM BUJIE B PEKUME MTOTHOM
KOH(UACHIMAIBHOCTH.
[maBHOE MpenMyIIeCTBO 3TOI MPOrpaMMbl COCTOUT B TOM, YTO JJisi oOOMeHa 3au(ppoBaHHBIMU
COOOIIIEHUSIMU TIOJIH30BATENSAM HET HEOOXOTUMOCTH TepeiaBaTh IPYT YTy TalHbIe KIIOYH T.K. 3Ta
rporpamMma IocTpoeHa Ha HOBOM IIPHHITUIIE paOOThl — MyOIUYHOM KpunTorpaduu Uil 0OMeHe OTKPBITHIMU
(TyOIMYHBIME) KITFOYaMH, TJI€ MOJIb30BATEIN MOTYT OTKPBITO MOCHLIATh APYT APYTY CBOU ITyOIUYHBIE
KIIIOUH C TIOMOIIIbIO ceTH «VIHTepHeT» U Ipu ATOM He OECITOKOUTHCS O BO3MOKHOCTH
HECaHKIIMOHUPOBAHHOTO JOCTYMa KaKUX-THOO TPEThUX JIUI[ K UX KOHPHUIECHIHUATHHBIM COOOILIEHUSIM.
B PGP npumeHsieTcs IpUHIMII HCIIOJIB30BAaHUS IBYX B3aMMOCBSI3aHHBIX KJIFOUEH: OTKPBITOTO U 3aKPBITOTO.
K 3akpbITOMY KJIIOUy HMEETE TOCTYII TOJIBKO BbI, & CBOM OTKPBITHIN KIIIOU BBl PACIPOCTPAHSAETE CPEAHN CBOMX
KOPPECIIOHIEHTOB.

YcraHoBKa.
JU1s BBITOJTHEHHUS ATOTO 3aJJaHUsl HEOOXOMMO C/IENaTh ClIeIyollee:
3aiiguTe Ha calfT pazpaborurka www.pgpru.ru CkauaiiTe HOBYIO BEpCHIO MPOAYKTA.
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CrnenyiiTe MHCTPYKLMSIM IIpOLiECCa YCTaHOBKH.
Hacrpoiika RuToken
3amyctute yrunury PGP Desktop:
B mento Tools Beibepute mynkt PGP Options...
[Tepeiinute Ha 3aknanky Keys:

B Beimagaromem criucke Synchronize with smart cards and tokens Beibepure myHkT Other... :

N yxaxute myth k 6nbamoreke PKCS#11 ! daiin rtPKCS11.dll (mo ymomuanuto 6uGnroTeka HaxoauTcs B
nanke %SYSTEMROOT%\SYSTEM32), naxxmute KHONKY OTKPBITh:

3akpoiite okHO PGP Options, HaxaB Ha kHoniky Ok. Ha aTom HacTpotika mogaepxku Rutoken 3aBepiena.
Coznanwne kmodeit B mamsatu RuToken

Jy1st co3manust KITFOUE€BOM Maphl U pa3MEICHUS €€ B 3aIUINCHHON aMaTh TokeHa B yTuimte PGP Desktop,
B MeHIo File BeiOepute mynkt New PGP Key...:

OTKpOeTCst MacTep reHepalfu KI0UYEeH:

[Monkmounte Rutoken, B mamsTu KoTOporo OyayT 3amucaHbl KitodH mudpoBanus. JoxxauTecs, moka
CBETOAMO/ [IEPECTAHET MUTATb.

[Tocne atoro craner goctynHo# ommus Generate Key on Token. OTMeTsTe €€ raJoukoil 1 HAKMHUTE KHOTIKY
Hanee:

3anomaute nosist Full Name u Primary Email, mpu HeoOXoqumMocTH 3a1aiiTe JOTMOTHUTEIBHBIC TapaMeTPhI
TSt KiTroder mudpoBanus, HaxaB kHonKy Advanced. Haxkmurte kHomky [lanee:

Bawm npennoxar BBectu PIN!kon mist noctyna k mamsatu Rutoken. Beaute texymmuii PIN!kon
[Tomp3oBarens Rutoken n HasxkmuTe KHOTIKY Jlanee:

Haunetcs nporiecc co3nanus Krouel U 3alicy X B 3aluIeHHyo nmaMsath Rutoken. IIponiecc moxet
3aHATH | - 3 MUHYTHI.

8. Ilo okoHYaHUU Mpolecca reHepalyy U 3alMCH KITI0Yel HaXKMHUTE KHOMIKY Jlanee:

9. IlosiBuTCs OKHO IyOnuKaiuu oTkpeiToro Kimoda B PGP Global Directory. B ciyuae neo6xonumoctu
nyOnuKay HaxKMuTe KHOTIKY Jlanee u crneayiite ykazanusam Macrtepa. MHade Haxkmute kHomy Skip:

10. Bol BepHeTech B ocHOBHOM dkpaH yTriuThl PGP Desktop. B citydae ycnenrHo#t renepaiiuy u 3anvicu
kiroue!Boit mapel B okHe All Keys OyneT oroOpa)xarsCcs 3a1ich, COOTBETCTBYIOIIAs] CTEHEPUPOBAHHON
KJIFoueBOM nape u naaukarop Validity OyaeT 3ei1eHbiM:

11. ITpu oTkaroueHnH TokeHa nHAMKaTOp Validity cTaHOBUTCS CephIM, UTO yKa3bIBA€T HA OTCYTCTBHE
JOCTYIIA K KJIOYEBOM Iape.

Hcnonb3oBanue kimoueit xpansmmxcs B namstu RuToken
1. B manbHeiimeM, Juisi KICTIOIB30BaHUSI KITFOUEH TpeOyeTCs MpeaBapUTEIbHO OAKII0UNTE Rutoken.
2. I1pu BeIOOpE THMa KItoua (TaM, T1e 310 TpedyeTcs) Beioupats Public Key User:

W3 cnircka kimtoueit mmgpoBanus BEIOpaTh TPEOYIOMUAC:

Beectu PIN!kon [Tonb3oBarens™ u Haxkars kHonKy OK:

* PIN_xon Ilonb3oBarens no ymonuanuio: 12345678

Bompoch! 1 npakTuueckue 3aaaHus.

. Co3paiite mapy xioueid Ha namsitu RuToken’a

. 3akomupyiTe psia daitnos (Ha BEIOOP TpenogaBaresis) ¢ ucnoib3oBanuemM RuToken’a
. Ilporectupyiite pe3yasrar (3ammdpoBanHbie Gailib)

. Co3naiite HOBBIH zip-KOHTEeHHEp ¢ ucnoiab3oBanneM RuToken’a

. HactpoliTe mouToBBIii aapec Ist 3alUIeHHoro ooMeHa nadopmarmen

. Co3naiite 3alMINEeHHBIH BUPTYaJbHBIN TUCK ¢ ucnoiab3oBanneM RuToken’a
. Co3pnaiite log 0 NCIIONIBb30BaHUH MTOYTOBBIX KIIMEHTOB
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. 3ammdpyiTe ceTeByto nmanky ¢ ucnoib3oBanrem RuToken’a



9. lo6aBwre user’a, JOMYIIEHHOTO JIJIS TIOIH30BAHUS CETEBO MAIKOM
10. Ymamure xiroun ¢ mamsatd RuToken’a

11. 10.Ynanute PGP

WcTouHuky muTeparypsl

1. www.pgpru.ru

2. www.rutoken.ru

IIpakTnyeckoe 3aaHue il MPAKTHYECKOM MOATOTOBKH

Tema 12. 3amura oT pa3pymiaroimmx NporpaMMHbBIX BO3ICUCTBUM.
1. JlecTpyKTUBHBIE IPOTPAMMBI KaK 0COOBI KJIacc pa3pyIIalonX IpOrpaMMHBIX BO3CHCTBUI.
2. Heobxonumble 1 JOCTATOUHBIE YCIOBUS MPEAYIPEKICHHS pa3pyIlaroero BO3AeHCTBHUS.
3. IloHsiTHE N30IMPOBAHHOMN MPOTPAMMHON CPEJIBI.

TecrupoBanue

Tema 6. Cucrema 6uomerpudeckoil uaeHtTudukanuu BioLink.
Tunosie Bompock it TecTupoBanus. Cucrema 6momerpuueckoi uaetudukamu BioLink.

1. C nomoipio Kakux BCTpoeHHbIX cpeacTB BioLink (BioTime Agent) BO3MO)XXHO OCYIIIECTBICHUE
YAaJI€HHOTO MOHUTOPHHTA MPUXOI0B M YXOAOB COTPYAHUKOB?

a) BioTime Web Reports

b) BioTime Clock

¢) BioTime WebClock

d) MobunsHoe npmioxenne BioTime

2. Duepronorpednenue (mo USB) BioLink U-Match 3.5 B pexume ckaHHpOBaHHUS:
a) 100 mBT

b) 350 MBT

¢) 600 MBT

d) 220 MmBt

3. [Tepsrrii Bxoxa B cuctemy BioLink U-Match 3.5 MOXHO OCyIIIECTBUTD:

a) 1O MapoJIko

b) mo orneuaTky nanbpia

C) IO MAPOITI0 WIIH OTIIEYATKY Mallblia

d) 6e3 maposns

4. OnHa U3 MIaBHBIX 3aJ]1a4, KOTOpYIo pemaet nporpamma BioLinkPassword Vault:

a) yIpOCTUTH paboTy MOJIL30BATEIS C 3AIIUIICHHBIMU TPUIOKEHUSIMA 33 CUET 3aMEHBI TTOATBEPIKICHHS
TTOJIB30BATEIS 110 OYKBEHHO-ITH(DPOBOMY MapoIIt0 OMOMETPHUECKON BeprDHUKaIEH.

b) ynpocTuTh paboTy MoJIb30BaTEINs C 3AIMUIICHHBIMU TIPUIOKEHUSIMH 32 CYET 3aMEHBI TIOATBEPIKICHHUS
MTOJIB30BATEIS 110 OMOMETPUYECKON BepupuKauu OyKBEHHO-IIU(POBBIM MTapoieM

4.3 TIpomexxyTouHas aTTecTalus 10 AUCIUILTNHE IPOBOAUTCS B OopME IK3aMeHa

Tunossie Bonpocekl 3xk3amena (OK-12, IIK-2, [IK-5)
1 TlpeameTt u 3a7aun MpOrpaMMHO-ANMAPaTHOM 3alTUTHI HHPOPMAITUH.
2 IIpenMer u 3aaa4¥ MPOTPAMMHO-AIMIIAPATHOHN 3aIIUTH HHPOPMAIIHH.
3 Knaccudukanust METOIOB U CPEACTB MPOrPaMMHO-AIIIapaTHON 3aIIUThl HH(OPMAITIH.
4 UnenTtudukanus.
5 Unentudukanus cyobekra.
6 IlonsiTve MPOTOKOJNA UACHTU(UKALINH.
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7 Unentuduuupyromas nHpopManus.
8 3amuTa TaHHBIX OT HECAHKIIMOHUPOBAHHOTO JOCTYTA.
9 OcHOBHbIE TOJIXO/IBI K 3aIIUTE JAHHBIX OT HECAHKIIMOHMPOBAHHOTO JI0CTYyTA.
10 [udpoBanue.
11 KonTtposp noctyna u pasrpaHU4€HUE AOCTYIA.
12 Hepapxuyeckuii 1ocTyn K dhaiiy.
13 3ammra cereBoro QaitoBoro pecypca.
14 ®ukcanms nocryna K daiinam.
15 JlocTym K JaHHBIM CO CTOPOHBI MpoIecca.
16 Tlpoueccel 1 1aHHBIE.
17 CnocoOsl (pukcanuu (akra 10cTyna.
18 HanexxHOCTh CHCTEM OTpaHUYECHUS JOCTYIA.
19 3ammra }aiiioB OT H3MEHEHHSI.
20 DnexktpoHHas 1udpoBas MOAMUCH.
21 TIporpammHO-anmapaTHbIe cpecTBa IH(PPOBAHUSI.
22 TlocTpoeHue anmaparHbIX KOMIOHEHT KPUNTO3AIIUTHI JAHHbIX.
23 3amuTa anropuT™Ma MmUppPOBAHUS.
24 TlpuHIUIT 9yBCTBUTEIBHOM 00JIACTH W IPUHITUII TIIABHOTO KJTFOYA.
25 HeoOxoauMble U TOCTAaTOYHBIC (DYHKITUU allapaTHOTO CPEICTBA KPHUITO3AIIHUTHIL.

26 Metoasl W cpeacTBa OTpaHMYECHUsl JOOCTyna K  komnoHeHTamM OBM OrpanuueHue poctyna K
KoMnoHeHTam OBM.

27 3amura nporpaMm OT HECAaHKIIMOHUPOBAHHOIO KOMTUPOBAHMUS.

28 Ilaponu u Kirouu.

29 Opranu3zanusi XpaHeHus KI0YeH.

30 3ammra nporpaMm OT U3y4EHUS.

31 OOumme MPUHIAIIBI 3aIIUTHI OT U3yYCHHS.

32 3ammra OT OTIagKU.

33 3amura OT 1U3acceMOIMPOBAHUSI.

34 3amura OT TPAaCCUPOBKH IO NPEPHIBAHUIM.

35 3ammTa OT pa3pylIaroluX MPOTrPaMMHBIX BO3JEHCTBUH.

36 KommbioTepHbIe BUPYCHI KaK 0COOBIN KIacC pa3pyLIaonUX IPOTPaMMHBIX BO3ACHCTBUN.
37 Heobxomumble U JOCTATOYHBIE YCIOBUS HEOMYIIEHUS Pa3pyIIAOIIeTO BO3ICHCTBUSI.
38 IloHsATHE U30JUPOBAHHON TPOIrPAMMHOM CpEABI.

TunoBble 3axanus 1 sxk3amena (OK-12, IK-2, I1K-5)

1 TIpoekT KOpHOpaTUBHOM CETH MJId KOMIUIEKCa 3aaHui. [IpoekTupoBaHME HEPAPXUUYECKOW CETH.
TpeOoBanus k ceTu. IIpuHIMIIBI CTPYKTYPUPOBAHHOTO IPOEKTUPOBAHMSL.

2 Uepapxus cetu. YpoBeHb AOCTyNa. YPOBEHb pacipeeieHus. YpOBeHb sapa.

3 KopnoparuBnas apxutekrypa Cisco. Monynb KOMILIEKca 3[aHUM Mpeanpustus. Moayinb TpaHUIbI
npeanpusTus. I'pannna cetu oneparopa cBA3u. YaanéHHas GyHKIMOHATIbHAsA 00JIACTb.

4 PasBuBaronuecs ceTeBble apXuTeKTypbl. CeTn 0e3 rpaHull. ApPXUTEKTypa COBMECTHOM pabOTHI.
Lentpsr 00paboTKM AaHHBIX M BUpTyanu3alus. Pacmmpenue cetu.

5 Toaxiouenue k mobanbHoil cetn. Cetn ¢mimanos. Pacnpenenénnas cetb. YcTpolcTBa 1100aIbHOM
cetn. KoMMmyTaIyst KaHajaoB M KOMMYTalIUs TTAKETOB.

6 CepBucbl mobaneHOW cetn. MH]pacTpykrypa ceru omepatopa. MHpacTpyKTypsl YacTHBIX
100anpHBIX ceTeil. ApenpoBaHHble JuHMU. Kommytupyemsiit noctym. ISDN. FrameRelay. ATM.
WAN Hna ocnoBe Ethernet. MPLS. VSAT.

7 Nndpactpykrypa obmenoctymHon mmodampHor cetr. DSL. KaGenb. becnpoBomHble TEXHOIOTHH.
CoroBas cBsi3b. Texnomnorus VPN. Beibop crmoco6a moakitodeHus K ri100aIbHON CETH.

83



8 IlocnenoBarenbHoe coequHeHue "Touka-Touka'. IlocnenoBarenpHble U napajenbHble TOpThl. CBA3b
[0 MOCJEN0BAaTEIbHOMY KaHaly. MyJIbTUIIEKCHPOBAHUE C pa3fei]€HUEM IO BPEMEHHU. YCTpoOWCTBa
DTE u DCE. IlocnenoBarenpHble Kabemu.

9 Nnkancymsmus HDLC. Tumbl kampoB. Hacrtpoiika W oTiagka mocieqoBaTelbHOTO WHTEpderica.
[Tpuntun padotsr mpotokosia PPP. LCP u NCP. Ctpykrypa xaapa PPP. Ceancs PPP.

10 Hacrpoiika npotokosnia PPP. Komanner 6a3oBoii HacTpoiiku. Cxxkarue TaHHBIX. MOHUTOPUHT KayecTBa
kanana PPP. IIpoBepka HacTpoek.

4.4. Illkana onieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU

Orenka

Komrmerennn

Jeckpuntops! (ypOBHU) — OCHOBHBIC MPU3HAKKA OCBOCHUS (TIOKa3aTEIH
TOCTYKCHHSI pe3YJIBTaTa)

«OTIINYHOY
(85 - 100 6anoB)

OK-12

JleMoHCTpUpYyET BBICOKM I YPOBEHb 3HaHUU
MPOrPaMMHO-AIMAPATHEIX ~ CPEACTB  3alIUTHl  HH(OPMAIIHH.
AHanM3UpyeT CYIIECTBYIOUINE METOAUKH ONpENeTIeHUH TpeOOBaHUS
K 3ammre wuHopMmanmu. J[eMOHCTpUpYET 3HaHUE MPHUHLUIIOB
oOecriedeHus1 3alUThl WHGOPMALMU U HUCTOYHHKOB yrpo3 Ub.
CriocobeH  TpOJEMOHCTPUPOBATh  COBPEMEHHBIE  MOAXOABI K
TEXHOJIOTHSIM U MeTofaM obecmieueHwus 1b.

[K-2

JIeMOHCTpHUpYET BBICOKHH YPOBEHb 3HAHUHN BBIOJIHATH PAaOOTHI 11O
YCTaHOBKE,  HACTpOMKE M  OOCIYXHBAHUIO  IPOrPAMMHBIX,
IIPOrpaMMHO-AINAPATHBIX WM TEXHUYECKUX CpPEACTB  3aIIUTHI
uHpOpMaLUU

D¢ (hexkTUBHO UCMONIB3YeT OCHOBBI PabOTBI C  MPOrpaMMHO
anmnapaTHbIMU CPEACTBAMM 3ALLUTHI.

CBOOOTHO OpHEHTUpPYETCS B OCHOBE pabOTHl C MPOTPaAMMHO
anmnapaTHbIMU CPEACTBAMM 3alLUTHI

[IpakTrueckoe 3aaHKe BHIIIOJHEHO MOJHOCTHIO.

OTBeT NOCTPOEH JIOTMYHO, MaTepuaj H3jaraercsi 4YeTKO, SCHO,
XOpOIIMM SI3BIKOM, apryMeHTHpoBaHo. Ha Bompocel oTBeudaer
KpaTKO, apIryMEHTHPOBAHO, YBEPEHHO, 110 CYILECTBY.

IIK-5

JleMOHCTpUpYET BHICOKMI YpPOBEHb 3HAHUW COBPEMEHHBIE CPE/ICTBA
pa3paboOTKM M aHajdM3a MPOrPaMMHOTO OOECIIEYeHUs Ha S3bIKax
BBICOKOTO YPOBHSI.

OddexkTruBHO UCTIONB3YET MPOohEeCCHOHATBHBIE CPEACTBA Pa3padOTKH
MIPOrPaMMHOTO 00€CTIeYeHH s, €0 OTIIAIKU U TECTUPOBAHHUS.
CBOOOAHO OpHUEHTUpPYETCS, NIPUHKUMAs y4YacTHe B OpraHM3allu M
MPOBEICHUHM  KOHTPOJBHBIX TPOBEPOK PabOTOCTIOCOOHOCTH |
s dexTuBHOCTH MIPUMEHSIEMBIX MPOTPaMMHBIX,
MPOrpaMMHO-AIMAPATHBIX U  TEXHUYECKUX CpPEACTB  3aIUThI
nHpopmauu.

[IpakTryeckoe 3a7aHKe BHITIOTHEHO MOJHOCTHIO.

OTBeT NOCTPOEH JIOTMYHO, MaTepuaj U3Jaraercsi 4YeTKO, SICHO,
XOpOIIMM SI3BIKOM, apryMeHTHpoBaHo. Ha Bompockl oOTBeuaer
KpaTKo, apryMEHTHPOBAHO, YBEPEHHO, MO CYILIECTRY.
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OK-12

JleMoHCTpHUpYyET JIOCTATOYHBIN YPOBEHb 3HAHUU
NpOTpaMMHO-aNNapaTHbIX ~ CPEACTB  3alIUThl  MH(OPMAIUH.
AHanM3MupyeT CYIIECTBYIOUINE METOAUKU ONpENeTIeHUN TpeOOBaHUS
K 3al1UTe NHPOPMAITIH

JIeMOHCTpUpPYET JOCTAaTOYHOE 3HAHWE MPHUHLUIIOB O0ecreueHus
3ammThl  MHpoOpManMu M uUcTouHHWKOB yrpo3 MWb Cnocoben
MIPOJIEMOHCTPUPOBATh COBPEMEHHBIE TOAXOAbl K TEXHOJOTHSM H
MeTonam obecnieuenus 1b.




«XOPOIIIO
(70 - 84 6amoB)

[K-2

JIeMOHCTpHUPYET TOCTATOYHbIM YPOBEHb 3HAHUH BBIMOJIHATH pabOThHI
[0 YCTAaHOBKE, HACTpOWKe M OOCITYy)XHBAaHUIO IPOrPAMMHBIX,
IIPOrpaMMHO-AINAPATHBIX W TEXHUYECKUX CpPEACTB  3aIIUTHI
uHpOpMaLUU

D¢ (hexkTUBHO UCMONB3YeT OCHOBBI PabOTBI C  MPOrpPaMMHO
anmnapaTHbIMU CPEACTBAMM 3ALLUTHI.

JlocTaToyHO CBOOOIHO OPHEHTUPYETCS B OCHOBE paboThl C
IIPOrPaMMHO aIapaTHbIMU CPEACTBAMU 3aLUThI

IIpakTueckoe  3aJaHMe  BBIIOJHEHO  IOJHOCTBIO WIM €
HE3HAYUTEIbHBIMUA HEA0UYETAMHU.

OTBeT NOCTPOEH JIOTUYHO, MaTEPHAJl U3J1araeTCsi XOPOLIUM S3BIKOM.
Bompochl,  3agaBaemble  IIPENOAABATENEM,  HE  BBI3BIBAIOT
CYLIECTBEHHBIX 3aTPyAHEHUN

[K-5

JIeMOHCTPUPYET JOCTAaTOYHBIM YPOBEHb 3HAHUNW  COBPEMEHHBIC
cpeacTBa pa3pabOTKHM M aHalW3a MPOrPaMMHOIO obOecreueHHusl Ha
A3BIKAX BBICOKOTO YPOBHSI.

D¢ hexTuBHO NCTONB3YeT NpodeccuoHaIbHbIE CPEICTBA pa3paboTKH
MIPOTPaMMHOT0 00ECIICYeHHS, €r0 OTIAJKU M TECTHPOBAHUSI.
JlocTaToyHO CBOOOAHO OPUEHTHPYETCsl, NpPUHUMAs ydacTHE B
OpraHu3alii W  TPOBEIECHHM  KOHTPOJBHBIX  IPOBEPOK
paborocniocoOHOCTH " 3P PEKTUBHOCTH MIPUMEHSIEMBIX
MPOTPaMMHBIX, POTPAMMHO-ANIMAPATHBIX U TEXHUYECKUX CPEICTB
3alIUThl HH(POPMALINH.

[IpakTudyeckoe  3aJaHHE  BBINOJHEHO  IOJHOCTBIO WM  C
HE3HAYUTETbHBIMU HE0UYETaMH.

OTBeT MOCTPOEH JOTMYHO, MaTepHall U3JIaraeTCsl XOPOILIUM S3BIKOM.
Bonpocsl,  3amaBaeMmble  NpemojaBaTeNeM,  HE  BBI3BIBAIOT
CYIIECTBEHHBIX 3aTPyJHEHUI

«YIOBIETBOPUTEITHHOY
(3N _ AQ Ramman)

OK-12

JleMOHCTpUpYyeT HE JIOCTATOYHBIN YPOBEHD 3HAHUU
MIPOrpaMMHO-AIAPATHRIX CPEACTB 3a/a4 3auThl nHbopmauu. He
aHAJIM3UPYET CYLIECTBYIOIINE METOAMKH ONpeeTeHuid TpeOoBaHUs
K 3amuTe uHpopManuu. JleMOHCTpUpYEeT HEIOCTAaTOYHOE 3HaHHE
MPUHLMIIOB oOOecredeHusl 3aluThl MHGOpPMAUM U HUCTOYHHUKOB
yrpo3 b CnocoGeH B HEKOTOPOH CTENEHH MPOIEMOHCTPUPOBATH
COBpPEMEHHBIE MOJIXO/IbI K TEXHOJIOTHAM U MeTojaM obecrnieuenus: b

[1K-2

JIeMOHCTpUpYET HE JOCTATOYHBIA YPOBEHb 3HAHUM BBIMOJIHATH
paboTHI O yCTaHOBKE, HACTPOMKE U 0OCTYKUBAHUIO MPOTPAMMHBIX,
MPOrpaMMHO-AIMAPATHBIX U TEXHUYECKUX CPEACTB  3aIUThI
nHpopmaruu

He cmocoben 5>¢¢eKkTuBHO HCIOIB30BaTh OCHOBBI PabOTHI €
MIPOrPaMMHO arMapaTHbIMU CPEICTBAMU 3aIUTHI.

Cnabo oOpueHTHPYETCS B OCHOBE pabOTBl C TPOrPaMMHO
anmnapaTHbIMU CPEICTBAMHU 3allIUTHI

[IpakTHyeckoe 3aaHKe BHIIIOJHEHO HE MOTHOCTHIO
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[K-5

JIeMOHCTpPUpPYET HE NOCTAaTOYHBIM YPOBEHb 3HAHUN COBPEMEHHBIE
cpeacTBa pa3pabOTKHM M aHalW3a MPOTrPaMMHOIO obOecrieueHHs] Ha
A3BIKAX BBICOKOTO YPOBHSI.

He croco0eH 3P dEKTUBHO UCTIOJIb30BaTh HCIIONB3YEeT
npodecCHOHAIIbHBIE  CpPEACTBA  pa3pabOTKH  MPOrpaMMHOIO
o0ecredyeHus1, ero OTIIAAKH U TECTUPOBAHHUS.

Cnabo opueHTHpyeTCS, NpPUHUMAs y4yacTHE B OpraHu3alud |
MPOBEICHUH KOHTPOJBHBIX MPOBEPOK PabOTOCHOCOOHOCTH U
3P PEKTUBHOCTH IIPUMEHSIEMBIX IIPOrpaMMHBIX,
POTPAaMMHO-ANIIAPAaTHBIX M TEXHUYECKUX CPEICTB  3aIUTHI
uHpOpMaLIUH.

[IpakTdeckoe 3a1aHie BHITOJIHEHO HE MOTHOCTBHIO.

OTBeT He Bcerga JIOIMYHO BBICTPOCH, MaTepuasl H3iaraercs 0e3
NPUMEHEHHUs HayyHOM TEpMHUHOJOTMH. Bompocel, 3amaBacmble
MPEToaBaTeIeM, BHI3bIBAIOT 3aTPyIHEHHUSL.
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«HEYIOBICTBOPUTEIHLHOY
(menee 50 6amioB)

OK-12

He JIEMOHCTPHUPYET 3HaHHUE METOI0J0TMYECKOTO
MpOrpaMMHO-aNMapaTHbIX CPeACTB 3ammuThl uHpopmaruu. He
aHAJM3UPYET CYIICCTBYIOIINE METOAMKU ONpEeNeJeHUuN TpeOOBaHMs
K 3amure uHbopmaruu. J[eMOHCTpUPYET HE JOCTAaTOYHOE 3HAHHE
MIPUHITATIOB OOCCIEUYEeHHs 3allUThl HWH(POpPMAIMU U HCTOYHHKOB
yrpo3 Hb. He cmocobeH mpomeMoOHCTPUPOBATh COBPEMEHHBIE
MMOAXOIBI K TEXHOJIOTUAM U MeTonaM obecrieueHust b

[1K-2

JIeMOHCTpUpYET HE JOCTATOYHBIA YPOBEHb 3HAHUM BBIMOJIHATH
paboTHI O yCTaHOBKE, HACTPOMKE U 0OCITYKUBAHUIO MPOTPAMMHBIX,
MPOrpaMMHO-AIMAPATHBIX U TEXHUYECKUX CPEACTB  3aIHUThI
nHpopmaruu.

He cnioco6en ncnonp30BaTh NporpaMMHbIE CPEICTBA

He opuenTupyercst B ocHOBe pabOThl C MPOrpaMMHO arMapaTHbIMU
CPEICTBaMHU 3aILlUTHI

[IpakTrueckoe 3ajaHle HE BBIMOJIHEHO.

HeyBepeHHO 1 JIOrHYecKH HEMOCIIEN0BATENbHO H3JIaraeT Marepual.
HenpaBunbHO OTBe4aeT Ha MOCTABJIEHHBIE  BOIPOCHl WU
3aTPYIHSAETCS C OTBETOM

[K-5

JIeMOHCTpPUpPYET HE NOCTAaTOYHBIM YPOBEHb 3HAHUN COBPEMEHHBIE
cpeacTBa pa3pabOTKHM M aHalW3a MPOTrPaMMHOIO obOecreueHHus] Ha
A3BIKAX BBICOKOTO YPOBHSI.

He criocoGen ncmnonb30BaTh MporpaMMHBIE CPECTBA

He opueHtupyercs, mnpuHHMas ydacTHE€ B OpraHU3alUuM U
NPOBEICHUH KOHTPOJBHBIX MPOBEPOK PpabOTOCHOCOOHOCTH U
3P PEKTUBHOCTH IIPUMEHSIEMBIX IIPOrpaMMHBIX,
POTPAaMMHO-ANIIAPAaTHBIX M TEXHUYECKUX CPEICTB  3aIIUTHI
uHpOpMaLIUH.

[IpakTyeckoe 3aaHre HE BBIIIOJIHEHO.

HeyBepeHHO M TOrMYECKM HEMOCIENOBATEIBHO U3JIaraeT Marepual.
HenpaBunbHO OTBE4aeT Ha  IMOCTAaBIEHHBIE BONPOCHI WU
3aTPYIHSIETCSA C OTBETOM

5. MeTonnuyeckue yKkazaHusi JAJis1 00y4a0IUXCS 10 OCBOCHUIO M CHUILIHHBI (MOLYJI)
5.1 MeTtoandeckue yka3aHus IO OPTaHU3aAIlN CaMOCTOSTEIBHOM PabOThI O0YUYaIOIIUXCSI:

[Tpuctynas K M3Y4YEHUIO AMCLUMIUIMHBI, B TEPBYIO oO4epenb OOy4aroUMMCS HEOOXOIUMO O3HAKOMMTHCS
copepkanueM paboueit mporpammbl nucumruinabl (PIT[), xotopas ompexpensier coiep:kanue, o0ObeM, a
TaKXKe MOPAJOK N3yUEHHsI U TIPENoAaBaHus y4eOHOU AUCIUIUINHBI, €€ pa3/elia, YacTH.



Jlnist caMOCTOSTENbHON pabOThl BaKHOE 3HaUECHUE UMEIOT paszieibl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauueckoe U HH(popMaIMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruanbHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM U conep)kaHWe IUCIMIUIMHBD) YKa3bIBAIOTCA BCE pasfelbl M TEMbl H3y4aeMoil
JTMCLUIUIMHBIL, @ TAKXKEe BUJBI 3aHATHH U TNIAHUPYEMBbI 00bEM B aKaJeMHUYECKUX Yacax.

B pasgene «YuebHO-MeTommyeckoe ©  HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY — yKa3aHa
pexoMeHayeMasi OCHOBHAs U IONIOJIHUTEIbHAS JINTEPATypa.

B pasgene «MarepuaabHO-TEXHUYECKOE OOECIeYeHne IUCLHUIUIMHBL, MPOrpaMMHOE OOecCIeyYeHue,
npodeccruoHabHble 0a3bl JaHHBIX U MH()OPMAIMOHHBIE CIPABOYHBIC CHUCTEMBD» COAEPKUTCS MEpeuyeHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
JUCLUIUINHBL.

5.2 Pexomennanuu o0y4aromumcs o padbore ¢ TEOPETHUECKUMHU MaTepHallaMu 110 TUCIUILIIMHE

[Ipu uzyyennu u npopaboOTKe TEOPETUUECKOr0 MaTepHaa HeoOX0AUMO:

- IPOCMOTPETH €IlIe pa3 npe3eHTaluo Jekuu B cucteMe MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBaHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYEeTOM PEKOMEHJOBAaHHOM IOMOJIHUTEIbHOU
JUTEPaTyphl;

- IIPY CAMOCTOSITEIBHOM M3YyYE€HHH TEOPETUYECKOM TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Ysl PEKOMEHIOBAHHBIE
B PII/] ucrounuku, npodeccrnoHasibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbBIE CUCTEMBI:

- OTBETUTH Ha BOIIPOCHI JJIsl CAMOCTOATEIILHON pabOoThI, TTO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepralibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenpanuu no pabote ¢ Hay4HOH 1 yueOHOM JuTepaTypoit

PabGota ¢ OCHOBHOM M JONOJHUTENBHOM JHMTEPaTYpOl SIBISETCS IIaBHOM (POpMOI caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
HCTOYHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.

KoHCHeKT JIeKnu JOJKEeH coliepKaTh peepaTuBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pa3MmeleHHsle B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYphl IO
TeMaM, BBIBOJBI MO KaXAOMY Bompocy. KOHCIeKT MOXKeT OBITh BBITIONHEH B paMKax pacliedyaTKd BbIIa4uH
NPe3eHTAlUi JIGKIUH WM B OTACNIBHOW TeTpaau mo mpeaMery. OH JODKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe UH(POPMAITUIO HITH PUCYHKH.

KoHcnieKkThl HayyHOW JHUTEparypbl NMPU CaMOCTOSATENBHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI COJEPIKaTh
OTBETHl HA KaX/bIi TOCTAaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpa, HAa3BaHMS W TOJA HU3AAHUS HCIOJIb3YeMOH HaydyHOW JHMTEpaTyphl.
KoHcniekT MoXeT ObITh ONOpPHBIM (COAEpXkAaTh JUIIb OCHOBHBIC KIIIOUYEBBIC MO3MIMH), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OIIPENIETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JenaTh 3allUCU IO XOAy 4YTE€HHS B BHJIE NPOCTOr0 WIM pPa3BEPHYTOrO IIaHa (co31aBaTh IEPEUYECHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOYHHKE);

- COCTaBJATH TE3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOPOTKOE
U3JI0KEHHE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011eHe OCHOBHBIX BOIIPOCOB PabOTHI);

- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).

5.4. PexoMeH1a1tuy MO NOATOTOBKE K OTAENIBHBIM 33aHUAM TEKYIIETO KOHTPOJISA

CobecenoBanue MpenrnoyaraeT OpraHu3aluio Oecelnpl MpernoAaBareist cO CTyAEHTaMH 10 BOIpPOcam
MPAKTUYECKOTO 3aHATUS C LEJbl0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, TeMme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUU, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1I.

YCTHBIE OMpPOC MOXKET TMPUMEHATHCS B pas3audHbIX (Qopmax: (PpoHTAIBHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJIJIEIKAIIETO OIICHKE:

- MPaBWJIBHOCTh OTBETA 110 COAECPIKAHUIO;

87



88
- IOJIHOTA U TITyOWHA OTBETA;
- CO3HATENIbHOCTh OTBETA;
- IOTUKa U3JI0KECHUS MaTepuaa;
- PalMOHAJILHOCTh UCIIOJIb30BAaHHBIX IIPUEMOB U CTIOCOOOB PEIIEHUS TOCTABIEHHONW yueOHO! 3a1auu;

- CBOEBPEMEHHOCTh M 3((EKTUBHOCTH MCIIOIB30BAHUS HATNISAIHBIX MOCOOMH U TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCTIOJIb30BaHHUE JIOTIOTHUTEIBHOTO MaTepHaa;

- palMoOHAJIBLHOCTD UCIIOB30BAaHUSI BPEMEHU, OTBEJICHHOTO Ha 3a/1aHuE.

YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTABIMBACTCA IO OAHOMY U3
BOIPOCOB MPAKTHYECKOTO 3aHATHUSA. [IpH BRICTYIUIEHHH ¢ Mpe3eHTanueid HeoOXoauMo oOpamarb BHUIMaHUE
Ha TaKWe MOMEHTHI KaK:

- colep)KaHUE TPE3CHTALMU: aKTyaJlbHOCTh TEMbI, IOJIHOTA €€ PACKPBITHA, CMBICIOBOE COMAEp)KaHUE,
COOTBETCTBHE 3asBJIEHHOM TEMbI COJIEP)KaHNIO0, COOTBETCTBHE METOAUYECKUM TPEeOOBAHUAM (LIETTU. CCHUIKU
Ha PECYpChl. COOTBETCTBHUE COACpPaHUS U JIMTEPATyphl), MpaKTUUeCcKas HaNpaBiIeHHOCTb, COOTBETCTBUE
cofiepaHusl 3asBICHHON QopMe, aeKBaTHOCTh MCIOIb30BAHMSI TEXHUYECKUX CPEACTB YUeOHBIM 3ajlauam,
MOCJIEZIOBATENBHOCTD U JIOTUYHOCTDH MPE3EHTYEMOT0 MaTepuara;

- odopMiieHHE TMpe3eHTAMU: 00bheM (ONMTHUMaTbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIUYHE U
COOTBETCTBHE TpaUKd U aHUMAIMHU, 3ByKOBO€ OQOpMIIEHHE, CTPYKTypUpOBaHHE HUHOpMAIH,
COOTBETCTBHE 3asBICHHBIM TpPEOOBAaHUSM), OPUTHHAIBHOCTH O(OPMIIEHUS, SCTETHKA, HCIIOJIb30BaHUE
BO3MOXKHOCTH MPOTPAMMHOM CpPeibl, COOTBETCTBHE CTaHIAapTaM o(pOpMIICHUS;

- TMYHOCTHBIE KaueCcTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIOIEHUE pErIaMeHTa, SMOIMOHAIBHOCTh, YMEHUE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UpOBaHHbIE, INTyOOKKE U MOIHBIE 3HAHUS 110 BCEM pa3JiesiaM MporpaMMbl:
- coepXaHWe BBICTYIUICHHUS: JIOTUYHOCTh H3JI0KEHHUS Marepualia, pacKpbITUE TEMBbl, JIOCTYIHOCTh
uznoxkenus, d3PpdextuBHoCcTh npuMeHeHus cpeacts HWKT, cmocoObl u  yciaoBHs JIOCTHXKEHHUSA
pPEe3yNBTaTUBHOCTH W 3(P(EKTUBHOCTH U1 BBIMOJHEHHS 3a/1a4d CBOeH MpOo(eCCHOHAIBHONW WM Y4eOHOU
NeSITeIbHOCTH, JJ0Ka3aTeJIbHOCTh MPUHUMAEMbIX PEIICHUM, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHUS,
BBIBO/IbI.

6. YueOHO-MeToANYecKOe U MHPOPMALIMOHHOE 00ecnieyeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:

1. Illanerun, B. ®. HWuadpopmanumonHas Oe3zomacHOCT, W 3amurta uHpopmaruu. - 2024-09-24;
Nudopmarmonnas 6e3omacHoCTh 1 3amuTta nHGopmaruu. - Capatos: [Ipodobpazosanue, 2019. - 702 c. -
Texct : anexrponnsii / IPR BOOKS [caiiT]. - URL: http://www.iprbookshop.ru/87995.html

2. Jlonmarun JI. B. I[IporpamMmMHo-anmaparHas 3aniura HHGOPMAIMH : 3JIEKTPOH. yued. mocodue. - TamOo0B:
[b. n.], 2014. - 1 sanextpoHn. ont. guck (CD-ROM)

3. UBanosa, H. 10., Mansxuna, B. I. CuctemHoe u npHKIagHOE TPOrpaMMHOE obecrieueHre : yueOHoe
nocobue. - Bech cpok oxpanbl aBropckoro npasa; CHCTEMHOE U MPHUKIAIHOE MPOrpaMMHOE oOecTiedeHue. -
Mocksa: IIpomerteit, 2011. - 202 c¢. - Tekct : smekrponusiii / IPR BOOKS [caiit]. - URL:
http://www.iprbookshop.ru/58201.html

4. banurer I1. H., bapanosa E. K., babam A. B. Mudopmarmonnas 6€30macHOCTh : y4eOHO-TIPAKTUYECKOE
nocobue. - Mocksa: EBpasuiickuii oTKpbIThId UHCTUTYT, 2011. - 375 c. - Tekct : anexrponubiit // 9bC

«YHUBEPCUTETCKAS OmoOImoTeKa OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=90539

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. IlporpammHo-anmaparHas 3amura “HPopMaIuu : yued.-MeTo1. KoMIUIeKke, biok 5: 3amura nporpamMmm ot
u3ydeHus: TeopeTuueckue U TEXHUUECKUE ACIMEKThl BBISBICHUS PAOOTHI 3AlUIIEHHOIO MPHJIOKEHUS B
AHOMAJIBHBIX M MCKYCCTBEHHBIX cpenmax. - [TamOoB]: U3m-Bo TI'Y, [200. - 1 5JeKTpOH. ONT. AHMCK
(CD-ROM).

2. BomocaroBa T.M., JlenncoB A.B., UnuBapun H.B. KomOmHMpOBaHHBIE METOIBI 3aIIMTHl JAHHBIX B
CAIIP. - [M.]: HoBsie Texnomorun, Mudopmarmonnsie Texnomorun, 2012. - 32 c.



3. CnenansHOE U MPUKIIATHOE IPOTpaMMHOE obecrieueHue : yued.-meTol. komiuieke, biok 1: IlInnonckoe
nporpaMMmHoe obOecrieuenue. PyTkutsl. IlporpaMMmHble 3akiajku: OOHapy)KeHHE M HEHTpaiu3anus. -
[Tam6oB]: M3a-Bo TT'Y, [200. - 1 snekrpos. ont. guck (CD-ROM).

4. CrenuaibHOE W TIPUKIATHOE TPOrpaMMHOE OOecCredYeHne : Yyue0.-MeTOA. KOMIUIEKC, biok 2:
Bpanamayaspsi: MexcereBble dkpaHbl. [lepcoHanmbHble MexceTeBble 3KpaHbl. OrmnpenenaeHue HaIEKHOCTU
MeXKCeTeBbIX 3KpaHoB. - [Tam00B]: U3n-Bo TT'Y, [200. - 1 snextpoH. onT. auck (CD-ROM).

5. CrneuuanpbHO€ W TPUKIATHOE MPOrpaMMHOE oOecrieueHue : ydel.-MeTon. KomIuieke, brok 3:
Boccranosnenue yrepsiHHoi nHdopmaiinu. be3Bo3BparHoe ynanenue nadpopManuu. AHOHUMHAs paboTa Ha
koMmribtoTepe. - [Tam6oB]: U3n-Bo TT'Y, [200. - 1 anextpon. ont. auck (CD-ROM).

6. CnernuanbHOe W MPUKIAIHOE MporpaMMHOe obecriedeHue : y4ed.-meToa. komruieke, biok 4: Ckanepsl
ysi3BuMocTteit. - [Tam6oB]: Uzn-Bo TI'Y, [200. - 1 anektpon. ont. auck (CD-ROM).

6.3 VlHble HICTOUHUKHU:
1. ®enepanpubiii moptan «Poccuiickoe oopa3zoBanue» - http://www.edu.ru/

2. @enepanpHoe xpaHwmmnie «EnuHas Kkoyuteknus 1HQPOBBIX 00pa3oBaTelIbHBIX pPECypcoB» -
http://school-collection.edu.ru/

3. ®enepanbHas cnyx0a 1o Hax3opy B chepe oOpasoBaHus U HaykH - http://obrnadzor.gov.ru
4. Bonpocel oOpazoBanus - http://www.ecsocman.edu.ru/vo

7. MaTepuaJbHO-TeXHHMYeCKOe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecredyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

Jlng mpoBeneHus 3aHATHM MO JUCHUIUIMHE HEOOXOIUMO ClIeAyIollee MaTepuaibHO-TEXHUYECKOe
oOecrieueHue: ydeOHble ayqUTOPUM [AJs TPOBENCHUS 3aHATHH JIEKIIMOHHOTO M CEMHHApCKOro THIIA,
TPYNIOBBIX W WHAMBHUIYaJIbHBIX KOHCYJIbTALMH, TEKYLIETr0 KOHTPOJII U MPOMEKYTOUHOM aTTecTaluw,
MTOMEIIEHUS 111 CAMOCTOSITENIbHON paboThlI.

VYdeOHbIe ayTUTOPHUU U IIOMEIICHUS ISl CAMOCTOSTEIIFHON paOO0Thl YKOMIUIEKTOBAHBI CIICTIHATM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMH CPEJCTBAMU OOYyUCHHMS, CIIY>KAIUMH JIJIs1 TTPEICTABICHHS YyueOHOW nHbOpMauu
OOJIBITION ayTUTOPHH.

[TomerieHus U1 CaMOCTOSATENILHONW paOOTHl YKOMIUIEKTOBAHbI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K ceTh "Unrepuet" 51 obecrieueHneM JI0CTyIa B AIIEKTPOHHYO
MH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEAy YHUBEPCUTETA.

Jlist mpoBeeHMs 3aHATHI JICKIIMOHHOTO THITA UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIHIOHHOTO 000PYIOBaHUS,
o0ecreunBaIIfe TeMaTHYECKUE WILTIOCTpaud (ITPOEKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JTIOCKA).

JInneH3noHHOE MpOorpaMMHOE 0OeCIIeUeHuE:
Microsoft Windows 10

@uxkc 3.0 (mporpamma (pUKcaUy U KOHTPOISI UCXOAHOTO COCTOSIHUSA)
Crypton IP Mobile

CryptonLock

Crypton Jlo3zop

CryptonFastDisk

CryptonEmulato

CryptonDisk

Crypton LITE

CryptonArcMail

CryptonOftice

CryptonWipe

bubmunoreka CryptonArcMail

bubnmoreka Crypton DK

Crypton lludpoBanue

Hpaiisep mudpposanus RuToken
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[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBIN Karajor DyHIaMEeHTaIbHON OnOIMOTEeKH TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOnmorewynas  cuctema. —  URL:
https://biblioclub.ru

3. Hayunas snexkrponHas 6ubmuorexka eLIBRARY.ru. — URL: https://elibrary.ru
4. Poccumiickas rocynapctBeHHas onomuoreka. — URL: https://www.rsl.ru
5. [Ipe3unentckas 6ubnuoreka umenu b.H. Enpriuna. — URL: https://www.prlib.ru

JIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

BsaumoneiicTBue mpemnopaBaress U CTyAEHTa B Ipolecce 00ydeHUs] OCYIIECTBISIETCS MOCPEICTBOM
MYyJIBTUMEIUMHBIX,  THIIEPTEKCTOBBIX,  CETEBBIX,  TEJIEKOMMYHUKALlMOHHBIX  TEXHOJIOTHH,
MCTIOJIb3YEMBIX B 3JICKTPOHHOH HH(OPMALIMOHHO-00pa30BaTeIbHON Cpeie YHUBEPCUTETA.



